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Message from the General Chairs

The 2008 International Conference on Distributed Computing and Network-
ing (ICDCN 2008) was the ninth event in this series. This event, formerly
known as IWDC (International Workshop on Distributed Computing), became
an international conference in 2007, and it was renamed International Con-
ference on Distributed Computing and Networking to remark the growth in
scope, quality and visibility and the increasing relevance of networking research.
Over the years, ICDCN has become a leading forum for disseminating the latest
research results in distributed computing and networks. This year’s conference
brought together worldwide researchers in Kolkata (India), during January 5-8,
2008, to present and discuss a wide variety of aspects such as networks, systems,
algorithms and applications.

The program of the conference lasted four days and included, in addition
to a high-quality technical program, four tutorials giving young researchers and
students an excellent opportunity to learn about the hottest research areas in
wireless networking, complex systems and high-performance computing.

A conference of this magnitude would not have been possible without the
hard and excellent work of all the members of the Organizing Committee. Our
special thanks are due to Prasad Jayanti and C. Siva Ram Murthy (Program
Co-chairs) and to Mainak Chatterjee (Program Vice Chair), for coordinating
and leading the effort of the Program Committee culminating in an excellent
technical program. We are grateful to the Keynote Chair, Sajal K. Das, for
arranging three high-quality keynote talks by eminent leaders in the field: Roger
Watthenhofer (ETH Zurich), Jie Wu (NSF and Florida Atlantic University), and
Sankar Kumar Pal (Indian Statistical Institute, Kolkata). We would also like to
express our appreciation to the Tutorial Co-chairs, Sajal K. Das and Sarmistha
Neogy, and to the Panel Chair, Kalyan Basu.

We are indebted to all the other members of the Organizing Committee for
their excellent work. Atal Chaudhuri (Organizing Chair) and Subhadip Basu
and Nibaran Das (Organizing Vice Chairs) coordinated the local arrangements.
Shrisha Rao and Sanjoy K. Saha (Publication Co-chairs) managed the publica-
tion of the conference proceedings. We also take this opportunity to acknowledge
the contribution to the conference’s success of the Registration Chair, Mridul S.
Barik, and of the Finance Chair Salil K. Sanyal.

Last but not least, we extend our heartfelt thanks to the authors, reviewers
and participants of the conference, for their vital contribution to the success of
this conference.

January 2008 Marco Conti
Pradip K. Das
Nicola Santoro



Message from the Technical Program Chairs

Welcome to the Proceedings of the Ninth International Conference on Dis-
tributed Computing and Networking (ICDCN) 2008! This annual event started
off nine years ago as a small workshop for distributed computing researchers
in India, and has gradually matured into a true international conference, while
simultaneously widening its scope to cover most aspects of distributed computing
and networking.

We received 185 submissions from all over the world, including Australia,
Bangladesh, Brazil, Canada, China, France, Greece, Iran, Israel, Italy, Malaysia,
Poland, Singapore, South Africa, South Korea, Spain, Switzerland, Tunisia,
United Kingdom, and United States, besides India, the host country. The sub-
missions were read and evaluated by the Program Committee, which consisted
of 25 members for the Distributed Computing Track and 34 members for the
Networking Track, with the additional help of external reviewers. The Program
Committee selected 30 regular papers and 27 short papers for inclusion in the
proceedings and presentation at the conference.

We were fortunate to have several distinguished scientists as keynote and
invited speakers. Roger Wattenhofer (ETH, Zurich) and Jie Wu (Florida Atlantic
University and NSF) delivered the keynote address, and Sudhir Dhawan (IBM
India) and Sushil Prasad (Georgia State University) were the invited speakers.
Sankar Pal from the Indian Statistical Institute, Kolkata, delivered the A.K.
Choudhury Memorial talk. By inviting these speakers to contribute an article
to the proceedings, we ensured that most of the content of these valuable talks
appeared in print in this volume.

The main conference program was preceded by a day of tutorial presen-
tations. We had four tutorials, presented by Sunghyun Choi (Seoul National
University) on “High-Speed WLAN and Wireless Mesh,” Vipin Chaudhary and
John Paul Walters (University of Buffalo) on “Fault-Tolerant High Performance
Computing,” Romit Roy Choudhury (Duke University) on “Exploiting Smart
Antennas,” and Niloy Ganguly (Indian Institute of Technology, Kharagpur) on
“Complex Network Theory.”

We thank all authors for their interest in ICDCN 2008, and the Program
Committee members and external reviewers for their careful reviews despite
a tight schedule. We used the EasyChair system to handle the submissions,
reviews, discussions, and notifications. The system was easy to use and very
helpful.

We hope that you will find the ICDCN 2008 proceedings to be technically
rewarding.

January 2008 Mainak Chatterjee
Prasad Jayanti
C. Siva Ram Murthy
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Rough-Fuzzy Knowledge Encoding and Uncertainty
Analysis: Relevancein Data Mining

Sankar K. Pal

Indian Statistical Institute, Kolkata
sankar@sical .ac.in

Abstract. Data mining and knowledge discovery is described from pattern rec-
ognition point of view along with the relevance of soft computing. The concept
of computationa theory of perceptions (CTP), its characteristics and the rela-
tion with fuzzy-granulation (f-granulation) are explained. Role of f-granulation
in machine and human intelligence, and its modeling through rough-fuzzy inte-
gration are discussed. Three examples of synergistic integration, e.g., rough-
fuzzy case generation, rough-fuzzy c-means and rough-fuzzy c-medoids are
explained with their merits and role of fuzzy granular computation. Superiority,
in terms of performance and computation time, is illustrated for the tasks of
case generation (mining) in large scale case based reasoning systems, segment-
ing brain MR images, and analyzing protein sequences.

Keywords: soft computing, fuzzy granulation, rough-fuzzy computing, bioin-
formatics, MR image segmentation, case based reasoning.

1 Introduction

In recent years, the rapid advances being made in computer technology have ensured
that large sections of the world population have been able to gain easy access to com-
puters on account of falling costs worldwide, and their use is now commonplacein al
walks of life. Government agencies, scientific, business and commercia organizations
are routinely using computers not just for computational purposes but also for storage,
in massive databases, of the immense volumes of data that they routinely generate, or
require from other sources. Large-scale computer networking has ensured that such
data has become accessible to more and more people. In other words, we are in the
midst of an information explosion, and there is urgent need for methodologies that
will help us bring some semblance of order into the phenomenal volumes of data that
can readily be accessed by us with afew clicks of the keys of our computer keyboard.
Traditional statistical data summarization and database management techniques are
just not adeguate for handling data on this scale, and for extracting intelligently,
information or, rather, knowledge that may be useful for exploring the domain in
question or the phenomena responsible for the data, and providing support to deci-
sion-making processes. This quest had thrown up some new phrases, for example,
data mining [1, 2] and knowledge discovery in databases (KDD).

S. Rao et d. (Eds.); ICDCN 2008, LNCS 4904, pp. 1112]2008.
© Springer-Verlag Berlin Heidelberg 2008
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Fig. 1. Block diagram for knowledge discovery in databases [ 3]

Data mining is that part of knowledge discovery which deals with the process of
identifying valid, novel, potentially useful, and ultimately understandable patterns in
data, and excludes the knowledge interpretation part of KDD (Fig 1). From pattern
recognition (PR) point of view, data mining can be viewed as applying PR and ma-
chine learning principles in the context of voluminous, possibly heterogeneous data
sets. Furthermore, soft computing-based (involving fuzzy sets, neural networks, ge-
netic algorithms and rough sets) PR methodologies and machine learning techniques
hold great promise for data mining. The motivation for thisis provided by their ability
to handle imprecision, vagueness, uncertainty, approximate reasoning and partial truth
and lead to tractability, robustness and low-cost solutions [4]. An excellent survey
demonstrating the significance of soft computing tools in data mining problem is pro-
vided by Mitra et al. [5]. Some of the challenges arising out of those posed by mas-
sive data and high dimensionality, nonstandard and incomplete data, and over-fitting
problems deal mostly with issues like user interaction, use of prior knowledge, as-
sessment of statistical significance, learning from mixed media data, management of
changing (dynamic) data and knowledge, integration of different classical and modern
soft computing tools, and making knowledge discovery more understandable to
humans by using linguistic rules, visualization, etc. Recently, a detailed review ex-
plaining the state of the art and the future directions for web mining research in soft
computing framework is provided by Pal et a. [6]. One may note that web mining, al-
though considered to be an application area of data mining on the WWW, demands a
separate discipline of research. The reason is that web mining has its own characteris-
tic problems (e.g., page ranking, personalization), because of the typical nature of the
data, components involved and tasks to be performed, which can not be usually han-
dled within the conventional framework of data mining and analysis. Moreover, being
an interactive medium, human interface is a key component of most web applications.

Bioinformatics which can be viewed as a discipline of using computational meth-
ods to make biological discoveries[7] has recently been considered as another impor-
tant candidate for data mining applications. It is an interdisciplinary field mainly
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involving biology, computer science, mathematics and statistics to analyze biological
sequence data, genome content and arrangement, and to predict the function and
structure of macromolecules. The ultimate goal is to enable the discovery of new bio-
logical insights as well as to create a global perspective from which unifying princi-
plesin biology can be derived. There are three mgjor sub-disciplines dealing with the
following three tasks in bioinformatics:

a) Development of new algorithms and models to assess different relationships
among the members of alarge biological data set;

b) Analysisand interpretation of various types of data including nucleotide and
amino acid sequences, protein domains, and protein structures; and

c¢) Development and implementation of tools that enable efficient access and
management of different types of information.

First one concerns with the mathematical and computational aspects, while the
other two are related to the biological and data base aspects respectively. Data analy-
sistools used earlier in bioinformatics were mainly based on statistical techniqueslike
regression and estimation. With the need of handling large heterogeneous data sets in
biology in arobust and computationally efficient manner, soft computing, which pro-
vides machinery for handling uncertainty, learning and adaptation with massive paral-
lelism, and powerful search and imprecise reasoning, has recently gained the attention
of researchers for their efficient mining.

While talking about pattern recognition and data mining in the 21st century, it will
remain incomplete without the mention of the Computational Theory of Perceptions
(CTP), explained by Zadeh [8, 9], which has a significant role in the said tasks. In the
following section we discuss its basic concepts and features, and relation with soft
computing.

The organization of the paper is as follows. Section 2 introduces the basic notions
of computational theory of perceptions and f-granulation, while Section 3 presents
rough-fuzzy approach to granular computation, in general. Section 4 explains the ap-
plication of rough-fuzzy granulation in case based reasoning. Sections 5 and 6 dem-
onstrate the concept of rough-fuzzy clustering and their key features with applications
to segmenting brain MR images and analyzing protein sequence. Concluding remarks
are given in Section 7.

2 Computational Theory of Perceptions and F-Granulation

Computational theory of perceptions (CTP) [8, 9] is inspired by the remarkable hu-
man capability to perform a wide variety of physical and mental tasks, including rec-
ognition tasks, without any measurements and any computations. Typical everyday
examples of such tasks are parking a car, driving in city traffic, cooking meal, under-
standing speech, and recognizing similarities. This capability is due to the crucial
ability of human brain to manipulate perceptions of time, distance, force, direction,
shape, color, taste, number, intent, likelihood, and truth, among others.

Recognition and perception are closely related. In a fundamental way, a recogni-
tion process may be viewed as a sequence of decisions. Decisions are based on
information. In most redlistic settings, decision-relevant information is a mixture of
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measurements and perceptions; e.g., the car is six year old but looks almost new. An
essential difference between measurement and perception is that in general, measure-
ments are crisp, while perceptions are fuzzy. In existing theories, perceptions are
converted into measurements, but such conversions in many cases, are infeasible, un-
realistic or counterproductive. An aternative, suggested by the CTP, is to convert
perceptions into propositions expressed in a natural language, e.g., it is a warm day,
he is very honest, it is very unlikely that there will be a significant increase in the
price of oil inthe near future.

Perceptions are intrinsically imprecise. More specifically, perceptions are f-
granular, that is, both fuzzy and granular, with a granule being a clump of elements of
a class that are drawn together by indistinguishability, similarity, proximity or func-
tionality. For example, a perception of height can be described as very tal, tall, mid-
dle, short, with very tall, tall, and so on constituting the granules of the variable
‘height’. F-granularity of perceptions reflects the finite ability of sensory organs and,
ultimately, the brain, to resolve detail and store information. In effect, f-granulation is
a human way of achieving data compression. It may be mentioned here that although
information granulation in which the granules are crisp, i.e., c-granular, plays key
roles in both human and machine intelligence, it fails to reflect the fact that, in much,
perhaps most, of human reasoning and concept formation the granules are fuzzy
(f-granular) rather than crisp. In this respect, generality increases as the information
ranges from singular (age: 22 yrs), c-granular (age: 20-30 yrs) to f-granular (age:
“young”). It means CTP has, in principle, higher degree of generality than qualitative
reasoning and qualitative process theory in Al [10, 11]. The types of problems that
fall under the scope of CTP typicaly include: perception based function modeling,
perception based system modeling, perception based time series analysis, solution of
perception based equations, and computation with perception based probabilities
where perceptions are described as a collection of different linguistic if-then rules.

F-granularity of perceptions puts them well beyond the meaning representation ca-
pabilities of predicate logic and other available meaning representation methods. In
CTP, meaning representation is based on the use of so called constraint-centered se-
mantics, and reasoning with perceptionsis carried out by goal-directed propagation of
generalized constraints. In this way, the CTP adds to existing theories the capability to
operate on and reason with perception-based information.

This capability is aready provided, to an extent, by fuzzy logic and, in particular,
by the concept of alinguistic variable and the calculus of fuzzy if-then rules. The CTP
extends this capability much further and in new directions. In application to pattern
recognition and data mining, the CTP opens the door to a much wider and more sys-
tematic use of natural languages in the description of patterns, classes, perceptions
and methods of recognition, organization, and knowledge discovery. Upgrading a
search engine to a question- answering system is another prospective candidate in
web mining for CTP application. However, one may note that dealing with percep-
tion-based information is more complex and more effort-intensive than dealing with
measurement-based information, and this complexity is the price that has to be paid to
achieve superiority.



Rough-Fuzzy Knowledge Encoding and Uncertainty Analysis 5

3 Granular Computation and Rough-Fuzzy Approach

Rough set theory [12] provides an effective means for analysis of data by synthesizing
or constructing approximations (upper and lower) of set concepts from the acquired
data. The key notions here are those of “information granule” and “reducts’. Informa-
tion granule formalizes the concept of finite precision representation of objectsin real
life situation, and reducts represent the core of an information system (both in terms
of objects and features) in a granular universe. Granular computing refers to that
where computation and operations are performed on information granules (clump of
similar objects or points). Therefore, it leads to have both data compression and gain
in computation time, and finds wide applications. An important use of rough set the-
ory and granular computing in data mining has been in generating logical rules for
classification and association. These logical rules correspond to different important
regions of the feature space, which represent data clusters.

For the past few years, rough set theory and granular computation has proven to be
another soft computing tool which, in various synergistic combinations with fuzzy
logic, artificial neural networks and genetic agorithms, provides a stronger frame-
work to achieve tractability, robustness, low cost solution and close resembles with
human like decision making. For example, rough-fuzzy integration can be considered
asaway of emulating the basis of f-granulation in CTP, where perceptions have fuzzy
boundaries and granular attribute values. Similarly, rough neural synergistic integra-
tion helps in extracting crude domain knowledge in the form of rules for describing
different concepts/classes, and then encoding them as network parameters; thereby
constituting the initial knowledge base network for efficient learning. Since in granu-
lar computing computations/operations are performed on granules (clump of similar
objects or points), rather than on the individual data points, the computation time is
greatly reduced. The results on these investigations, both theory and real life applica-
tions, are being available in different journals and conference proceedings. Some spe-
cial issues and edited volumes have a so come out [13-15].

4 Rough-Fuzzy Granulation and Case Based Reasoning

Case based reasoning (CBR) [16], which is a novel Artificial Intelligence (Al)
problem-solving paradigm, involves adaptation of old solutions to meet new de-
mands, explanation of new situations using old instances (called cases), and
performance of reasoning from precedence to interpret new problems. It has a sig-
nificant role to play in today’s pattern recognition and data mining applications in-
volving CTP, particularly when the evidence is sparse. The significance of soft
computing to CBR problems has been adequately explained in a recent book by Pal,
Dillon and Yeung [17] and Pal and Shiu [18]. In this section we demonstrate an ex-
ample [19] of using the concept of f-granulation, through rough-fuzzy computing,
for performing an important task, namely, case generation, in large scale CBR
systems.
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A case may be defined as a contextualized piece of knowledge representing an evi-
dence that teaches a lesson fundamental to achieving goals of the system. While case
selection deals with selecting informative prototypes from the data, case generation
concerns with construction of ‘cases’ that need not necessarily include any of the
given data points. For generating cases, linguistic representation of patternsis used to
obtain a fuzzy granulation of the feature space. Rough set theory is used to generate
dependency rules corresponding to informative regions in the granulated feature
space. The fuzzy membership functions corresponding to the informative regions are
stored as cases. Figure 2 shows an example of such case generation for a two dimen-
siona data having two classes. The granulated feature space has 3% = 9 granules.
These granules of different sizes are characterized by three membership functions
aong each axis, and have ill-defined (overlapping) boundaries. Two dependency
rules: class, «— L; A Hy and class, < H; A L, are obtained using rough set theory. The
fuzzy membership functions, marked bold, corresponding to the attributes appearing
intherulesfor aclass are stored as its case.

Unlike the conventional case selection methods, the cases here are cluster gran-
ules and not sample points. Also, since al the original features may not be required
to express the dependency rules, each case involves a reduced number of relevant
features. The methodology is therefore suitable for mining data sets, large both in
dimension and size, due to its low time requirement in case generation as well as
retrieval.

The aforesaid characteristics are demonstrated in Figures 3 and 4 [19] for two real
life data sets with features 10 and 649 and number of samples 586012 and 2000 re-
spectively. Their superiority over IB3, IB4 [16] and random case selection algorithms,
in terms of classification accuracy (with one nearest neighbor rule), case generation
(tgen) and retrieval (t.) times, and average storage requirement (average feature) per
case, are evident. The numbers of cases considered for comparison are 545 and 50
respectively.

Fig. 2. Rough-fuzzy case generation for atwo dimensional data[15]
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Fig. 3. Performance of different case generation schemes for the forest cover-type GIS data set
with 7 classes, 10 features and 586012 samples

5 Rough-Fuzzy Clustering and Segmentation of Brain MR Images

Incorporating both fuzzy and rough sets, a new clustering algorithm is described,
termed as rough-fuzzy c-means (RFCM). The proposed c-means adds the concept of
fuzzy membership of fuzzy sets, and lower and upper approximations of rough sets
into c-means algorithm. While the membership of fuzzy sets enables efficient han-
dling of overlapping partitions, the rough sets deal with uncertainty, vagueness, and
incompleteness in class definition [26].

In the proposed RFCM, each cluster is represented by a centroid, a crisp lower ap-
proximation, and a fuzzy boundary. The lower approximation influences the fuzziness
of final partition. According to the definitions of lower approximations and boundary
of rough sets, if an object belongs to lower approximations of a cluster, then the ob-
ject does not belong to any other clusters. That is, the object is contained in that clus-
ter definitely. Thus, the weights of the objects in lower approximation of a cluster
should be independent of other centroids and clusters, and should not be coupled with
their similarity with respect to other centroids. Also, the objects in lower approxima-
tion of a cluster should have similar influence on the corresponding centroids and
cluster. Whereas, if the object belongs to the boundary of a cluster, then the object
possibly belongs to that cluster and potentially belongs to another cluster. Hence, the
objects in boundary regions should have different influence on the centroids and clus-
ters. So, in RFCM, the membership values of objects in lower approximation are 1,
while those in boundary region are the same as fuzzy c-means. In other word, RFCM
first partitions the data into two classes - lower approximation and boundary. Only the
objects in boundary are fuzzified. The new centroid is calculated based on the weight-
ing average of the crisp lower approximation and fuzzy boundary. Computation of the
centroid is modified to include the effects of both fuzzy memberships and lower and
upper bounds. In essence, Rough-Fuzzy clustering tends to compromise between re-
strictive (hard clustering) and descriptive (fuzzy clustering) partitions.
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Fig. 4. Performance of different case generation schemes for the handwritten numeral recogni-
tion data set with 10 classes, 649 features and 2000 samples
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Fig. 5. Rough-fuzzy c-means: each cluster is represented by crisp lower approximations and
fuzzy boundary [26]

The effectiveness of RFCM algorithm is shown, as an example, for classification
of Iris data set and segmentation of brain MR images. The Iris data set is a four-
dimensional data set containing 50 samples each of three types of Iris flowers. One of
the three clusters (class 1) is well separated from the other two, while classes 2 and 3
have some overlap.
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Fig. 6. Comparison of DB and Dunn Index [25], and execution time of HCM, FCM [21], RCM
[22], RFCMMEP[23], and RFCM
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The performance of different c-means algorithms is shown with respect to DB and
Dunn index [25] in Fig. 6. The results reported establish the fact that RFCM provides
best result having lowest DB index and highest Dunn index with lower execution
time.

For segmentation of brain MR images, 100 MR images with different sizes and 16
bit gray levels are tested. All the MR images are collected from Advanced Medicare
and Research Institute (AMRI), Kolkata, India. The comparative performance of dif-
ferent c-meansis shown in Fig. 7 with respect to 3 index [24].

B Index of Different C-Means
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BKFCM
ERCM
®RFCM(MBP)
®RFCM
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Sample Images

Fig. 7. Comparison of p index [24] of HCM, FCM [21], RCM [22], RFCM™BF [23], and RFCM

Fig. 8. Some original and segmented images of HCM, FCM [21], RCM [22], RFCMMBP [23],
and RFCM

Some of the original images along with their segmented versions with different
c-means are shown in Fig. 8. The results confirm that the RFCM algorithm produces
segmented images more promising than do the conventional methods, both visually
andintermsof B index.

6 Rough Fuzzy C-Medoidsand Amino Acid Sequence Analysis

In most pattern recognition algorithms, amino acids cannot be used directly as inputs
since they are non-numerical variables. They, therefore, need encoding prior to input.
In this regard, bio-basis function maps a non-numerical sequence space to a numerical
feature space. It uses a kernel function to transform biological sequences to feature
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vectors directly. Bio-bases consist of sections of biological sequences that code for a
feature of interest in the study and are responsible for the transformation of biological
data to high-dimensional feature space. Transformation of input data to high-
dimensional feature space is performed based on the similarity of an input sequence to
a bio-basis with reference to a biological similarity matrix. Thus, the biological con-
tent in the sequences can be maximally utilized for accurate modeling. The use of
similarity matrices to map features allows the bio-basis function to analyze biological
sequences without the need for encoding.

One of the important issues for the bio-basis function is how to select the minimum
set of bio-bases with maximum information. Here, we present the application of
rough-fuzzy c-medoids (RFCMdd) algorithm [20] to select the most informative bio-
bases. The objective of the RFCMdd a gorithm for selection of bio-basesis to assign
al amino acid subsequences to different clusters. Each of the clusters is represented
by a bio-basis, which is the medoid for that cluster. The process begins by randomly
choosing desired number of subsequences as the bio-bases. The subsegquences are as-
signed to one of the clusters based on the maximum value of the similarity between
the subsequence and the bio-basis. After the assignment of all the subsequences to
various clusters, the new bio-bases are modified accordingly [20].

The performance of RFCMdd algorithm for bio-basis selection is presented using
five whole human immunodeficiency virus (HIV) protein sequences and Cai-Chou
HIV data set, which can be downloaded from the National Center for Biotechnology
Information (http://www.nchi.nim.nih.gov). The performance of different c-medoids
algorithms such as hard c-medoids (HCMdd), fuzzy c-medoids (FCMdd) [27], rough
c-medoids (RCMdd) [20], and rough-fuzzy c-medoids (RFCMdd) [20] is reported
with respect to B index and vy index [20]. The results establish the superiority of
RFCMdd with lowest y index and highest 3 index.
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7 Conclusions

Data mining and knowledge discovery in databases, which has recently drawn the at-
tention of researchers significantly, have been explained from the view-point of pat-
tern recognition. The concept of rough-fuzzy computing is given more emphasis.
Three examples of judicious integration, viz., rough-fuzzy case generation, rough-
fuzzy c-means and rough-fuzzy c-medoids are explained aong with their merits.
Problems of rough-fuzzy clustering in protein sequence analysis and segmentation of
brain MR images are considered. Fuzzy granulation through rough-fuzzy computing,
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and performing operations on fuzzy granules provide both information compression
and gain in computation time; thereby making it suitable for data mining applications.
As it appears, soft computing methodologies, coupled with computational theory of
perception (CTP), have great promise for efficient mining of large, heterogeneous
data, including web mining and bioinformatics [28], and providing solution of real-
life recognition problems.
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Abstract. Traditional utility-based data-gathering models consider the
maximization of the gathered information and the minimization of energy con-
sumption in WSNs with reliable channels. In this paper, we extend the model
to include retransmissions caused by link failure to improve network utility. The
challenge lies in balancing two competing factors: energy loss (and hence util-
ity) through retransmissions and increased reliability (and hence utility) through
retransmissions. We adopt a utility-based metric proposed in our previous work
[9] and show the NP-hardness of the problem, regardless of the number of source
sensors. We design several approximation heuristics for either case and compare
their performances through simulation. We also study the impact of retransmis-
sions on the maximization of network utility. Extensive simulations through a
customized simulator are conducted to verify our results.

Keywords: Data-gathering, heuristic solution, network utility, routing, stability,
wireless sensor networks (WSNs).

1 Introduction

A typical data-gathering wireless sensor network (WSN) consists of one or more sinks
which subscribe specific data by expressing interests. Many sensors act as data sources
that detect environmental events and push the relevant data to the subscriber sinks.
We consider a general many-to-one (one sink and many sensors) WSN with unstable
wireless links, where the sink assigns different weights (benefir) to different types of
events according to their importance. Sensors periodically sense the subscribed events
and send data through a data-gathering tree to the sink in each round of communication.

Since the wireless channels are unstable, the reliability of data delivery from sensors
to the sink cannot be guaranteed. This unreliability causes data loss and energy waste,
and in turn decreases the amount of information collected by the sink and increases
the total energy consumption by the sensors. To address the inefficiency caused by the
unreliability, we integrate the energy consumption, the instability of wireless channels,
and the benefit of sensed data (to the sink) into a single metric-network utility-which

* This work was supported in part by NSF grants ANI 0073736, EIA 0130806, CCR 0329741,
CNS 0422762, CNS 0434533, CNS 0531410, and CNS 0626240.
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is the same as social welfare [11]], which studies the efficient allocation of limited re-
sources in a society to optimize the resource utilization. It is well known that a system
is efficient if and only if the system’s social welfare is maximized. The social welfare
of a system = the system benefit — the system cost. Because the systems we study
are the data-gathering WSNs and the purpose of the data-gathering WSNss is to collect
sensed data, the system benefit (called network benefit) is the total amount of weighted
(non-redundant) information gathered by the sink in a round, and the system cost (called
network energy consumption) is the the total energy consumed by all sensors in a round.

The challenges in maximizing network utility in data-gathering WSNis are as follows.
First, the selection of the path from any sensor to the sink depends not only on the
network topology (including the energy consumption and the instability of wireless
channels), but also the benefit value for each operation (collection of a particular type
of data). Second, data from different sensors can share the same path (to the sink) in
order to save energy, but this also introduces additional problems as it is vulnerable to
link failure since multiple data share the same path/link. Third, there is a question as
to whether the number of sensors that have data to send affects the complexity of the
problem. Lastly, retransmission can increase the delivery ratio for a path/link, but can
also increase transmission delay and energy consumption.

To assess the complex trade-offs one at a time, we assume the availability of a suf-
ficient bandwidth for each channel so that contention for the channel is not an issue.
Moreover, we assume that sensors are static and the benefit values for different data
are predetermined. Under these assumptions, we can focus on the determination of the
optimal reverse broadcast/multicast trees (in terms of maximum network utility).

2 Preiminaries

We first consider the path selection problem, i.e., choosing a path for any sensor to the
sink according to the network topology and the benefit value. A network is modeled
as an undirected disk graph. Each link (7, j) has two properties: link cost ¢; ; and link
stability p; ;. Link cost ¢; ; is node 7’s minimal transmission cost to send a packet to
node j in a single transmission attempt. Link stability p; ; is the ratio of received packets
by node j to transmitted packets by node ¢ in a single transmission attempt. The costs
and stabilities of all links compose the topology information of the network.

To illustrate the basic idea of the expected utility, we first consider a single-link route
(4,7), where j is the sink. We assume that 7 has data with benefit v to send. Since the
data will be delivered to j with probability p; ;, the expected benefitis v X p; ;. Because
sensor ¢ will consume energy cost ¢; ; regardless whether j receives the data or not, the
expected utility of this data delivery is:

v Xpi’j — Cjj- (1)

We observe that the above calculation of the expected utility can extend to the case of a
multi-hop route. For example, consider a route R =< 1,--- ;4,94 1,--- ,7 >, where
node 1 is the source sensor (the sensor with data to send), and node r is the sink. We can
pretend node r — 1 is also a source sensor; thus, according to Formula (), the expected
utility from node r — 1 to the sink r is v X p,_1,, — ¢,—1,,. For simpler presentation,
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we denote it as the residual expected utility u,—;. Similarly, the expected utility from
node r — 2 to the sink 7 is %, _o = Uy_1 X pr_2,-1 — Cr—2, —1. In general, we have

Ui = Uit1 X Pijit1 — Cijitl- (2)

By applying Formula (@) recursively, we obtain the expected utility U = u; = up X
P12 — C1,2.

We observe that the value of u; — u; can be regarded as the distance between node ¢
and node j. Therefore, the distance between each two neighboring nodes can be re-
garded as the weight of the link connecting the two nodes, and hence, the weight
information composes the topology information of WSNs with unstable links. Based
on this topology information, it is straightforward to apply a Dijkstra-based algorithm
to select the best path in terms of the shortest distance. However, the tricky part is
that this topology information changes with the change of the benefit value, and there-
fore, different benefit values cause different topologies. Moreover, the weights of differ-
ent links are interdependent, which complicates the construction of the data-gathering
tree.

3 TheModd

In this work, our main consideration is WSNs, where sensors periodically sense the en-
vironment and have data to send in each round (period) of communication. The problem
lies in finding a routing scheme to deliver collected data from the designated sensors to
the sink so that the expected network utility (in a round) is maximized. We assume that
each sensor has only one unit of data to send in each round.

We consider path-sharing to save energy because each packet has a minimum fixed
overhead provided by the sequence number, the radio header and CRC, etc. This cost
is fixed and independent of the size of the packet payload. Path-sharing can improve
transmission efficiency by having proportionally less overhead per useful bit transmitted
in the payload. Without loss of generality, we assume that the size of the fixed overhead
is 1 and the size of one unit of data is «. Hence, the packet size of transmitting k units
of aggregated data is 1 + ka.

Formally, in our model, a WSN is modeled as an undirected disk graph (VU{d}, E),
where NV = {1,2,--- | N} is the set of sensor nodes, d is the sink, and F is the set of
links connecting the sensors. A subset S C N consists of all source sensors, each
of which has 1 unit of data to send in each round. Let p; be the delivery ratio from
source sensor ¢ to the sink d along the path in a spanning tree 7', and c; be the expected
cost of node 7 in 7. Zie g v X p; and ZZET c; are the expected network benefit and
the expected network consumption, respectively. Thus, our data-gathering problem can
be defined as follows: find a spanning tree 71" rooted as the sink d that maximizes the

expected network utility,
vapi—ZCi, (3)
i€S i€T
with the constraint that the cost of k units of data transmitted through link ¢; ; is (1 +
ka)ci je
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(a) The topology (b) The data-gathering trees

Fig. 1. An example of utility-based data-gathering tree

Through a simple example shown in Fig. we can see that the optimal data-
gathering tree depends not only on the topology information but also on the benefit
value and the value of «v. There is one sink and two sources (nodes 1 and 4) in Fig.[T(a)
In the gathering tree described by the flows in solid lines in Fig. the expected util-
ity is 0.8 x 20 — 10 x (1 + @) x 2 — 0.8 x 40 x (1 + 2a) = 1.6v — 52 — 84«
because path < 1,3,d > and path < 4,3,d > share link (3,d). In the gathering
tree described by the flows in dashed lines in Fig. the expected utility of path
< 1,2,d > is 0.9v — 84(1 4+ «). Because path < 1,2,d > and path < 4,5,d > are
symmetrical and do not share a path, the expected utility is [0.9v — 84(1 + a)] x 2 =
1.8v — 168(1 + «). Comparing the expected utilities from the two data-gathering trees,
their difference is 0.2v — 116 — 84«. Note that « > 0. If v = 100, the optimal data-
gathering scheme is path-sharing. If « = 0.1 and v = 630, the optimal scheme is to not
share a path.

Both the reverse broadcast tree problem and the reverse multicast tree problem
are NP-hard. If all of the links’ stabilities are 1, the reverse broadcast tree problem
can be reduced to the correlated data gathering problem [5], which has been proven to
be NP-hard. Similarly, if all links’ stabilities are 1 and the data cost is excluded, i.e.,
a = 0, the reverse multicast tree problem can be reduced to the geometric spanning
tree problem, which is also NP-hard. Therefore, our reverse broadcast/multicast tree
problem is NP-hard. If we restrict the overhead cost, the data cost «, the link stabil-
ity, the benefit v, and the source sensor set S, the problem can be reduced to different
well-known or solved subproblems. For example, if the overhead cost is not counted,
the problem is reduced to the maximum expected utility path tree problem, whose spe-
cial case that |S| = 1 (only one source sensor) has been studied in our prior work [9]
and an optimal algorithm with complexity of O((|E| + |N|)log|N|) was designed to
solve the problem. Furthermore, if all links are reliable, the problem is reduced to the
shortest-path tree problem. If link stability is not 1 but the benefit v — oo and |S| = 1,
it is equal to the most reliable path problem, i.e. find the path with the highest delivery
ratio from s to d. On the other hand, if only the overhead cost is considered (o = 0),
all links’ stabilities are 1, and the source set S = N/, the problem is the standard broad-
cast tree problem, which can be solved via the Prime algorithm to construct a minimum
spanning tree.
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4 The Construction of the Data-Gathering Tree

4.1 Build the Reverse Broadcast Tree

Maximum Expected Utility Path Tree. A nave method of constructing the reverse
broadcast tree is to build the maximum expected utility path for each sensor, i.e. build
the maximum expected utility (MEU) path tree. This heuristic is similar to the shortest-
path tree. The difference is that in a MEU path tree, a sensor’s distance to the sink
depends not only on the link cost, but also on the link stability and the data’s benefit to
the sink. Different benefit values usually cause different MEU path trees.

Algorithm 1. MEUPT(N, d, v)

1: Initialize;

2: while N # 0 do

3:  Find the maximum EU sensor 7 from N;

4:  Remove i from N to T';

5: For each i’s neighbor j not in 7', Relax(4, j);

Relax(i, j)
1: if 4 can increase j’s utility then
2: Uj < Ui * Pj,i — (5 * Cjis

The formal description of this heuristic is given in Algorithm MEUPT. The input
of this algorithm is the sensor set V, the sink d, and the benefit v. The link cost Cij
and link stability p; ; for each link (i, j) are also given. Initially, the sink’s expected
utility is v, if a sensor j can directly communicate with the sink, its expected utility
isv - pja— 06-cjq, and all the other sensor’s expected utilities are —oo. The reverse
broadcast tree T first contains only the sink. In each iteration of the construction phase,
the algorithm chooses a link that connects a frontier node (node in 7") with a node not
in 7" and has the maximum expected utility, and removes the node from the sensor set.
Then, the sensor relaxes its neighbors that are still in the sensor set.

The relaxation consists of two steps. First, the chosen node calculates the expected
utility of each neighbor according to the recursive definition of the expected utility
(Formula @)) with a small modification because of the consideration of the data cost
and overhead cost. Second, the node compares each neighbor’s calculated expected
utility with its original expected utility and saves the larger value as the neighbor’s new
expected utility. This procedure repeats until all sensor nodes are included in 7'.

Note that in line 2 of the Relax (i, j) function, the coefficient of the cost ¢ can be
either 1 + «v or av. If § = @, it means the overhead cost is excluded from the energy cost,
and hence, there is no need for path-sharing. If 6 = 1 + «, it means that data flows do
not share paths. Without path-sharing, the MEU path tree is the optimal data gathering
tree. Thus, the expected network utilities of the MEU path tree with 6 = « and the
MEU path tree with § = 1 4 « can be used as an upper bound and a lower bound of the
optimal data-gathering tree, respectively.
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To illustrate the algorithm, we describe the execution of the algorithm on the simple
example given in Fig.[T(a)] Assume that the benefit is 200 and § = o = 1. Among d’s
three neighbors 2, 3, and 5, node 3 has the maximum expected utility 160 while both
node 2 and node 5’s expected utilities are 140. Thus, link (3, d) is first added into T,
and then node 1 and 4’s expected utilities are both relaxed through node 3 from —oo
to 160 x 0.8 — 10 = 118. Since both node 2 and node 5’s expected utilities are larger
than node 1 and node 4’s expected utilities, node 2 and node 5 are selected earlier than
node 1 and 4. Node 2 (5) will try to relax node 1 (4) but fails to improve nodes 1 and
4’s expected utilities. Finally, node 1 and 4 will be selected, and the MEU path tree
consists of link (1,3), (4,3), (3,d), (2,d) and (5, d). If the overhead is not counted,
the expected network utility is 160 4+ 140 x 2 4+ 118 x 2 = 676. The actual expected
network utility of the MEU path tree is 676 — 180 = 496, where 180 is the overhead of
the entire MEU path tree.

Maximum Incremental ENU Link First. Although the nave method is simple, it
does not take advantage of path-sharing. Therefore, we propose a greedy-based heuris-
tic, MIENULPF, to utilize path-sharing. In each iteration of the construction phase, the
MIENULF heuristic selects a link that can increase the expected network utility the
most. The only difference between the MIENULF heuristic and the MEUPT heuristic
is the relaxation part.

Algorithm 2. MIENULF(N, d, v)
1: The main part is the same as Algorithm MEUPT;

Relax(i, j)

1: if 4 can increase j’s utility then

2 pj o piPhis

3: Cj < Ci - Pji + Cjis

4 wuj—v-pj—a-ci-pji— (1+ &)

Besides the expected utility from each sensor, algorithm MIENULF has to memo-
rize the delivery ratio and the expected cost from each sensor to the sink. Therefore,
the algorithm maintains two additional variables for each node: p; and ¢; - the current
delivery ratio and the current expected cost from node ¢ to the sink along the current
path, respectively. Initially, p; = 0 and ¢; = 0 if i # d; otherwise, py = 1 and ¢4 = 0.
The reason to maintain p; and ¢; for each node is that the expected cost consists of two
parts: the first part is the cost of the new relaxed link, i.e., (1 + Q)iji, which consists
of the data cost and the overhead; the second part is the cost shared with other sensors,
i.e., - ¢; - pji, in which the overhead has been included in other nodes’s expected cost.

We illustrate algorithm MIENULF by running the example given in Fig. [[(a)]and still
set v = 200 and o = 1. After d’s relaxation, node 2, 3, and 5’s expected utilities are 80,
120, and 80, respectively. Then link (3, d) is selected and node 3 will relax node 1 and
node 4, whose expected utilities will change to 200 x 0.8 — 40 x 0.8 — 2 x 10 = 108.
Therefore, in MIENULF, nodes 1 and 4 are selected before nodes 2 and 5, whose orders
are different from the execution of MEUPT, although the final trees are the same.
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Spanning Tree-Based Heuristic. The spanning tree-based method builds the data-
gathering tree by applying the Prime algorithm to construct the minimum spanning
tree. The reason is that if we omit the data cost, and hence the utility, the weigh of each
link (4, j) is just —c; j, i.e., the negative value of the overhead. Therefore, finding a
data-gathering tree that maximizes the weight of the tree is equal to finding the minimal
spanning tree. For the example in Fig. the minimum spanning tree, which is dif-
ferent from the MEU path tree, consists of links (3,d), (1,3), (4,3), (1,2), and (4, 5).
The cost of the overhead is 120, and the expected network utility is 160 + 118 x 2 +
76.2 x 2 — 120 = 428.4.

SLT-Based Approximation Algorithm. The SLT-based heuristic utilizes the property
that the expected utility of a tree rooted at the sink can be separated into two parts: the
expected utility excluding the overhead energy cost and the overhead energy cost. Each
part alone can be optimized by a polynomial algorithm. This heuristic is inspired by the
shallow light tree (SLT) [3,[8]]. The SLT is a spanning tree that has two properties: the
cost of the SLT is no more than 1 + \{72 times the cost of the minimal spanning tree, and
the cost of the path from any node to the sink in the SLT is no more than 1 + /2 times
the cost of the shortest path, where « can be any positive constant. But our SLT-based
heuristic cannot have the approximation ratio because the metrics for the overhead cost
and the modified expected utility are different, unlike those for the MST and the shortest
path.

The construction of the SLT-based approximation algorithm is as follows. First, a
minimum spanning tree is constructed. Starting from the sink, a depth-first-search of
the tree is made. When a node is visited the first time, its expected utility is compared to
its maximum expected utility (along the maximum expected utility path). If its expected
utility is less than 6 (0 < 1) times its maximum expected utility, the link connecting its
parent node will be removed, and the maximum expected utility path from the node to
the sink is added.

For the example in Fig. assume that v = 200, & = 1, and # = 0.75. First, the
MST is constructed. When searching the MST from the sink in the depth first order,
since the expected utilities for nodes 3, 1, and 4 are equal to their maximum expected
utilities, links (3, d), (1, 3), and (3, 4) remain the same. However, when nodes 2 and 5
are visited, their expected utilities are 76.2 < 0.75 x 140, where 140 is the maximum
expected utility. Thus, links (1, 2) and (4, 5) are removed, and links (2, d) and (5, d) are
inserted. In this example, the data-gathering tree produced by the SLT-based algorithm
is the same as the MEU path tree.

4.2 Build the Reverse Multicast Tree

All the algorithms used in building the reverse broadcast tree can be used to build the
reverse multicast tree by pruning the redundant, useless branches in order to connect
source sensors to the sink. Besides these algorithms, we propose an algorithm that
builds the reverse multicast tree directly.

Maximum Incremental ENU Path First. The maximum incremental ENU path first
(MIENUPF) approach is similar to the MIENULF heuristic. The difference is that
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instead of adding one link at each iterative step, the MIENUPF inserts a path that con-
nects an unconnected source to the current 7'. After the selection of the new branch,
each node in the new branch will relax the remaining source sensors. This procedure
repeats until all required source sensors are included in 7.

The MIENUPF heuristic uses a modified MIEUIF heuristic as a building block. In
the modified MIEUIF heuristic, line 2 (the loop termination condition) changes from
N # 0 to S(\N # ) because we intend to build a reverse multicast tree instead of
the reverse broadcast tree. After the selection of the maximum expected utility node ¢,
besides removing 4 from A/, node i should also removed from S if i € S.

Initially, only the expected utility of the sink is set to v, and the expected utilities
of all the other nodes are set to —oo. At each iterative step, after the execution of the
modified MIEUIF heuristic, the MIENUPF heuristic will select an unconnected source
sensor with the maximum expected utility and add the branch that connects the source
sensor to 7'. Although a lot of nodes’ expected utilities were updated in the execution
of the modified MIEUIF heuristic, only the expected utilities of the nodes on the new
branch will be kept.

Algorithm 3. MIENUPF(, S, d, v)

1: Initialize;

2: whileSN T # () do

3:  MIENULF(V, S, d,v);

Find the maximum EU sensor ¢ from S;
Remove 7 from S

Insert into 7" the branch connecting ¢ to 1';
Keep the u; of each node j on the new branch;

SR

For the example in Fig. assume that v = 200, o = 1. After the first round of
the MIENULPF, all five nodes have been relaxed, and path < 1,3,d > (or < 4,3,d >,
depending on the tie-breaking rule; here we adopt the smallest node ID) is inserted into
T. The expected utilities of nodes 2, 4, and 5 change back to —oo at the end of this
round. In the next round, 7" starts with the path < 1,3,d > and link (3,4) will be
inserted in the end.

5 Simulation

All approaches are simulated on our customized simulator. We empirically study the
performance of different heuristics for the reverse broadcast/multicast tree and the ef-
fect of various network parameters on the performance of the proposed heuristics. The
network parameters include the network density n (i.e., node population), the size of
a unit data («), link stability, the value of the benefit v, the source sensor set S, the
local quota, and the parameter # in SLT-based heuristic. The simulation is set up in a
100m x 100m area, where all sensors are homogeneous and can be deployed in this area
arbitrarily. The energy cost between any two nodes is proportional to their distance. The
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Fig. 2. Simulation results of the heuristics in building the reverse broadcast/multicast tree

stability of each link is randomly generated (uniform distribution) in the range [3, 7],

where 0 < g <y < 1.

5.1 Simulation Results

First, we study the effect of 8 on the performance of the STL-based algorithm. 6 is the
control coefficient in the SLT-based heuristic, in which the value of 6 controls whether
a node’s maximum expected utility path should be inserted into the existing spanning

tree or not. As shown in Fig. 2l (a), when 6 ~

1.1, the SLT-based heuristic has the best

performance. Because the link stability has direct impact on the SLT-based heuristic,
we adopt three different stability low bounds 5 = 0.7, 0.8, and 0.9 as comparisons. The
three settings show a similar curve, which means the selection of 6 is independent of

the link stability.

In section[d] we argue that the expected network utilities of the MEU path tree with
6 = « and the MEU path tree with 6 = 1 + « can be used as the upper bound and the
low bound for the optimal data-gathering tree, respectively. Our claim can be verified
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by the simulation results shown in Fig.2l(b) and (c). In Fig. 2l (b), we study the effect of
a, the size of a unit of data on the performance of the MEUPT algorithm and verify the
lower bound and upper bound. The value of a ranges from 0 to 30 with the increment
being 2. The simulation results show that as the value of « increases, the expected utility
of the MEU path tree, the upper bound, and the lower bound converge. The reason is
that as the value of o grows, the effect of the overhead decreases. In the extreme case,
as o — 00, the size of the overhead can be omitted, i.e., 1 + o — oo.

In Fig.[2l (c), we compare the four algorithms in building the reverse broadcast tree
(RBT) in the test dimension of network density, and range it from 10 to 25 with the
increment being 1. As expected, the network density increases the expected network
utility for all the heuristics except the MST-based heuristic, which has the worst perfor-
mance and is even below the lower bound. The reason is that the MST does not take into
account the link stability and benefit issues. The links selected by the MST are close
in geometry but may have a low delivery ratio, and hence, cause a lot data losses. The
expected network utilities of the other three heuristics are close to each other and hard
to compare in Fig.[2|(c). Therefore, we use the lower bound as the base and the expected
network utilities of all the three heuristics are subtracted by the base. The result is shown
in Fig.2l(d). From Fig.[21(d), we can conclude that the MIEULF algorithm has the best
performance and the MEUPT algorithm has the worst performance because it does not
take into account path-sharing. Since the MIEULF heuristic has the best performance,
we will use MIEULF in the following simulations.

In Fig. 2l (e), we simulate the effect of the range of link stability on the performance
of the MIEULF heuristic. We increase (3 from 0 to 0.9 with an incremental step of 0.1.
As (3 increases, the links become stable. We compare the MIEULF trees with different
values of «, the size of unit data. The simulation results show that the more stable the
links, the higher the expected network utility, and the increment of data size decreases
the expected network utility. The simulation results reflect the fact that the expected
network utility can be affected from two causes. On one hand, the expected network
utility increases with the increment of the link stability. On the other hand, the expected
network utility decreases with the increment of the transmission cost.

Fig. 2] (f) shows the results of the simulation on the effect of benefit value. We use
the MIEULF heuristic to simulate and adopt four combinations of stability range and
the value of « (¢ = 0,6 =05, =0,8=0.8,a=2,6=0.5,and @« = 0, 5 = 0.8).
The benefit value varies from 500 to 2000 with an increment of 100. As expected, the
increment of the benefit improves the expected network utility, the increment of the data
size decreases the expected network utility, and the increment of the stability increases
the expected network utility.

We also study the effect of the local quota on the performance. We use the same
setting as the previous experiment. The local quota increases from 1 to 20 with an
increment of 1. According to the simulation results shown in Fig. 2 (g), the increment
of the local quota can increase the expected network utility, but as the number of the
local quota reaches 6, the impact of the continuous increment of the local quota becomes
less essential. The reason for this is that retransmissions increase the delivery ratio the
most in the first several retry attempts.
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Finally, we compare the proposed heuristics for constructing the reverse multicast
tree and study the effect of the size of the source sensor set on the performance. The
simulation results are plotted in Fig.[2] (h) and (i). Because the MIEULF heuristic has the
best performance in building the reverse broadcast tree, we adopt the pruning heuristic
based on the MIEULF heuristic as the representative pruning method. We set the benefit
value to 1000, 5 = 0.9, and o = 2. Because the expected network utilities of the
MIEULF-based heuristic and the MIEUPF heuristic are close, we subtract 5000 from
both utilities. Fig. [2] (h) shows that the MIEULF-based pruning heuristic has better
performance. Since the MIEULF-based pruning heuristic has better performance, we
use it as the method to study the effect of the size of the source sensor set. The other
settings are the same. Fig.[2 (i) illustrates that the increment of the number of the source
sensors can increase the expected utilities.

6 Redated Work

Many existing data-gathering models [3} [10, [12] assume that wireless channels are reli-
able, or the channels are unstable but the reliability can be achieved through retransmis-
sions. However, wireless communication is unreliable in practice, and 100% reliability
is not achievable due to practical issues such as the constraint on the maximum num-
ber of retransmissions in link layer technologies. Therefore, we proposed a new-data
gathering model that takes this unreliability into account.

Existing link reliability models [} usually adopted the packet-delivery ratio to
define the link reliability, and defined the expected link cost as the link cost divided by
the link reliability. This definition is based on the assumption of unbounded retransmis-
sions. Our previous work [9] proposed a more reasonable definition of the expected link
costs, which does not allow unlimited retransmissions and involves the interdependence
of the stabilities among different links.

Many energy-efficient data-gathering models adopt the reverse broadcast/multicast
tree models [12]], which utilizes in-network aggregation and fusion to reduce energy
consumption. To reduce the complexity, the reverse broadcast tree model assumed
the energy consumption of the aggregated data flow is equal to that of a single data flow.
A more reasonable model [4] [3] [6] assumed the existence of data correlation so that the
energy consumption of an aggregated flow from two flows is less than two single flows
and more than one single flow. Our model admits the existence of data correlation, and
adopts a utility metric to balance the reliability and energy cost. Chen and Sha [2] also
adopted the utility-based model in data-gathering WSNs. They assumed that different
data have different levels of importance, and the sink would assign different weights to
different types of data according to their importance.

7 Conclusion

In this paper, we study the data-gathering problem in wireless sensor networks from the
maximization of the expected network utility point of view by considering resource
scarcity and the unstable nature of wireless channels. We model the data-gathering
problem as an optimization problem, prove its NP-hardness, propose several heuristics
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for both the reverse broadcast tree and the reverse multicast tree problems, and use sim-
ulation to study the effects of different parameters and to compare the performance of
various heuristics. In the future, we will explore the effect of the data redundance on
the evaluation of the network benefit and the effect compression technique on reducing
the energy consumptions, as well as the effect of signal strength on stability.
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Abstract. While several important problems in the field of sensor net-
works have already been tackled, there is still a wide range of challenging,
open problems that merit further attention. We present five theoretical
problems that we believe to be essential to understanding sensor net-
works. The goal of this work is both to summarize the current state
of research and, by calling attention to these fundamental problems, to
spark interest in the networking community to attend to these and re-
lated problems in sensor networks.

1 Introduction

Algorithmic sensor network research has been around for almost a decade nowEl
and it has meanwhile reached a semi-mature state: Many essential questions have
been studied; some exemplary ones such as, e.g., min-energy [IJ2] and min-time
[3 5] broadcasting or geo-routing [6I7I8] are understood to a pleasing degree,
belying those who accuse the sensor networking community of not producing
any rigid results.

However, sensor networks continue to puzzle as many fundamental aspects
are not well understood; in this paper we present five brainteasers in the sensor
network domain, covering various areas such as scheduling, topology control,
clustering, positioning, and time synchronization. The five open problems have
in common that they all pertain to data gathering, an important task in sensor
networking. As it is often essential to know when and where data has been
collected, the data needs to be enriched with time (Section [6) and position
(Section B)) information. Additionally, the structure of the network has to be
tuned in order to gather data in an energy-efficient manner. In Section [ we
save energy by turning off unneeded nodes, in Section B by reducing interference.
Finally, in Section2lwe study the capacity of sensor networks, i.e., the achievable
throughput of scheduling algorithms.

The five problems have in common that they all allow for a precise “zero
parameters” definition. This is probably rare in a research area that still mostly
revolves around the question which questions to ask. In that sense, these five

1 Alas, there is no clear date of birth of this research area; however, some of the first
workshops such as, e.g., DialM or MobiHoc were started about a decade ago.
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problems are prototypical for an algorithmic approach to networking. However,
primarily they have in common that the authors of this article are familiar with
them. Our five open problems are by no means the most important problems
that remain to be solved in the sensor network domain. We are sure that three
other authors would come up with a completely different set of open problems, at
least equally worthy of being studied. Nevertheless, we do believe that advancing
the state of the art of any of the problems discussed in this paper will not
only advance sensor networks but also networking and distributed computing in
general.

2 Scheduling

Spatial reuse is fundamental in wireless networking. Due to channel interference,
concurrent transmissions may hinder a successful reception at the intended desti-
nations. Thus, it is vital to coordinate channel access in order to prevent collisions
and to increase network throughput. The task of a scheduling algorithm is to
order a given set of transmission requests such that the correct reception of mes-
sages is not prevented due to interference caused by concurrent transmissions.
Apart from timing message transmissions, scheduling algorithms have another
degree of freedom to optimize their schedule: They can adjust the transmission
power for each message individually to fully benefit from spatial reuse in order
to minimize the total time needed to successfully complete all requests. This is
important since a successful message reception depends on the ratio between
received signal strength on the one hand and interference and ambient noise on
the other hand (also known as SINR)E

More formally, consider the network nodes X = {z1,...,z,}. Furthermore,
let P, be the signal power received by a node z,. and let I,. denote the amount of
interference generated by other nodes. Finally, let IV be the ambient noise power
level. Then, a node z, receives a transmission if and only if Nlj: 72 3, where
denotes the minimum signal-to-noise-plus-interference ratio that is required for
a message to be successfully received.

In wireless networks, the value of received signal power P, is a decreasing
function of the distance d(xs, x,.) between transmitter node x5 and receiver node
x,. More specifically, given the distance d(z, ;) between sender and receiver,
the decay of the signal power is proportional to d(zs, z,)~%. The so-called path-
loss exponent « is a constant between 2 and 6 and depends on external conditions
of the medium, as well as the exact sender-receiver distance [9]. Let P; be the
power level assigned to node x;. A message transmitted from a node zs € X is
successfully received by a node z, if

PS
d(xs,zr )™

> 8.
Pi -
N+ Za;ieX\{a:s} d(zs,,)>

2 The communication model adopting this notion of signal-to-noise-plus-interference
ratio is also known as the physical model [9].
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In [I0ITI] the scheduling complexity of basic network structures, namely
strongly connected networks, is studied. It is shown that adjusting the trans-
mission power gives an exponential advantage over uniform or linear power as-
signment schemes. This gives an interesting complement to the more pessimistic
bounds for the capacity in wireless networks [9]. The authors of [12] define a
measure called disturbance that comprises the intrinsic difficulty of finding a
short schedule for a problem instance. Furthermore, they propose an algorithm
that achieves provably efficient performance in any network and request setting
that exhibits a low disturbance. For the special case of many-to-one communica-
tion with data aggregation in relaying nodes, [I3] derives a scaling law describing
the achievable rate in arbitrarily deployed sensor networks. It is show that for
a large number of aggregation functions a sustainable rate of 1/log?n can be
achieved.

In the context of routing, [14] studies the problem of constructing end-to-end
schedules for a given set of routing requests such that the delay is minimized.
That is, each node is assigned a distinct power level, the paths for all requests are
determined, and all message transmissions are scheduled to guarantee successful
reception in the SINR model. In this setting, [I4] presents a polynomial-time
algorithm with provable worst-case performance for the problem.

Despite all the work discussed in this section considering transmission schedul-
ing problems with specific constraints, the basic problem is still not fully
understood.

Problem 1. A communication request consists of a source and a destination,
which are arbitrary points in the Fuclidean plane. Given m communication re-
quests, assign a color (time slot) to each request. For all requests sharing the
same color specify power levels such that each request can be handled correctly,
i.e., the SINR condition is met at all destinations. The goal is to minimize the
number of colors.

While uniform power assignment is understood well [I5], it is unknown how
difficult the problem is if nodes can adapt their transmission power. This is
indisputably a most fundamental problem in the field of sensor networks. A
deeper understanding of scheduling will potentially shed new light also on other
advanced open problems.

3 Topology Control

Energy is a scarce resource in wireless sensor networks. In a very general way,
topology control can be considered as the task of, given a network communication
graph, constructing a subgraph with certain desired properties while minimizing
energy consumption. The subgraph needs to meet some requirements, the mini-
mum requirement being to maintain connectivity. However, sometimes one has
stronger demands, e.g., the subgraph should not only be connected but a spanner
of the original graph. At the same time the subgraph should be sparse as low node
degrees allow for simpler neighborhood management at the nodes; additionally,
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symmetric links are desired as they permit simpler higher-layer protocols, and,
if the constructed graph is planar, geo-routing protocols can be used. The most
important goal however is energy-efficiency. Energy is saved by several means,
the simplest being to eliminate distant neighbors, and thereby energy-inefficient
connections, since the energy consumption of a transmission is believed to grow
at least quadratically with distance§ Almost as a side effect, this reduction also
results in less interference. Confining interference additionally lowers the power
consumption by reducing the number of collisions and consequently the number
of packet retransmissions on the media access layer.

Early work focused on topology control algorithms emphasizing locality while
exhibiting more and more desirable properties [TOT7I8ITY], sometimes present-
ing distributed algorithms that optimize various design goals concurrently. All
these approaches have in common, however, that they address interference re-
duction only implicitly. The intuition was that a low (constant) node degree at
all nodes would solve the interference issue automatically. This intuition was
proved wrong in [20], starting a new thread that explicitly studies interference
reduction in the context of topology control [21I22l23]. The interference model
introduced in [24] in the context of data-gathering structures, which is gener-
alized in [25], proposes a natural way to define interference in sensor networks.
The general question is: How can one connect the nodes such that as few nodes
as possible disturb each other? In the following, we discuss the network and
interference model presented in [25].

The wireless network is modeled as a geometric graph. The graph consists of
a set of nodes represented by points in the Euclidean plane; we want to con-
nect these nodes by choosing a set of edges. In order to prevent already basic
communication between neighboring nodes from becoming unacceptably cum-
bersome [20], it is required that a message sent over a link can be acknowledged
by sending a corresponding message over the same link in the opposite direction.
In other words, only undirected edges are considered. A node is able to adjust
its transmission power to any value between zero and its maximum power level
to reach other nodes. An edge exists if and only if the maximum transmission
range of both incident nodes mutually include their counterpart. The minimum
requirement of a topology control algorithm reducing transmission power levels
is then to compute a subgraph of the given network graph that preserves connec-
tivity. The interference of a node v is then defined as the number of other nodes
that potentially affect message reception at node vl The maximum interference
of a graph is then defined as the maximum node interference.

So far, not many results have been published in the context of explicit inter-
ference minimization. For networks restricted to one dimension the authors in

3 In sensor networks, one has to be careful about this model, as generally transmission
distances are short, and the base transmission or even reception energy washes this
quadratic behavior out.

4 In practice, the shape of a node’s interference region is not restricted to be circular.
In particular, it depends on the antenna in use; the interference range is typically
larger than the reception range.
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[25] present a +/n-approximation of the optimal connectivity-preserving topol-
ogy that minimizes the maximum interference. For the two dimensional case, the
authors in [27] propose an algorithm that bounds the maximum interference to
O(y/n). If average interference of a graph is considered, there is an asymptoti-
cally optimal algorithm achieving an approximation ratio of O(logn) [28]. This
leads us to the open problem:

Problem 2. Given n nodes in the plane. Connect the nodes by a spanning tree.
For each node v we construct a disk centering at v with radius equal to the
distance to v’s furthest neighbor in the spanning tree. The interference of a node
v is then defined as the number of disks that include node v. Find a spanning
tree that minimizes the mazimum interference.

This problem is still not understood well. We do not know the complexity of
the problem (solvable optimally in polynomial time, or A'P-complete), and it is
unknown whether efficient approximation algorithms exist. Once we understand
interference, we can try to combine it with other optimization goals such as
planarity or constant node degree. And once we understand these, we can start
looking for distributed (or even local) algorithms for the problem. Furthermore,
we can abandon the strict geometric representation of interference and think
about more general interference models [28§].

Clearly, there is a relation between Problem ] and the scheduling problem
studied in Section [ [I0], as in both problems the goal is to increase spatial
reuse by understanding interference. However, we do not believe that solving
one problem would help solving the other, as the scheduling problem allows for
a more general power control approach. It was shown in [II] that there is an
exponential difference between these two models. The next section is related to
this one as well: The goal is also to reduce energy consumption, however with a
different approach.

4 Dominating Set

An alternative method to ensure an efficient operation in dense graphs is to
completely “shut down” a large fraction of all nodes and delegate their respon-
sibilities to a few neighboring nodes. This is in stark contrast to the approach
taken in topology control algorithms where all nodes continue to handle messages
themselves. Naturally, it must be guaranteed that every node has a neighbor that
is in the position to take over its tasks. Ideally, this set of nodes that remain
awake and handle all tasks is as small as possible in order to minimize energy
consumption. New sets of nodes that must stay awake can be constructed peri-
odically in order to even out the burden of communication among all nodes in
the network.

More formally, we again model the network as a graph where edges between
nodes indicate that these nodes can communicate directly. A set of nodes S for
which it holds that every node that is not in S has a direct neighbor in S has
to be found. Such a set is commonly referred to as a dominating set. The goal
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of the minimum dominating set (MDS) problem is to find the dominating set
of minimum size. For certain applications, it is mandatory or at least beneficial
if the nodes in the dominating set are connected. Thus, a variation of the MDS
problem is the problem of finding a minimum connected dominating set.

Computing a minimum dominating set is a hard problem. It has been shown
that the MDS problem is NP-complete not only for arbitrary graphs [29], but
also for special topologies such as unit disk graphs (UDGs) [30/31]. Moreover,
dominating sets cannot be approximated in polynomial time to within a factor
of (1—o0(1)) Inn [32] unless NP has quasi-polynomial time algorithms. However,
this bound only holds for general graphs, and in various special cases, constant
approximations can be computed efficiently. For example, there is a simple con-
stant approximation algorithm for dominating sets in UDGs [33]. Note that a
DS can trivially be extended to a connected dominating set by means of a span-
ning tree with only a constant overhead. This result has been generalized in [34],
where it is shown that a constant-factor approximation is even possible if all
nodes are weighted, and the goal is to find a (connected) dominating set that
minimizes the sum of the weight of all nodes in the dominating set. In the un-
weighted case, there is a PTAS for the minimum dominating set problem in unit
disk graphs [35].

Distributed algorithms for the MDS problem have also been studied exten-
sively. The algorithms in the following papers belong to the class of local algo-
rithms in which all nodes are allowed to communicate k times, for a particular
value k, with their neighboring nodes. In this model, nodes can basically gather
information about nodes in their k-neighborhood and can thus base their de-
cisions on this information only. Similarly to the centralized case, it has also
been shown that once a dominating set has been built, this set can be used to
construct a connected dominating set in a distributed fashion [36].

In general graphs, a mazimum independent set (MIS) can be constructed us-
ing a randomized algorithm in O(logn) time [37]. Naturally, a MIS is also a
dominating set, but the constructed MIS does not guarantee any bounds on the
approximation ratio. The algorithm presented in [38] computes an O(log A)-
approximation in O(lognlog A) rounds with high probability, where A denotes
the maximum node degree. The first constant-time distributed algorithm achiev-
ing a non-trivial approximation ratio is presented in [39]: An O(kA%/*log A)-
approximation is computed in O(k?) rounds for an arbitrary (constant) k. By set-
ting k = O(log A), the algorithm achieves an approximation ratio of O(log® A) in
O(log? A) rounds. This result was later improved to an O(log A)-approximation
algorithm also requiring O(log” A) rounds [40].

There has also been a lot of work on computing dominating or maximum
independent sets in unit disk graphs. Note that in unit disk graphs a maximum
independent set is a good approximation of the optimal dominating set, thus
the two problems are basically equivalent. A PTAS for UDGs is also achievable
by means of a local algorithm [41]. If the nodes know the distance to all other
nodes, a MIS can be constructed in O(log” n) time in unit disk graphs and also
in a large class of bounded independence graphs [42], which matches a MIS
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lower bound of 2(log"* n) [43]. The fastest deterministic algorithm for the MIS
problem in unit disk graphs—in fact, in any growth-bounded graph—requires
O(log Alog" n) time [44] to construct a MIS. A MIS can be constructed faster
using a randomized algorithm whose running time is only O(log log nlog™ n) with
high probability [45].

It is, however, still unclear if a dominating set that is only a constant factor
larger than the smallest possible dominating set can be constructed very quickly
in unit disk graphs.

Problem 3. Let each node in a unit disk graph know its k-neighborhood for
a constant k, i.e., each node knows all nodes up to distance k including their
interconnections. Given this information, each node must decide locally without
any further communication whether it joins the dominating set or mot. Is it
possible to construct a valid dominating set that is only a constant factor larger
than the optimal dominating set?

While there are lower bounds to find a MIS or a coloring, there is no lower bound
for the MDS problem. It is unclear if a constant-time algorithm can compute
a dominating set in UDGs, and conversely if a constant-factor approximation
requires w(1) time. There are many related open problems such as the problem
of finding a MIS or a coloring with a small approximation ratio as quickly as
possible.

5 Embedding

Many envisioned application scenarios in the field of wireless sensor networks rely
on positioning information: sensing the environment is only useful if one knows
where the data has actually been measured. Knowledge of location information
can also improve the performance of routing algorithms because it allows the use
of geo-routing techniques [6/7]. Equipping all sensor nodes with specific hardware
such as GPS receivers would be one option to gain position information at the
nodes. However, GPS reception might be obstructed by climatic conditions or
in-door environments. Another solution is to provide only a few nodes (so-called
anchor or landmark nodes) with GPS and have the rest of the nodes compute
their position by using the known coordinates of the anchor nodes [4647]. One
characteristic inherent to all these approaches is that the solution quality is
determined by the anchor density and their actual placement.

Obviously, in the absence of anchors, nodes are clueless about their real coordi-
nates. However, recent work has pointed out that for many applications it is not
necessary to have real coordinates but it suffices to have virtual coordinates—two
nodes having similar coordinates implies that they are physically close together.
Moreover, a deeper understanding of anchorless positioning would likely advance
the state of the art of anchor-based positioning algorithms. A mapping of all the
nodes to virtual coordinates, in this case coordinates in the Euclidean plane, is
called an embedding.
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Sensor networks are typically modelled as unit disk graphs in which there is
an edge between two nodes if and only if the Euclidean distance between them
is less or equal to 1. It has been shown that the problem of deciding whether
a given graph is a unit disk graph is A'P-hard [48]. A more general model for
sensor networks is given by d-quasi unit disk graphs. A graph is called a d-
quasi unit disk graph (d-QUDG, d < 1) if there is an embedding that respects
the following two rules: If two nodes are connected, the distance between their
respective coordinates must be at most 1, and if there is not edge between two
nodes, the distance between their coordinates must exceed d. Note that a 1-
QUDG corresponds to a UDG graph and that the definition of a d-QUDG does
not specify whether there is an edge between two nodes at a distance in the
range (d, 1] for d < 1. In that sense, a d-QUDG is a relaxed version of a UDG. A
QUDG can generally be regarded as a more realistic model for sensor networks
since nodes at a critical distance may or may not be able to communicate. The
quality g(e) of an embedding e in this model is defined as

maxyy e p dist(u, v)

qle) =

Mingy, vygpdist(u,v)

A good embedding has a small value for its quality. It has been shown that it
is also A"P-hard to find an embedding such that g(e) < /3/2 [49]. In the same
work, it has further been proven that it is A"P-hard to decide whether a graph
can be realized as a d-quasi unit disk graph with d > 1/4/2. Surprisingly, the
problem remains hard even if additional information is available. For example,
each node might know the exact distance to each of its neighbors. Given this
distance information, it is still AP-hard to decide whether the graph is a UDG
or not [50]. Instead of having distance information, the nodes might be aware
of the angle between itself and any two of its neighbors. The problem remains
N'P-hard also in this context [51].

In [52], the first approximation algorithm for this problem is presented,
which heavily borrows techniques introduced by Vempala [53], claiming an
O(logz'5 ny/loglogn)-quality embedding in polynomial running time[d The cur-
rently best known algorithm for this problem is due to Pemmaraju and Pir-
wani [54], which computes a O(log*® n)-quality embedding of a given unit disk
graph.

In practice, many heuristics are used to compute embeddings efficiently. Var-
ious approaches based on, e.g., distance measurements [55], using eigenvectors
[56] or linear programming [5I] etc. have been shown to produce acceptable
results. Still, in theory the problem is not well understood.

Problem 4. Given the adjacency matriz of a unit disk graph, find positions
for all nodes in the Fuclidean plane such that the ratio between the mazimum
distance between any two adjacent nodes and the minimum distance between any
two non-adjacent nodes is as small as possible.

5 A subsequent paper [54] corrects the bound on the quality to O(log3'5 ny/loglogn).
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Apparently, there is a large gap between the best known lower bound, which is a
constant, and the polylogarithmic upper bound. It is a challenging task to either
come up with a better approximation algorithm or prove a stronger lower bound.

6 Time Synchronization

Many protocols require that the participants be closely synchronized in order
to guarantee an efficient and successful execution. It is therefore mandatory
to provide a distributed clock synchronization algorithm whose objective is to
ensure that the nodes are able to acquire a common notion of time. As the state
of the system is distributed, the participating nodes can synchronize their clocks
by exchanging messages with their neighboring nodes and thereby learn about
the current state of other nodes.

We consider distributed clock synchronization algorithms in the following set-
ting. Given an arbitrary graph G = (V, E) in which nodes can communicate di-
rectly with all other node to which they are directly connected in G. The nodes
that are directly connected to a node v are referred to as the neighboring nodes
of v. The communication between neighboring nodes is assumed to be reliable,
but all messages can have variable delays in the range [0,1]. The distance be-
tween nodes ¢ and j is defined as the length of the shortest path between ¢ and j,
and the diameter D of G is the maximum distance between any two nodes.

We assume that each node is equipped with a hardware clock H(-) whose
value at time ¢ is H(t) := fot h(7) dr, where h(7) is the hardware clock rate at
time 7. Furthermore, we make the assumption that the hardware clocks have
bounded drift, i.e., there is a constant 0 < e < 1 such that 1 —e < h(t) <1+e€
at all times ¢.

In addition to the hardware clock, each node i is further equipped with a
second, so-called logical clock L(-). The logical clock also increases steadily, just
like the hardware clock, but potentially at a different rate. However, the deviation
between the hardware and the logical clock rate is lower and upper bounded by
specific constants, e.g., the logical clock rate has to be at least half and at most
twice the hardware clock rate at any given time. This restriction ensures that the
logical clock can neither be slowed down nor sped up arbitrarily, which would
trivialize the problem and destroy the relation between the hardware and the
logical clock.

Due to different clock rates the hardware clocks of different nodes might drift
apart. As the hardware clocks cannot be manipulated, the goal is therefore to
minimize the clock skew of the logical clocks. At any point in time, a node may
inform its neighboring nodes about its current logical time. A node receiving such
an update can decide to increase its own logical clock in order to counterbalance
the skew between the clocks. However, the logical clock is not allowed to run
backwards.

A desirable goal is to guarantee that the clock skew between any two nodes
in the network is as small as possible. The bound achievable for this goal is de-
noted the global property of the clock synchronization algorithm. It can be shown



34 T. Locher, P. von Rickenbach, and R. Wattenhofer

that the skew between two nodes at distance d cannot be synchronized better
than £2(d) by using simple indistinguishability type arguments. Srikanth and
Toueg [57] presented a clock synchronization algorithm, which is asymptotically
optimal in the sense that it guarantees a clock skew of at most O(D) between
any two nodes in a network of diameter D. However, there are executions of this
algorithm causing a clock skew of @(D) even between neighboring nodes.

For several distributed applications, such as, e.g., media access control or
event detection, it is mandatory that the clocks between any node and partic-
ularly all nodes in its vicinity are closely synchronized. This is known as the
gradient property of the algorithm that requires a minimal clock skew between
all neighboring nodes. This property was introduced in [58] where a surprising
lower bound on the worst-case clock skew of Q(log’i Igj 1) between neighboring
nodes is proven. If the logical clocks are allowed to remain constant for a certain
period of time, the clock skew between neighboring nodes can in fact be kept
constant [59]. In general, the best known clock synchronization algorithm with a
non-trivial gradient property guarantees that the worst-case skew between any
two neighbors at distance d is at most O(d + v/ D) [60]. Obviously, the gap be-
tween the lower and the upper bound is still fairly large and the goal is to close
this gap.

Problem 5. Nodes in an arbitrary graph are equipped with an unmodifiable
hardware clock and a modifiable logical clock. The logical clock must make progress
roughly at the rate of the hardware clock, i.e., the clock rates may differ by a
small constant. Messages sent over the edges of the graph have delivery times in
the range [0,1]. Given a bounded, variable drift on the hardware clocks, design
a message-passing algorithm that ensures that the logical clock skew of adjacent
nodes is as small as possible at all times.

The algorithm that guarantees a skew of O(\/ D) [60] between neighboring nodes
requires that a large amount of messages are sent. Another natural question is
whether a good gradient property can also be ensured if bounds on the message
complexity are imposed. Further future work might include faulty or even byzan-
tine nodes which deliberately try to hinder the correct nodes from synchronizing
their clocks.

7 Conclusions

In this paper, we presented five open problems in the field of sensor networks, all
with an algorithmic flavor. Craving for progress, we offer a bag of Swiss chocolate
to anybody who solves one of our problems. As stated before, our selection is
rather random, and other authors for sure would promote other problems at least
equally worthy of being studied. Actually, we would also be quite keen to learn
about these other problems and encourage you to tell us about them. An official
repository of open problems could ignite a fresh way of organizing research in
this area—a way that actually uses the Internet—and could help keeping track
of progress.
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Abstract. The current state of the art of workflow composition over web
services employ a centralized composite process to coordinate the constituent
web services. Therefore, the coordinator process is complex, less scalable, and
bulky. This paper introduces an architecture and associated techniques for
distributed coordination of these workflows, and a prototype system, namely
BondFlow system, with capability to control workflow execution using a
handheld device. We distribute the centralized coordination logic of traditional
workflows by (i) extending the stateless web services into self-coordinating
entities using coordinator proxy objects, and (ii) creating the workflow over
these entities by interconnecting them into a distributed network of objects
using web bond primitives. Previously, we have developed web bond primitives
to enforce interdependencies among autonomous entities. The prototypedr
BondFlow systeh provides a platform to configure such distributed workflows,
producing coordination components with a footprint small enough to be
executed on a handheld (footprint no larger than 150 KB).

1 Introduction

Web Services (WSs) based applications span domains as diverse as enterprise
e-commerce applications [3], personal applications [1, 7, 10, 11], and scientific appli-
cations [4, 6]. Thus, the users and developers of these applications are usually non-
computer scientists. Efficient technologies are required to rapidly develop and deploy
robust collaborative applications leveraging off the existing web services [15].
Several of these collaborative applications involve workflows [8], which is the focus
of this paper.

Fig. 1 illustrates a purchase order workflow presented in the WS-BPEL specifi-
cation (Web Services Business Process Execution Language) [16]. In Fig. 1a, dark
arrows depict the control flow dependencies while dashed arrows depict data flow

S Raoet . (Eds): ICDCN 2008, LNCS 4904, pp. 39-J53] 2008.
© Springer-Verlag Berlin Heidelberg 2008
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dependencies. Fig. 1b illustrates the software architecture of the WS-BPEL based
implementation of the workflow. Here, each workflow activity has been modeled as a
web service. WS-BPEL models the composite workflow process as a separate state-
preserving web process encapsulating all the data flow and control flow requirements.
This software architecture typically results in complex and centralized logic for
workflow coordination. This model has two significant drawbacks:

Recive Purchase
Order

Initiate Price Decide on Initiate Prod_ucnon
Calculation Shipper scheduling

Y
Complete
production

Scheduling

Y

Complete Price

Calculation Arrange Logistics

Invoice
Processing

(8) A purchase order workflow

Invoke/Respond
Communication

Composite web
process with all the
communication,
| coordination and

D%
‘ orkflow logic

Receive
Purchase

(b) Architecture of traditional WS-BPEL |mplementation

Fig. 1. Web Service Workflow Devel opment

i) Centralized Coordination: There are both pros and cons in centralized coordination:
the positive point is to have total control over the behavior of the web process at the
cost of complex and intricate programming. However, distributed coordination has
two kinds of advantages over centralized coordination: (i) due to security, privacy, or
licensing imperatives, some web-based objects will only alow direct pair-wise
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interactions without any coordinating third-party entity; and (ii) centralized
workflows suffer from issues of scalability, performance, and fault tolerance [5]. In
Section 6, we compare and contrast current efforts towards distributed workflow.

ii) Deployment Platforms: Executing and monitoring workflows over wireless devices
has significant benefits [9, 10, 11, 12, 22]. Portions of long-running workflows can
reside on handheld devices providing real-time monitoring and controlling capabilities.
The current platforms consume significant amount of resources and are difficult to
deploy on resource-constrained wireless devices. In Section 6, we also discuss
handheld-based web service deployment and execution platforms.

1.1 Our Approach and Contributions

This paper discusses a two-layered software architecture for distributed coordination,
and demonstrates a handheld-based execution capability of workflows using our
prototype BondFlow system [13, 14].

i) Distributed Coordination: We propose a two-layered workflow software
architecture, which greatly simplifies the workflow development task by distributing
the complexity of the centralized workflow coordination logic over stateless web
services of traditional systems such as BPEL. The stateless web services are
empowered by “Coordinator Proxy Objects (CPOs)” into self-coordinating stateful
entities. Next, the high-level web bond primitives are employed to interlink the
coordinator proxy objects, capturing the workflow logic. Each CPO maintains and
enforces its own dependencies during the execution of the workflow. The workflows
we create are inherently distributed. Details of our two-layered architecture are
presented in Section 3.

ii) Handheld-Based Execution: This was an exercise in engineering as well as in
system design, given the limited capabilities of handhelds such as iPAQs. The
footprint of the coordinator objects generated by Bondflow system is small (~10KB).
The intermediate system-generated files are less than 100 KB for sufficiently large
workflows. The footprint of the BondFlow runtime system is 24KB. Thus the byte
size of our workflows are no more than 150KB. The additional third party software
packages, such as those of SOAP client and XML parser, account for 115KB. The
execution time workspace on a Java-enabled handheld used by the BondFlow system
is5.4 MB including VM (Jeode 1.2 handheld Java version). Therefore, we have been
able to execute our workflows on both wired and wireless infrastructures. For
communication among the coordinator objects, we employed SOAP in wired devices
and our SyD middleware in wireless devices. SyD is our recently prototyped
middleware platform to develop and execute distributed applications over handheld
devices [1]. Lightweight SyD Listener component enables handheld devices to host
server objects.

The remainder of the paper is organized as follows. Section 2 describes
the background work on web coordination bonds, the SyD middleware framework,
and the BondFlow system design and implementation details. Section 3 presents a
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two-layered workflow software architecture and distributed workflow coordination
methodology of the BondFlow system. Section 4 discusses the handheld-based
execution of workflows. Section 5 presents details of our system evaluation. In
Section 6, we discuss the related work. Finally, Section 7 presents our future plan of
work and conclusions.

2 Background

Here, we briefly discuss web coordination bonds, SyD middleware platform, and the
BondFlow system architecture.

Web Bonds [13]: We have proposed the ideas of web bonds as a set of primitives for
web service coordination/choreography. There are two types of web bonds:
subscription bonds and negotiation bonds. The subscription bonds allow automatic
flow of information and control from a source entity to other entities that subscribe to
it. This can be employed for synchronization as well as for more complex changes,
needing data or event flows. The negotiation bonds enforce dependencies and
constraints among entities and trigger changes based on constraints satisfaction. A
negotiation bond from A to B has two interpretations. pre-execution and post-
execution. In case of pre-execution, in order to start the activity A, B needs to
complete its execution. In case of post-execution, in order to start the activity A, A
needs to make sure that B can be completed afterwards. Both pre- and post-execution
interpretations of negotiation bonds enforce atomicity. In this paper, unless specified,
we have implicitly employed the pre-execution type of negotiation bonds.

It has been established that web bonds have the modeling power of extended Petri
nets. They can express al the benchmark patterns for workflow and for inter-process
communication; a feat that almost all previously proposed artifacts and languages are
not capable of comprehensively [13]. Here we illustrate the use of negotiation and
subscription bonds for modeling workflow dependencies by modeling producer-
consumer scenario.

Producer Web Consumer Web
Process Process

Accept Order () Place Order ()

) P
Negotiation Bqnd

1

| Subscription (NB)
| Bond (SB)
i
1
1
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\%
Dispatch Goods( ) > Accept Delivery( )
e >
NB: Negotiation SB: Subscription
Bond Bond

Fig. 2. Coordinating Producer-Consumer web Processes
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Modeling Dependencies Using Web Bonds

Fig. 2 shows how a classic relationship of a producer and consumer web process can
be modeled using two negotiation bonds. The “Place Order” method at a consumer
process needs to ensure that the producer has enough inventories such that the
corresponding “Accept_Order” method will get executed successfully. Before
guaranteeing this, the “Accept_Order” probably will check the current and projected
inventory. A negotiation bond is created from consumer web process to producer web
process. This is the basic situation for deploying a negotiation bond. Once order has
been placed by the consumer and accepted by the producer, a subscription bond
serves notice to “Dispatch_Goods’ method. Note that the web bonds are useful
within a web process as well. Again before “Dispatch_Goods’ executes, it heeds to
ensure that consumer’'s “Accept_Delivery’ method can be completed successfully
(ensuring that enough space is available, for example).

SyD Middleware [1]: The System on Mobile Devices (SyD) middleware platform
addresses the key problems of heterogeneity of device, data format and network, and
of mobility. Each device is managed by a SyD deviceware that encapsulates it to
present a uniform and persistent object view of the device. One of the main
components of the SyD middleware is SyD Directory service. The SyD Directory
provides user/group/service publishing, management, and lookup services to SyD
users and device objects. SyD deviceware consists of SyDListener and SyD Engine
components. SyD Listener provides a uniform object view of device services, and
receives and responds to clients' synchronous or asynchronous XML-based remote
invocations of those services. It also allows SyD device objects to publish their
services locally to the listener and globally through the directory service. SyD Engine
alows userg/clients to invoke individual or group services remotely via XML -based

messaging and aggregates responses.

BondFlow System [14]: The BondFlow system has been developed as a platform to
configure and execute workflows over web services (Fig. 3). Workflow configuration
module consists of web service interface module, coordinator proxy object generator
module, and workflow configuration module. Workflow execution module consists of
web bond manager, communication layer, and VM runtime.
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Fig. 3. BondFlow System
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The WS Interface module is the system’s interface to the web services. It deals
with locating the web services of interest for the user and parsing those web service
descriptions (WSDL) for desired data. Note that selecting a suitable web service itself
is a significant research issue and in this paper we rely on available web services
directories such as UDDI. We have used Apache-Axis implementation of the web
services. The WSDL parser uses WSDL4J API for WSDL parsing. It parses the
WSDL file for required components, and then the methods and parameter list is
shown to the user for hig’her reference. A parsed WSDL file is stored in the
persistence storage if the user opts to save the web service. Datais stored in an XML
format. Upon selection of a particular WS for the workflow, a coordinator proxy
object is generated. The coordinator object code is generated based on the parsed
WSDL file of the selected WS and the proxy generator template (Section 3.1). The
responsibility of the configuration manager is twofold. Firgt, it handles bond related
operations such as creating, deleting, and updating web bonds, and generating the
bond repository for each web service selected. Second, it allows expert users to add
customized features to the workflow. This is one of the key modules in our system
that guarantees high-level programmability for expert users. Collection of coordinator
objects together with corresponding bond repository represents a configured
workflow.

The BondFlow execution module consists of two modules. web bond manager and
the runtime information handler. The web bond manager enforces workflow
constraints at runtime whilst runtime information handler stores method invocation
information and other workflow related dynamic information for long-lived
workflows (Section 3.2).

3 A Two-Layered Workflow Software Architecture

As shown in Fig. 4a, the architecture of the traditional workflow code is “single
layered” where developer needs to program the workflow from scratch (ensure
communication, workflow coordination, and intermediate data processing - Fig. 4a).
In contrast, in the BondFlow system, workflow coordination has been encapsulated as
a separate layer using web coordination bonds. In addition, the system generates Java-
based coordinator objects to represent participating web services in the workflow. The
coordinator object encompasses all the coordination capabilities of web bond artifacts
(Fig. 4b). Coordinator proxy object communicates with the web service through
method invocations and is state preserving. Capabilities of web coordination bonds
including modeling workflow dependencies is encapsulated in the upper layer
(Fig. 4b). Developer’'s responsibility is to configure the workflow using high level
constructs by linking coordinator objects appropriately and specifying constraints.
The idea of Web service coordinator proxy object together with underlying web bond
primitives encapsulates the workflow coordination layer. This simple, but powerful
idea empowers web services and makes workflow configuration less programming
intensive. We believe this concept has enough potential to lead a fundamental shift in
workflow development over web services.
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Fig. 4. Two-Layered Workflow Software Architecture

3.1 Web Service Coordinator Proxy Object (CPO)

Fig. 5 illustrates components of the coordinator proxy object. The coordinator object
provides the same interface as the web service provides to the outer world. Web
service method invocations of the workflow take place through the coordinator object
and the web bond coordination layer ensures that pre and post method invocation
dependencies are satisfied. Each coordinator object has a bond repository, a set of
user-defined constraints (if nay), and runtime information associated with it. The bond
repository consists of all the workflow dependences related to the coordinator object
(participating web service).

WSCP object
kernel

Method Calls to
embedded

web service.

Runtime
data Web bond
coordination

User
defined
constraints

Web bond
repository

Fig. 5. Web Service Coordinator Proxy Object

This indirection allows us to bring transparency to the system and hide the
necessary coordination and communication logic behind it. It also maintains the status
of method invocations such as intermediate date and partial results. User defined
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constraints represent the additional dependency conditions (dependencies not defined
using web bonds) needed to be satisfied while enforcing workflow dependencies.
User defined constraints have been discussed in section 3.2. As shown in Fig. 6, each
web service method call is encapsulated by a negotiation and a subscription bond
check. The negotiation bonds enforce pre-method invocation dependencies while the
subscription bonds enforce post method invocation dependencies.

(,/'/ Negotiation ™

. Bonds (NB)?_~ Y
N Enforce NB
Constraints

N

Web Service
Invocation
',//Subscription\\\ v
~~._Bonds (SB)?
T Enforce SB
L—'ﬁ constraints
N

Fig. 6. Flow within a Proxy Object

This logic ensures that workflow dependencies are satisfied with associated WS
method invocation. For example, upon receiving an invocation, CPO requests the
“Execution Module’ to enforce pre-execution dependencies (enforced using a
network of negotiation bonds). Consequently, the “Web Bond Manager” checks the
corresponding bond repository and informs other coordinator objects to enforce the
dependency (Fig. 4). Here, enforcing dependency implies successful invocation of
corresponding web service methods. Upon receiving the request, other objects check
their runtime information (status of the method invocation - success or failure and
intermediate data) and notify the status of the negotiation bond dependencies. The
“Web Bond Manager” collects al the responses and informs the proxy about the
outcome. Subsequently, the proxy object invokes the actual web service method,
updates its runtime state information, and enforces post-execution dependencies
(enforced using a network of subscription bonds). In this architecture, each proxy
object maintains and enforces workflow dependencies locally, allowing decentralized
workflow coordination.

3.1.1 Bond Repository

The workflow configuration process starts by creating bonds among methods of
selected web services to reflect dependencies (negotiation and subscription bonds).
Bond constraints are specified during the bond creation time and the bond
configuration is stored in a persistent storage in XML format.
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Fig. 7. Elements of a Typical “Bond” Repository

Fig. 7 shows the structure of a typica bond repository. The bond data store
(repository) consists of four elements. The first element is to identify the web service
(hence the coordinator objects) the repository belongs to. The second element
identifies the workflow/application to which the repository belongs. Source and
destination methods and associated constraints among bonds are in the next two
elements.

3.2 Web Bond Layer

Here, we illustrate the workflow configuration using high-level web coordination bond
constructs using purchase order case study workflow. Fig. 8 illustrates the modeling of
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purchase order workflow using a network of web coordination bonds. Five web
services are involved in the workflow. The system generates coordinator proxy objects
for each web service. Then a network of web bonds is created among methods of these
coordinator objects to enforce the workflow constraints. For example, the “receive
purchase order” web service needs to pass control to “price calculation”, “find
shipper”, and “production and shipment web services’ once it is completed. In order to
model this split-dependency, Receive PO() method has three subscription bonds to
each of Initiate PC(), Find_Shipper(), and Initiate Production() methods. Similarly,
rest of the dependencies are modeled using other negotiation and subscription bonds.

3.2.1 High-Level Programmability

Simple workflow constraints such as AND-split can easily be enforced using web
coordination bonds [13]. However, complex control patterns such as “Sync-merge’
and “Milestone” need developer designed selection criteria [13]. Such customizations
can be incorporated by developing user-defined libraries (Java classes) and
integrating them to the system library (typically complex workflow need such
customizations). Then the triggers/constraints portion of the bond repository refers to
the user-defined library (Figure 6). The BondFlow system is capable of extending the
default web bond constraints alowing a plug-in architecture that extends the
scalability of the system. Furthermore, it empowers the system'’s ability not only to
support the well known workflow patterns but also any arbitrary patterns to be created
and deployed.

The extended bond constraints (user defined constraints) define one or more
“Roles.” Each role performs a set of coordinating activities in order to enforce the
semantics of the role. Furthermore, these roles are to be assigned to specific web
services (nodes) in the workflow, thus allowing distributed coordination among this
web services. The BondFlow system provides a common interface where new web
bond constraints can be plugged-in. The extended bond constraints define a JAR file.
This package contains: (i) rolesxml: This file contains definition of al the roles and
their binding to specific constraints classes: (ii) Set of class files: These class files
relate to each role defined in roles.xml. There are no restrictions as to the name of the
class files. After preparing the JAR file, it is stored in the /plug-ins directory of the
workflow configuration manager.

Once the workflow has been configured, it can be deployed on a single device or it
can be distributed among several devices. They communicate with each other to
enforce workflow dependencies. If the workflow resides in a single device, then the
communication among coordinator objectsislocal in-memory calls. If the coordinator
objects are distributed in the network, then SOAP or other suitable communication
protocol can be employed to facilitate inter-object communication. We have imple-
mented SOAP based communication in wired infrastructure and SyD middleware
based communication in wireless infrastructure.

4 Handhed-Based Execution

The workflow applications have been executed on HP's iPAQ models 3600 and 3700
with 32 and 64 MB storage running Windows CE. There are two possible deployment
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strategies. Firgt, the entire workflow can reside in a single wireless device. In this
case, communication among coordinator objects is via local in-memory calls. Actual
web service call is made using SOAP (kSOAP). Second, the workflow can be
distributed among several iPAQ’s (Fig. 9). This scenario is important in cases where
some portions of the workflow can be monitored and executed by a selected set of
users on specific devices and/or with specific security settings.

In this case, coordinator objects need to communicate using a remote messaging
system to enforce dependences. We have employed the SyD Listener of the SyD
middleware. The SyD Listener enables handheld devices to communicate among
applications deployed on other peer devices (Fig. 9). SyD Listener is a lightweight
module in our SyD middleware framework for enabling mobile devices to host server
objects. In order to communicate using SyD Listener, first coordinator objects need to
be registered in the SyD Directory. SyD Directory maintains its own database to store
information about all the SyD application objects together with associated devices and
delivers location information of devices and services (methods) dynamically. SyD
objects can lookup remote objects through SyD Directory. The SyD Engine facilitates
the object to actually invoke a remote object. SyD Listener keeps listening for any
connection requests and delegates the control to the SyD Engine module.

:x SOAP Call Using
3 kSOAP
Web Service

Fig. 9. Workflow Distributed among Several iPAQ’'s

Coordinator Object Registration as a SyD Application Object [1]: The proxy objects
register all the method names along with the list of parameters (their data types) with
the registry. Initially, al the entities are converted into required XML format using
SyD Doc and then the registration process with SyD Directory begins. Once bound in
the registry, these coordinator objects wait for invocation from other proxies. In this
scenario, the registered proxies act as servers waiting for invocation from clients.

Coordinator Object Invocation through SyD Engine [1]: When a workflow containing
SyD coordinator application object encounters the presence of web bonds with other
applications, it looks up the desired web service proxy in the SyD Directory (Fig. 8).
SyD Directory returns the list of parameters for the specified method. Depending
upon the parameters, required values are passed to the SyD Engine as an XML
document. The SyD Engine of the client (in this case the source web service) invokes
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its SyD Listener that in turn calls the server's SyD Listener by opening a socket
connection. The result is returned to the client as an XML document. In this
architecture, each device can act as both server and the client. They become capable
of hosting server objects. As shown in Fig. 8, an actual web service call is made using
SOAP (kSOAP).

5 System Evaluation

Hardware software setup: We ran our experiments on a high performance SunOS
5.8 server. We built wrappers using JDK 1.4.2. The WSDL parser has been built
using WSDL4J API. WSLD4J API is an IBM reference implementation of the JSR-
110 specification (JavaAPI’s for WSDL). NanoXML 2.2.1 is used as the XML parser
for JAVA. Various publicly available web services including X method’ s SOAP based
web services (http://www.xmethods.net/) have been used for our experiments. For
wireless device experiments we have used HP's iPAQ models 3600 and 3700 with 32
and 64 MB storage running Windows CE/Pocket PC OS interconnected through |EEE
802.11 adapter cards and a 11 MB/s Wireless LAN. Jeode EVM personal Java 1.2
compatible has been employed as the Java Virtual Machine.

Table 1. Workflow execution timings

Workflow Total BondFlow related| BondFlow related (%)
execution timings (ms) computation
time (ms)

Purchase order 7820 1048 13.4
# of NB= 4, #of
SB=9
Online book 2483 102 4.1
purchase
#of NB=5 #of
SB= 6

Table 2. Footprint of the workflow

Workflow Bond repository | Proxy objects| Total workflow

(KB) (KB) (KB)
Purchase order 7.10 254 325
Online book 5.82 19.8 25.62
purchase

System performance details: We have deployed and executed workflows from the
above case studies including the purchase order workflow on both wired and wireless
infrastructure. Table 1 shows that the workflow execution timings for the two case
study workflows for both wired and wireless settings. Bond related time for both
workflows are approximately ~10% of the time without the BondFlow system. The
bond related time accounts for times taken to check workflow dependencies in bond
repository and initiate appropriate method calls on remote web services (coordinator
objects). Table 2 shows the footprints of two workflows. The coordinator objects and
corresponding bond repositories accounts for ~25% and ~75% respectively. The
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footprint of the proxy object is small (~10KB) and typically increases by 0.3 KB per
additional operation (method) of the web service. Intermediate system generated files
are less than 100 KB for a sufficiently large workflow. Typically the footprint of the
bond repository increases 0.3 KB per each additional bond. Thus, within a very small
amount of additional storage for the proxy objects, we have been able to get
substantial gainsin the speed of the workflow.

6 Related Work and Discussion

Several approaches have been proposed toward distributed web service coordination
and peer-to-peer interaction among web services. Among such systems, IBM
symphony [5] decentralizes the coordination by partitioning centralized workflow
specification into separate modules so that they can run in a distributed setting.
However, there are limitations to such efforts. Firgt, it is necessary to develop the
centralized BPEL code and then partition and distribute it among participant entities.
Second, usually, there are problems partitioning the code in complex application
scenarios such as long-running transactional applications without proper infra-
structure support. The Self-Serv project presented in [15] proposes a peer-to-peer
orchestration model for web services. It introduces a “ coordinator,” which can act as a
scheduler for participating web services. Several coordinators can control the
execution of the workflow in peer-to-peer fashion. In [17] authors propose a
distributed and decentralized process approach called OSIRIS that allows peer-to-peer
communication among participating web services. However, their approach needs
meta information to be stored in a central location. Also, in order to enforce fork/join
dependencies they introduce a new join node exclusive from workflow nodes. In
contrast to the Self-Serv and OSIRIS approaches, our coordinator proxy object is
dynamically generated based on the description of participating web service and it
encapsulates al the coordination capabilities. The proxy object enforces its own
dependencies. This enhances each web service facilitating more fine-grained
decentralization of the coordination. In [19] authors propose a system to distribute the
execution of business applications using web services by adding business rules into
the SOAP messages. Business rules encoded in the SOAP header specify the order of
execution. Messages are decoded and processed by special processing units called
SOAP intermediaries. In [18] authors propose a service-oriented distributed business
rules system and its implementation based on WS-Coordination. Web Service
Resource (WSRF) framework is another proposal towards stateful web services. It
provides standardization representation to stateful resources and the web service
interface provides functionalities to access (read, update and query) state information.
This state information is used to process web service messages [21]. Comparative
study of various implementations of WSRF is presented in [20]. In contrast to WSRF
approach, the BondFlow system maintains state information of workflow execution
and processes messages. State is attached to the coordinator proxy object. Web
service interface need not be changed and web service is relieved from state handling
functionalities.

In[2, 22], authors describe issues related to service composition in mobile environ-
ments and evaluate criteria for judging protocols that enable such composition. The
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composition protocols are based on distributed brokerage mechanisms and utilize a
distributed service discovery process over ad-hoc network connectivity. In [7] authors
present an architecture for mobile device collaboration using web services. In [10]
authors present a rapid application development environment for mobile web services.
Authors of [11, 12] present web service based mobile application integration
framework. However, a key limitation of most of these technologies is that they treat
handheld devices only as clients. However, our SyD middleware gives the server
capabilities to small hanheld device. The BondFlow system uses the SyD middleware
to facilitate device to device communication and coordination among devices. Also,
the small footprint (~150 KB) of our software system make it easily deployable on
handheld devices.

7 Conclusionsand Future Work

In this paper, we presented the decentralized workflow coordination architecture of
the BondFlow system. The concept of the coordinator proxy object is central to our
decentralized architecture. A preliminary study of implementation prototype shows
that the bond related time is less than ~10% of the workflow execution time. Also, the
small footprint of coordinator proxy object (~10KB) enables them to reside on Java-
enabled handheld devices. In contrast to other systems such as Self-Serv, the idea of
the coordinator proxy object enhances each web service facilitating more fine-grained
decentralization of the coordination. Our goal is to use this infrastructure to model
and implement actual workflows in typical biological and E-commerce applicationsto
help biological researchers on one hand and international supply-chain technology
users on the other.
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Abstract. Consensus is an important building block for building repli-
cated systems, and many consensus protocols have been proposed. In
this paper, we investigate the building blocks of consensus protocols and
use these building blocks to assemble a skeleton that can be configured
to produce, among others, three well-known consensus protocols: Paxos,
Chandra-Toueg, and Ben-Or. Although each of these protocols specifies
only one quorum system explicitly, all also employ a second quorum sys-
tem. We use the skeleton to implement a replicated service, allowing us
to compare the performance of these consensus protocols under various
workloads and failure scenarios.

1 Introduction

Computers will fail, and for many systems it is imperative that such failures
be tolerated. Replication, a general approach for supporting fault tolerance, re-
quires a protocol so replicas will agree on values and actions. The agreement
or consensus problem was originally proposed in [I]. Many variants and corre-
sponding solutions have followed (see [2] for a survey of just the first decade,
containing well over 100 references).

This paper focuses on protocols for Internet-like systems — systems in which
there are no real-time bounds on execution or message latency. Such systems
are often termed asynchronous. The well-known FLP impossibility [3] result
proved that consensus cannot be solved even if only one process can fail. Prac-
tical consensus algorithms sidestep this limitation using one of two approaches:
i) leader-based algorithms use a failure detector that captures eventual timing
assumptions, and ii) randomized algorithms solve a non-deterministic version of
consensus and eventually decide with probability 1.

Guerraoui and Raynal [4] point out similarities between different consensus
protocols. They provide a generic framework for consensus algorithms and show
that differences between the various algorithms can be factored out into a func-
tion called Lambda. Each consensus algorithm employs rather different imple-
mentations of Lambda. Later, Guerraoui and Raynal [5] show that leader-based
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algorithms can be factored into an Omega module and an Alpha module, where
all differences are captured by differences in Omega.

This paper is a next step in unifying consensus algorithms. By breaking down
consensus algorithms into building blocks, we show that different consensus al-
gorithms can be instantiated from a single skeletal algorithm:

— Going beyond the work reported in [5], we present the building blocks of con-
sensus algorithms and how they can be used to build a skeletal consensus
algorithm. The skeletal algorithm provides insight into how consensus pro-
tocols work, and we show that consensus requires not one but two separate
quorum systems;

— We show that both leader-based and randomized algorithms can be instan-
tiated from our skeletal algorithm by configuring the two quorums systems
that are used and the way instances are started. This approach can be used
to instantiate three well-known consensus protocols: Paxos [6], Chandra-
Toueg [7], and Ben-Or [8];

— The skeleton provides a natural platform for implementation of multiple
consensus protocols from a single code base;

— And we present a performance comparison of these protocols under varying
workload and crash failures. The implementation reveals interesting trade-
offs between various design choices in consensus algorithms.

The rest of this paper is organized as follows. Section Pl describes the con-
sensus problem and proposes terminology. Next, we present the building blocks
of consensus protocols in Section [B} these building blocks are used to build a
skeletal consensus algorithm in Section @ Section [ illustrates the instantiation
of particular consensus algorithms using the skeletal algorithm. Section [@ de-
scribes the implementation of the skeleton and compares the performance of
three well-known consensus protocols. Section [7] concludes.

2 The Consensus Problem

Computers that run programs — nodes — are either honest, executing programs
faithfully, or Byzantine [9], exhibiting arbitrary behavior. We will also use the
terms correct and faulty, but not as alternatives to honest and Byzantine. A
correct node is an honest node that always eventually makes progress. A faulty
node is a Byzantine node or an honest node that has crashed or will eventually
crash. Note that honest and Byzantine are mutually exclusive, as are correct and
faulty. However, a node can be both honest and faulty.

We assume that each pair of nodes is connected by a link, which is a bi-
directional reliable virtual circuit and therefore messages sent on this link are
delivered, eventually, and in the order in which they were sent (i.e., an honest
sender keeps retransmitting a message until it receives an acknowledgment or
crashes). A receiver can tell who sent a message (e.g., using MACs), so a Byzan-
tine node cannot forge a message so it is indistinguishable from a message sent
by an honest node.
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Because our model is asynchronous, we do not assume timing bounds on
execution of programs or on latency of communication. We also do not assume
that a node on one side of a link can determine whether the node on the other
side of the link is correct or faulty. Timeouts cannot reliably detect faulty nodes
in an asynchronous system, even if only crash failures are allowed.

In the consensus problem nodes run actors that are either proposers, each of
which proposes a proposal, or deciders, each of which decides one of the proposals.
Assuming there exists at least one correct proposer (i.e., a proposer on a correct
node), the goal of a consensus protocol is to ensure each correct decider decides
the same proposal, even in the face of faulty proposers. A node may run both
a proposer and a decider—in practice a proposer often would like to learn the
outcome of the agreement.

Why is the consensus problem hard? Consider the following strawman proto-
col: each decider collects proposals from all proposers, determines the minimum
proposal from among the proposals it receives (in case it received multiple pro-
posals), and decides on that one. If no nodes were faulty, such a protocol would
work, albeit limited in speed by the slowest node or link.

Unfortunately, even if only crash failures are possible, deciders do not know
how long to wait for proposers. If deciders use time-outs, then each might time-
out on different sets of proposers, so these deciders could decide different propos-
als. Thus, each decider has no choice but to wait until it has received a proposal
from all proposers. But if one of the proposers is faulty, such a decider will wait
forever and never decide.

In an asynchronous system with crash failures (Byzantine failures include
crash failures), there exists no deterministic protocol in which correct deciders
are guaranteed to decide eventually [3]. We might circumvent this limitation by
allowing some correct deciders not to decide. Instead, we will embrace a slightly
stronger requirement: that the consensus protocol never reach a state in which
some correct decider can never decide. Since the strawman protocol of deciding
the minimum proposal can reach a state in which deciders wait indefinitely for a
faulty proposer, it is not a consensus protocol, even with respect to the relaxed
requirement.

Formally, a protocol that solves the consensus problem must satisfy:

Definition 1. Agreement. If two honest deciders decide, then they decide the
same proposal.

Definition 2. Unanimity. If all honest proposers propose the same proposal v,
then an honest decider that decides must decide v.

Definition 3. Validity. If a honest decider decides v, then v was proposed by
some proposer.

Definition 4. Non-Blocking. For any run of the protocol that reaches a state in
which a particular correct decider has not yet decided, there exists a continuation
of the run in which that decider does decide on a proposal.
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Agreement is a safety property that captures what is informally meant by
“consensus;” Unanimity and Validity are non-triviality properties; and Non-
Blocking is a weaker version of the non-triviality requirement that all correct
deciders eventually decide. Non-Blocking makes consensus solvable without
trivializing the problem. Such a weakening of the problem is present in all algo-
rithms that “solve” the consensus problem, since there cannot exist a solution
to consensus with a strong liveness requirement [3].

3 Building Blocks

The strawman (viz., decide the minimum proposal) protocol presented in Sec-
tion 2 is not a solution to the consensus problem because a faulty proposer can
cause correct deciders to wait indefinitely, violating Non-Blocking. To remedy
this, a consensus protocol might invoke multiple instances, where an instance is
an execution of a sub-protocol that itself might not decide. Such instances have
also been called rounds, phases, or ballots. Ensuring consistency among decisions
made by multiple instances is central to the design of consensus protocols. In
this section, we give building blocks in common to different consensus protocols;
in the next section, we show how these building blocks can be combined to create
full consensus protocols.

3.1 Instances

Instances may run in parallel with other instances. An instance decides a pro-
posal if an honest decider in that instance decides a proposal. All honest deciders
that decide in an instance must be guaranteed to decide the same proposal. An
instance may not necessarily decide any proposals. If multiple instances decide,
they must decide the same proposal.

Instances are identified by instance identifiers r,... from a totally ordered
set IN (which can be, but does not have to be, the set IN on naturals). Instance
identifiers induce an ordering on instances, and we say that one instance is before
or after another instance, even though instances may execute concurrently.

We name proposals v, w, ... . Within an instance, proposals are paired with
instance identifiers. A pair (r,v) is called a suggestion, if v is a proposal and r
an instance identifier. A special suggestion | is used to indicate the absence of
a specific proposal.

3.2 Actors

We employ two new types of actors in addition to proposers and deciders:
archivers and selectors] A proposer sends its proposal to the selectors. Selec-
tors and archivers exchange messages and occasionally archivers inform deciders
about potential values for decision. Deciders apply a filter to reach a decision.

1 A node may run multiple actors, although each node can run at most one archiver
and at most one selector.
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Selectors select proposals, and archivers archive suggestions. Each archiver re-
members the last suggestion that it has archived. The initial archived suggestion
of an archiver is L.

The objective of selectors is to reach a decision within an instance, while the
objective of archivers is to maintain a collective memory that ensures decisions
are remembered across instances and therefore conflicting decisions are avoided.

At any point in time, a selector or archiver executes within a single instance; it
sends and receives messages that are part of the instance execution. Selectors can
lose their state on a crash and subsequently join any instance upon recovery, even
a prior one. Archivers can switch instances but must progress to later instances,
and therefore keep their state on non-volatile storage.

3.3 Extended Quorum Systems

In order to ensure consistency in decisions, actors in a consensus protocol use
quorums. An extended quorum system is a quadruple (P, M, Q,G). P is a set
of nodes called the participants. M, Q, and G are each a collection of subsets of
participants (that is, each is a subset of 27). M is the collection of mazimal-wait
sets, Q the collection of quorum sets, and G the collection of guarded sets. Each
is defined below.

Crashed or Byzantine participants might never respond to requests. In an
instance, an actor tries to collect as many responses to a broadcast request as
possible; it stops awaiting responses when it is in danger of waiting indefinitely.
M characterizes this — it is a set of subsets of P, none contained in another,
such that some M € M contains all the correct nodesP An actor stops waiting
for responses after receiving replies from all participants in M.

A quorum set is a subset of P such that the intersection of any two quorum
sets must contain at least one correct node. A subset of P is a guarded set if
and only if it is guaranteed to contain at least one honest participant. Note, a
guarded set may consist of a single participant that could be crashed but is not
Byzantine.

An extended quorum system must satisfy the follow properties:

Definition 5. Consistency. The intersection of any two quorum sets (including
a quorum set with itself) is guaranteed to contain a correct participant.

Definition 6. Opaqueness. Fach mazimal-wait set contains a quorum consist-
ing entirely of honest participants.

The simplest example of extended quorum system are threshold quorum systems;
Table[llsummarizes requirements for P, M, Q, and G in (n, t)-threshold systems.
Other quorum systems may be more appropriate for particular applications.
See [II] and [10] for advantages and disadvantages of various quorum systems
for crash and arbitrary failure models respectively.

? For those familiar with Byzantine Quorum Systems [I0], M is the set of complements
of the fail-prone system B. For the purposes of this paper, it is often more convenient
to talk about maximal-wait sets.
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One degenerate
extended quorum
system, used in

Table 1. Size requirements for Threshold Quorum Systems
that satisfy consistency and opaqueness

some  well-known Crash  Byzantine
consensus protocols, guarded set (in G) >0 >t

is a leader extended quorum set (in Q) >n/2 > (n+t)/2
quorum system: It maximal-wait set (in M) =n—t =n-—t
involves one partic- set of participants (P) > 2t > 5t

ipant (the leader),

and that partici-

pant by itself forms the only maximal-wait set in M, quorum in Q, and guarded
set in G. Because quorum sets have to satisfy consistency, the leader has to be
honest.

3.4 Guarded Proposal

Selectors in some instance r must be careful about selecting proposals that can
conflict with decisions of instances earlier than r. Before selecting a proposal in
an instance, a selector obtains a set L of suggestions from each participant in a
maximal-wait set of archivers. A proposal v is considered a potential-proposal if L
contains suggestions containing v from a guarded set and, therefore, at least one
honest archiver sent a suggestion containing v. The selector identifies a guarded
proposal of L, if any, as follows:

1. Consider each potential-proposal v separately:

(a) Consider all subsets of suggestions containing v from guarded sets of
archivers. The minimum instance identifier in a subset is called a guarded-
instance-identifier;

(b) The maximum among the guarded-instance-identifiers for v is called
the associated-instance-identifier of v. (Note, because v is a potential-
proposal, at least one guarded-instance-identifier exists and thus the
maximum is well-defined.) The support-sets for v are those subsets of
suggestions for which the guarded-instance-identifier is the associated-
instance-identifier;

2. Among the potential-proposals, select all proposals with the maximal
associated-instance-identifier. If there is exactly one such potential-proposal
v/, and v # L, then this is the guarded proposal. Otherwise there is no
guarded proposal.

If a decider obtains suggestions (r,v) from a quorum of archivers (and conse-
quently decides), then any honest selectors in instances at least r are guaranteed
to compute a guarded proposal v’ such that v = v (unless they crash). If a
selector fails to compute a guarded proposal in a particular instance, then this
is both evidence that no prior instance can have decided and a guarantee that
no prior instance will ever decide. However, the reverse is not true. If a selector
computes a guarded proposal v/, it is not guaranteed that v’ is or will be decided.
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4 Assembling the Pieces

The building blocks described in the previous section can be used to populate
a skeletal algorithm, which in turn can be instantiated to obtain particular con-
sensus algorithms. The skeletal algorithm specifies the interaction between the
actors. It does not, however, define the quorums that are used, the mechanisms
for invoking new instances, or other protocol-specific details. A consensus pro-
tocol must specify these details, and some options are described in Section

4.1 The Skeletal Algorithm

The skeletal algorithm defines actions by actors in each instance. Figure[Il shows
the behavior of each actor.

Each selector, archiver, and decider participates in an extended quorum sys-
tem and exchanges messages of the form

(message-type, instance, source, suggestion)
An extended quorum system £ = (P, M, Q, G) has the following interface:

- E.broadcast(m): send message m to all participants in P;

- E.wait(pattern): wait for messages matching the given pattern (specifies, for
example, the message type and instance number). When the sources of the
collected messages form an element or a superset of an element of M, return
the set of collected messages;

- E.uni-quorum(set of messages): if the set of messages contains the same sug-
gestion from a quorum, then return that suggestionﬁ Otherwise, return L ;

- &.guarded-proposal(set of messages): return the guarded proposal among
these messages, or L if there is none.

The skeletal algorithm uses two separate extended quorum systems. Archivers
form an extended quorum system .4 that is the same for all instances; selectors
use A to find the guarded proposal, preventing selection of proposals that conflict
with decisions in earlier instances. Selectors form a second extended quorum
system 8", which may be different for each instance r; archivers in instance r
use quorums of 8" to prevent two archivers from archiving different suggestions
in the same instance.

Deciders, although technically not part of an instance, try to obtain the same
suggestion from a quorum of archivers in each instance. For simplicity of presen-
tation, we associate deciders with instances and have them form a third extended
quorum system, D.

Returning to Figure [Il archivers start a new instance by sending their cur-
rently archived suggestion ¢; to the selectors (A.1). Each selector awaits select
messages from a maximal wait set (S.1) and determines if one of the suggestions
it receives could have been decided in a previous instance (S.2). If so, it selects

3 Quorum consistency ensures at most one such suggestion.
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the corresponding proposal. If not, it selects one of the proposals issued by the
proposers (S.3). The selector composes a suggestion from the selected proposal
using the current instance identifier, and sends that suggestion to the archivers

(S.4).

If an archiver
receives the same
suggestion from a
quorum of selec-
tors (A.3), it (i)
archives that sug-
gestion (A.4), and
(ii) broadcasts the
suggestion to the
deciders (A.5). If
a decider receives
the same sugges-
tion from a quorum
of archivers (D.2),
the decider decides
the corresponding
proposal in those
suggestions (D.3).

Each selector 1
maintains a set P;
containing propos-
als it has received
(across instances).
A selector waits for
at least one pro-
posal before par-
ticipating in the
rest of the proto-
col, so P; is never
empty during exe-
cution of the proto-
col. (Typically, P;
first contains a pro-
posal from the pro-
poser on the same

At the start of instance r, each archiver i executes:

(A.1) send ¢; to all participants (selectors) in S":
S".broadcast((select,r, i, c;))

Each selector j in 8" executes:

(S.1) wait for select messages from archivers:
L} := Await((select,r, %, *));

(S.2) see if there is a guarded proposal:
v; := A.quarded-proposal(L?);

(S.3) if not, select from received proposals instead:
if v = L then v} := P;.pick(r) fi;

(S.4) send a suggestion to all archivers:
A.broadcast({archive,r, j, (r,v])));

Each archiver 4 (still in instance r) executes:

(A.2) wait for archive messages from selectors:
M := S".wait({archive, r, x, *));

(A.3) unanimous suggestion from a quorum?
q; = S".uni-quorum(M; );

(A.4) archive the suggestion:
¢; = if ¢f = L then (r, L) else ¢j fi;

(A.5) send the suggestion to all deciders:
D.broadcast({decide,r,i,¢;))

Each decider k executes:

(D.1) wait for decide messages from archivers:
Ny, := Await({decide, 1, *, x));

(D.2) unanimous suggestion from a quorum?
dy, := A.uni-quorum(NYy,);

(D.3) if there is, and not L, decide:
if (d, = (r,v") and v’ # 1)
then decide v’ fi;

Fig. 1. The skeletal algorithm of consensus protocols

node as selector 4.) For simplicity, we assume an honest proposer sends a single
proposal. The details of how P; is formed and used differ across consensus pro-
tocols, so this is discussed below when full protocols are presented. P; has an
operation P;.pick(r) that returns either a single proposal from the set or some
value as a function of r. Different protocols use different approaches for selecting
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that value, and these too are discussed below. Note, selectors may lose their
state, starting again with an empty P;.

Archivers’ states survive crashes and recoveries. So, an archiver j running on
an honest node maintains: r;, the current instance identifier and c;, the last
archived suggestion, which is initialized with the value L.

Note that steps (A.1), (S.1), and (S.2) can be skipped in the lowest numbered
instance, because ¢; is guaranteed to be L for all archivers. This is an important
optimization in practice and eliminates one of the three message rounds necessary
for a proposal to be decided in the normal (failure-free) case.

4.2 Agreement

We now show that the skeletal algorithm satisfies Agreement, that is, if two
honest deciders decide, then they decide the same proposal. We omit the proofs
of lemmas that are relatively straightforward. For complete proofs please refer

to [12].
Lemma 1. In the skeletal algorithm of Figure [

(a) if any honest archiver i computes a suggestion qf # L in Step (A.3) of
instance r, then any honest archiver that computes a non-1 suggestion in
that step of that instance, computes the same suggestion.

(b) if any honest decider k computes a suggestion dj, # L in Step (D.2) of
instance r, then any honest decider that computes a non-L suggestion in
that step of that instance, computes the same suggestion.

Note that Step (S.2) does not satisfy (a) and (b) of Lemma [Il because selectors
do not try to obtain a unanimous suggestion from a quorum.

Corollary 1. In the skeletal algorithm of Figureld, if any honest archiver archives
a suggestion (r,v) with v # L in Step (A.4) of instance r, then any honest
archiver that archives a suggestion with a non-L proposal in that step of that
instance archives the same suggestion.

Lemma 2. In the skeletal algorithm of Figure[d, if any honest archiver sends a
suggestion (7,v) with v # L in Step (A.1) of instance r then any honest archiver
that sends a suggestion (F,v') with v’ # L in that step of that instance, sends
the same proposal, i.e., v =1'.

Lemma 3. In the skeletal algorithm of Figure [

(a) if each honest selector that completes Step (S.4) of instance r sends the
same suggestion, then any honest archiver that completes Step (A.3) of that
instance computes the same suggestion;

(b) if each honest archiver that completes Step (A.4) of instance r sends the
same suggestion, then any honest decider that completes Step (D.2) of that
instance computes the same suggestion;
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(¢) if each honest archiver that completes Step (A.1) of instance r sends the
same suggestion, then any honest selector that completes Step (S.2) of that
instance computes the same proposal.

The most important property we need to prove is:

Lemma 4. In the skeletal algorithm of Figure [, if v’ is the earliest instance
in which a proposal w is decided by some honest decider, then for any instance
r, v > r', if an honest archiver archives a suggestion in Step (A.]), then it is

(r,w).

Proof. Since instances are totally ordered, any subset of them are totally or-
dered. The proof will be by induction on all instances, past instance 7/, in which
eventually some honest archiver archives a suggestion.

Let w # L be the proposal decided by an honest decider in Step (D.4) of
instance r’. Let Q" € A be the quorum in instance ' whose suggestions caused
the decider to decide w.

Let 71 > 7’ be the first instance past 7’ at which some honest archiver even-
tually completes Step (A.4). Since this archiver completes Step (A.4), it must
have received archive messages from a maximal-wait set of selectors following
Step (A.2) of instance 7. Each honest selector that sent such a message received
select messages from a maximal-wait set of archivers sent in their Step (A.1) of
instance r1. Each honest archiver that completes Step (A.1) did not archive any
new suggestion in any instance 7" where ’ < r” < ry holds, because r; is the
first such instance. Moreover, the archiver will not archive such a suggestion in
the future, since all such instances r” aborted before sending select messages
in Step (A.1) of instance 7.

In Step (A.1), an archiver sends the last suggestion it archived. Some archivers
may send suggestions they archived prior to instance r’ while other archivers
send suggestions they archived in Step (A.5) of instance . Each honest selector
J awaits a set of messages L; from a maximal-wait set in Step (S.1). L; contains
suggestions from a quorum Q™ consisting entirely of honest archivers (by the
opaqueness property of A). By the consistency property of A, the intersection
of Q™ and Q" contains a guarded set, and thus Q™ contains suggestions from a
guarded set of honest archivers that archived (', w). There cannot be such a set
of suggestions for a later instance, prior to r1. By Corollary[lland Lemmal[2 there
cannot be any suggestions from a guarded set for a different proposal in instance
r’. Thus, each honest selector will select a non-_L proposal and those proposals
are identical. By Lemma [B every honest archiver that completes Step (A.4) will
archive the same suggestion. Thus the proof holds for 7.

Now assume that the claim holds for all instances r”” where ' < r” < r holds;
we will prove the claim for instance . There is an honest archiver that completes
Step (A.4) in instance r and archives (r, w). Following Step (A.2) of instance 7,
it must have received archive messages from a maximal-wait set of selectors.
Each honest selector that sent such a message received select messages from a
maximal-wait set of archivers in Step (S.1) of instance 7.
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Each honest archiver sends the last suggestion it archived. Some honest
archivers might send suggestions they archived prior to instance r’, while other
honest archivers send suggestions archived in Step (A.4) of instance r”, where
r’ < 7" < r holds. By the induction hypothesis, all honest archivers that send a
suggestion archived by an instance ordered after instance r’ use proposal w in
their suggestions.

In instance r, each honest selector j awaits a set of messages L; from a
maximal-wait set in Step (S.1). L; has to contain suggestions from a quorum
Q" consisting entirely of honest archivers (by the opaqueness property of 4). By
the consistency property of A, the intersection of Q" and er contains a guarded
set, so Q" has to contain suggestions from a guarded set of honest archivers that
archived (', w) in instance r’ and that might have archived (7, w) in some later
instance. Therefore, selector j obtains w as a possible potential-proposal. Since
all honest archivers that archive a suggestion past instance r’ archive the same
proposal, there is a support-set for w with associated-instance-identifier 7 > r’.

There cannot be any other possible potential-proposal with an associated-
instance-identifier ordered larger than 7’ since, by induction, no honest archiver
archives a suggestion with a different proposal later than r’. Therefore, each
honest selector selects proposal w. By Lemma [, every honest archiver that
completes Step (A.4) archives the same suggestion. Thus, the proof holds for .

Theorem 1 (Agreement). If two honest deciders decide, then they decide the
same proposal.

Proof. 1f the deciders decide in the same instance, the result follows from Lemmal[Il
Say one decider decides v’ in instance r’, and another decider decides v in in-
stance r, with 7/ < r. By Lemma[l all honest archivers that archive in instance
r archive (r,v’). By the consistency property of A, an honest decider can only
decide (r,v') in instance r, so v = v'.

5 Full Protocols

The skeletal algorithm described above does not specify how instances are cre-
ated, how broadcasts are done in steps (A.1), (S.4), and (A.5), what specific
extended quorum systems to use for A and S”, how a selector j obtains propos-
als for Pj, or how j selects a proposal from P;. We now show how Paxos [6],
the algorithm by Chandra and Toueg [7], and the early protocol by Michael
Ben-Or [8] resolve these questions.

5.1 Paxos

Paxos [6] was originally designed only for honest systems. In Paxos, any node
can create an instance r at any time, and that node becomes the leader of the
instance. The leader creates a unique instance-identifier  from its node identifier
along with a sequence number per node that is incremented for each new instance
created on that node. The leader runs both a proposer and a selector. 8" is a
leader extended quorum system consisting only of that selector.
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The leader starts the instance by broadcasting a prepare message containing
the instance identifier to all archivers. Upon receipt, an archiver ¢ checks that
r > r;, and, if so, sets r; to r and proceeds with Step (A.1). Since there is only
one participant in S, the broadcast in (A.1) is actually a point-to-point message
back to the leader, now acting as selector. In Step (S.3), if the leader has to pick
a proposal from P, it selects the proposal by the local proposer. Thus, there is
no need for proposers to send their proposals to all selectors.

Unanimity and Validity follow directly from the absence of Byzantine par-
ticipants. To support Non-Blocking, Paxos has to assume that there is always
at least one correct node that can become a leader and create a new instance.
Consider a state in which some correct decider has not yet decided. Now con-
sider the following continuation of the run: one of the correct nodes creates a
new instance with an instance identifier higher than used before. Because there
are always correct nodes and there is an infinite number of instance identifiers,
this is always possible. The node sends a prepare message to all archivers. All
honest archivers start in Step (A.1) of the instance on receipt, so the selector at
the leader will receive enough select messages in Step (S.1) to continue. Due
to Lemma [B] and there being only one selector in 8", all honest archivers archive
the same suggestion in Step (A.4). The deciders will each receive a unanimous
suggestion from a quorum of archivers in Step (D.1) and decide in Step (D.3).

5.2 Chandra-Toueg

The Chandra-Toueg algorithm [7] is another consensus protocol designed for
honest systems. It requires a coordinator in each instance; the role of the coordi-
nator is similar to the leader in Paxos. Unlike Paxos, Chandra-Toueg instances
are consecutively numbered 0,1, ... . The coordinator of each instance is deter-
mined by the instance number modulo the number of nodes in the system, so
the role of the coordinator shifts from node to node at the end of each instance.
Each node in the system is both a proposer and a archiver. For each instance r,
selector quorum S” is the extended quorum comnsisting only of the coordinator
of that instance.

To start the protocol, a proposer sends a message containing a proposal to
all nodes. Upon receiving the first proposal, an archiver starts in instance 0 and
executes (A.1). The coordinator of each instance starts (S.1) upon receiving a
select message for that instance. In (S.3), P;.pick(r) returns the first proposal
received by the coordinator. Archivers that successfully complete (A.2-5) move
to the next instance. Archivers must be prepared to time-out while awaiting an
archive message from the selector of a particular instance, because the selector
can fail. When this happens, archivers proceed to (A.1) in the next instance.
When an archiver receives an archive message with a larger instance number
than it has thus far received, it aborts the current instance and skips forward to
the instance identified in the archive message.

In the original description of the Chandra-Toueg algorithm, the coordinator
for an instance is the only decider for that instance. This necessitates an addi-
tional round of communication, where the coordinator broadcasts a decision so
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that all nodes become aware of the decision. The Chandra-Toueg algorithm can
be changed so that all nodes are deciders in all instances without affecting the
rest of the protocol. This eliminates one round of communication while increas-
ing the number of messages sent in (A.5) of the skeletal algorithm. This is similar
to the algorithm proposed in [I3]. A comparison of the original Chandra-Toueg
algorithm and this modified version is given in [14].

As in the case of Paxos, Unanimity and Validity follow directly from the
absence of Byzantine participants. Non-blocking follows from that fact that a
honest, correct selector can always receive sufficient select messages in (S.1) to
continue. All honest archivers will always receive the same suggestion in (A.3),
since there is only one selector in each instance. If the coordinator for an in-
stance fails, then archivers for that instance will time-out and move to the next
instance.

5.3 Ben-Or

In this early protocol [8], each node runs a proposer, a selector, an archiver, and
a decider. Instances are numbered with consecutive integers. Proposals are either
“0” or “1” (that is, this is a binary consensus protocol), and each P; = {0,1}.
P,.pick(r) selects the local proposer’s proposal for the first instance, or a random
one in later instances.

Each of the selectors, archivers, and deciders starts in instance 1 and loops.
The loop at selector j consists of steps (S.1) through (S.4), with r; incremented
right after Step (S.4). The loop at archiver i consists of steps (A.1-5), with r;
incremented after Step (A.4). The broadcasts in steps (A.1) and (A.5) are to the
same destination nodes and happen in consecutive steps, so they can be merged
into a single broadcast, resulting in just two broadcasts per instance. Finally,
the loop at decider k consists of steps (D.1) through (D.3), with 7 incremented
after Step (D.3).

S" is the same extended quorum system as A for every instance r; both consist
of all nodes and use a threshold quorum system. Ben-Or works equally well in
honest and Byzantine environments as long as opaqueness is satisfied. It is easily
shown that if a decider decides, then all other deciders decide either in the same
or the next instance.

Unanimity follows from the rule that selectors select the locally proposed
proposal in the first instance: if all selectors select the same proposal v, then by
Lemma [3] the archivers archive v, and, by opaqueness of A, the deciders decide
v. Validity is ensured by the rule that selectors pick the local proposal in the
first instance and random proposals in subsequent instances. Selectors have to
pick random proposals in an instance iff there was not a unanimous suggestion
computed in (A.3) of the previous instance. This can only happen if both of the
binary proposals have been proposed by some proposer. Non-Blocking follows
from the rule that honest selectors pick their proposals at random in all but the
first instance, so it is always possible that they pick the same proposal, after
which a decision in Step (D.3) is guaranteed because of opaqueness for A.
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6 Implementation and Evaluation

The descriptions of the Paxos, Chandra-Toueg, and Ben-Or protocols above
show that these protocols share common building blocks. Having observed their
similarities, we now investigate how their differences affect their performance. To
do this, we implemented the skeletal algorithm, and built each of the three pro-
tocols using different configurations of the algorithm. In this section, we present
the implementation and the performance of the three instantiations.

6.1 Implementation

We built a simple replicated logging service, consisting of a set of servers that
use epochs of consensus to agree on the sequence of values to add to the log.
Clients submit values to any server; that server then attempts to have that value
decided in the current epoch by proposing that value. When a value is decided
in an epoch, the client that submitted the value is informed of the epoch number
in which the value was decided, and servers move to the next epoch. Each server
maintains an internal queue of values it has received from clients but that are
not yet decided, and attempts to get the values decided in FIFO order.

Paxos requires a leader election mechanism that was not described in the
original protocol [6]. We explored two different leader election mechanisms. First,
we built a version of Paxos where each node that wants to propose a value simply
makes itself the leader. By having each node pick instance numbers for instances
where it is the leader from a disjoint set of instance numbers, we ensure that
each instance can only have one unique leader. We call this version of Paxos
GreedyPazos.

We also built a variant of Paxos that uses a token-passing mechanism to
determine the leader. We call this version of Paxos TokenPazos. The current
leader holds a token that is passed to other nodes when the leader no longer
has any local requests to commit. Token request and token passing messages are
piggy-backed on select and archive messages. Further details of this protocol
are outside the scope of this paper.

For the implementation of Chandra-Toueg, we modified the original algorithm
to have all nodes be deciders in all instances. As described in Section [5.2] this
avoids requiring deciders to broadcast a decision when a value is decided, thus
improving the performance of our particular application where all servers need
to learn about decisions.

All of our implementations use a simple threshold quorum system for the
archiver and decider quorums, as well as for Ben-Or’s selector quorums.

6.2 Experimental Setup

We evaluate the protocols using simulation. In our experiments, the logging
service consists of a set of 10 servers. 10 clients generate the workload. Each
client sends requests to the servers according to a Poisson distribution with a
mean \. requests per minute. Each client chooses a server at random and sends
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Fig. 2. Mean time (left) and median time (right) to decide under varying request rates

its requests to that server. All client to server and server to server messages
have a latency that is given by a lognormal distribution with mean 100 ms and
standard deviation 20 ms. For each set of experiments, we measure the elapsed
time between when a server first receives a value from a client until the time
that the server learns the value has been decided.

6.3 Results

In the first set of experiments, we run the service with varying loads until 100
values are decided by the logging service. We vary the request rate A. from each
client from 0.5 requests per minute to 14 requests per minute. We report the
mean and median values of 100 decisions averaged over 8 runs of each experiment.
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Fig. 3. Communication overhead under varying request rates (left) and failure rates
(right)

Figure 2] shows the mean and the median latency for a single value to be
decided. The graphs show that as load increases, the time it takes for a value
to be decided increases gradually. At low loads, the performance of all four
algorithms is quite close. This is because in the ideal case, all four algorithms
take four rounds of communication for a value to be decided.

As load increases, performance degrades, because of contention between
servers trying to commit different values. GreedyPaxos consistently outperforms
TokenPaxos latency, particularly under heavy load. This is because selectors in
GreedyPaxos do not need to wait for the token before creating a new instance.
Under heavy load, each GreedyPaxos leader sends a prepare message in the
beginning of each epoch without having to wait. The leader with the largest in-
stance number wins and gets its value decided. TokenPaxos, on the other hand,
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Fig. 4. Mean time (left) and median time (right) to decide under varying failure rates

will always decide values of the node with the token before passing the token to
the next node with requests. This has two implications: i) if the leader keeps get-
ting new requests, other nodes can starve, and ii) one round of communication
overhead is incurred for passing the token.

The left graph in Figure Bl shows the number of messages that each protocol
uses to commit 100 values under different request rates. Ben-Or incurs a larger
overhead than the other protocols. This is because Ben-Or uses a selector quorum
that consists of all nodes rather than just a leader/coordinator, so (A.1) and (S.4)
of the skeletal algorithm send n? messages in each instance, rather than just n
messages in Paxos and Chandra-Toueg.

Also observe that compared to TokenPaxos, GreedyPaxos sends more mes-
sages as load increases. Under heavy load, each GreedyPaxos node broadcasts a
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prepare message to all other nodes in the beginning of every round. This results
in n? messages being sent rather than the n prepare messages that are sent in
the case of TokenPaxos.

Next we investigate the performance of each protocol under crash failures. We
model failure event occurrences as a Poisson distributed rate of A failures per
minute. When a failure event occurred, we failed a random server until the end
of the epoch. To ensure that the system is able to make progress, we limit the
number of failures in an epoch to be less than half the number of servers in the
system in order to satisfy the threshold assumption of the quorum systems that
we use. Keeping the request rate from clients steady at 7 requests per minute
per client, we vary the failure rate from 0.5 failures per minute to 12 failures per
minute.

Figure @] shows the mean and median decision latency for the four protocols
under varying failure rates. Note that GreedyPaxos and Ben-Or are not affected
significantly by server failures. Chandra-Toueg and TokenPaxos, on the other
hand, see significant performance degradation as the failure rate increases. This
is because Chandra-Toueg and TokenPaxos both depend on time-out to recover
from failures of particular nodes. In the case of Chandra-Toueg, failure of the
coordinator requires that all archivers time-out and move to the next instance;
in the case of TokenPaxos, if the node that is holding the token crashes, then a
time-out is required to generate a new token.

A comparison study presented by Hayabashibara et al. [T5] found that Paxos
outperforms Chandra-Toueg under crash failures. We find that this result de-
pends on the leader election protocol used by Paxos. In our experiments, Greedy-
Paxos outperforms Chandra-Toueg, but TokenPaxos performs worse under cer-
tain failure scenarios.

The right graph in Figure [3] shows the message overhead of each protocol
under varying failure rates, clearly showing that the number of messages sent is
not significantly affected by failures.

7 Conclusion

We investigated several well-known consensus protocols and showed that they
share the same basic building blocks. We used the building blocks to develop
a skeletal algorithm that can be instantiated to obtain Paxos, Chandra-Toueg,
and Ben-Or consensus protocols simply by configuring the quorum systems that
are used, the way instances are started, and other protocol-specific details. We
implemented the skeletal algorithm and used it to instantiate Ben-Or, Chandra-
Toueg, and two variants of the Paxos algorithm. Simulation experiments using
those implementations allowed the performance differences between these algo-
rithms to be measured for different workloads and crash failures. This approach
thus provides a basis for understanding consensus protocols and comparing their
performance. The skeletal algorithm also provides a novel platform for exploring
other possible consensus protocols.
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Abstract. Continuous consensus (CC) is the problem of maintaining an identi-
cal and up-to-date core of information about the past at all correct processes in
the system [TI]. This is a primitive that supports simultaneous coordination among
processes, and eliminates the need of issuing separate instances of consensus for
different tasks. Recent work has presented new simple and efficient optimum pro-
tocols for continuous consensus in the crash and (sending) omissions failure mod-
els. For every pattern of failures, these protocols maintain at each and every time
point a core that subsumes that maintained by any other continuous consensus
protocol. This paper considers the continuous consensus problem in the face of
harsher failures: general omissions and authenticated Byzantine failures. Com-
putationally efficient optimum protocols for CC do not exist in these models if
P # NP. A variety of CC protocols are presented. The first is a simple protocol
that enters every interesting event into the core within 7 + 1 rounds (where ¢ is
the bound on the number of failures), provided there are a majority of correct
processes. The second is a protocol that achieves similar performance so long as
n >t (i.e., there is always guaranteed to be at least one correct process). The final
protocol in the general omissions model makes use of active failure monitoring
and failure detection to include events in the core much faster in many runs of
interest. Its performance is established based on a nontrivial property of minimal
vertex covers in undirected graphs. The results are adapted to the authenticated
Byzantine failure model, in which it is assumed that faulty processes are mali-
cious, but correct processes have unforgeable signatures. Finally, the problem of
uniform CC is considered. It is shown that a straightforward version of uniform
CC is not solvable in the setting under study. A weaker form of uniform CC is
defined, and protocols achieving it are presented.

Keywords: Distributed computing, fault tolerance, consensus, continuous
consensus.

1 Introduction

Fault-tolerant systems often require a means by which independent processes or pro-
cessors can arrive at an exact mutual agreement of some kind. As a result, reaching
consensus is one of the most fundamental problems in fault-tolerant distributed com-
puting, dating back to the seminal work of Pease, Shostak, and Lamport [2]. When
the independent processes need to reach compatible decisions at the same time, they
often need to reach simultaneous consensus about particular aspects of the execution.
While early protocols in the synchronous model achieved consensus at the same round
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(e.g. [2]), it was noticed by Dolev et al. [3]] that non-simultaneous solutions are some-
times advantageous. Later work showed that simultaneous consensus required common
knowledge and this is a nontrivial requirement [4]]. Nevertheless, the need for simulta-
neous decisions to be compatible is very natural in many cases: E.g., when different
processes need to access distinct physical resources ‘at the same time, or when one dis-
tributed algorithm ends and another one begins, and the two use similar message texts
for different purposes.

We consider a synchronous message-passing system in which processes receive ex-
ternal inputs from the outside world at various times. Suppose that we are interested
in maintaining a simultaneously consistent view regarding a set of events E in the sys-
tem. The particular events that would be of interest is application-dependent, but it will
typically record events such as inputs that processes receive at various times, values
that certain variables obtain at given times, and faulty behavior in the form of failed or
inconsistent message deliveries. A continuous consensus (CC) protocol maintains at all
times k > 0 a core M;[k| of events of E at every site i. In every run of this protocol the
following properties are required to hold, for all nonfaulty processes i and j.

Accuracy: All events in M;[k]| occurred in the run.

Consistency: M;[k] = M;[k] at all times k.

Completeness: If the occurrence of an event e € ‘E is known to process j at any point,
then e € M;[k] must hold at some time k.

Decisions performed by different correct processes in the same round can be chosen
in a consistent manner if they are based on the core of a CC protocol. Indeed, once an
event recording a particular value or vote enters the core, the processes automatically
have simultaneous consensus regarding it. Finally, a CC protocol can replace the need
for initiating separate instances of a consensus protocol. By monitoring different events
in ‘E, the protocol can automatically ensure consensus on a variety of issues.

The continuous consensus problem was introduced in [1]], where it was studied in the
crash and sending omissions failure models. This generalized and simplified the earlier
related work in [3]]. The main results of [1]] are simple and efficient optimum CC proto-
cols for both crash and sending omissions failures, in the synchronous message-passing
model and assuming an upper bound of t < n — 1 on the total number of failures. The
core provided by their protocol at time k given a particular behavior of the adversary is
the union of all the cores provided by all correct CC protocols under the same adver-
sarial conditions.

In this paper we extend the study of the continuous consensus problem to more
problematic failure models: General omissions and Authenticated Byzantine failures.
In the former, a faulty process may fail to send a subset of the messages prescribed by
its protocol, as well as failing to receive a subset of the messages sent to it in a given
round. In the authenticated Byzantine failure model, faulty processes are malicious, but
correct processes have unforgeable signatures. This ability to sign messages implies that
correct processes cannot be misquoted about messages that contain their signatures. As
a result, the two failure models are actually quite similar. One property that they share
is the fact that when a process i reports not having received a message that another
process j was supposed to have sent it, this is proof that one of them is faulty. But this
proof is ambiguous regarding which one of them is the culprit. This is in contrast to
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the situation in the crash and sending omissions models. In those models, an unreceived
message provides unambiguous proof that the intended sender is faulty. This distinction
turns out to have significant implications on the efficiency of solutions to the continuous
consensus problem. While the optimum protocols in [I]] for the simpler failure models
can be implemented using linear-time computations and O(n)-bit messages, we adapt a
result of [3] to show:

Lemma 1. If P # NP then there exists no polynomial-time protocol implementing an
optimum solution to continuous consensus in the general omission (resp. in the authen-
ticated Byzantine) failure model.

This result is not detrimental, since optimum solutions are rare in general. For eventual
consensus, for example, it has been shown in [3]] that no optimum protocol exists at all,
even in the crash failure model. Moreover, searching for continuous consensus protocols
that are not optimum is still quite subtle in the presence of failures. Finding relatively
efficient ones (and proving their correctness) turns out to be a nontrivial task.

The further contributions of this paper are:

— We present a simple CC protocol that enters every interesting event into the core
within 7 4+ 1 rounds (where ¢ is the bound on the number of failures), provided there
are a majority of correct processes (i.e., n > 2t).

— We improve this protocol to one that achieves similar performance so long as n > ¢
(i.e., there is always guaranteed to be at least one correct process).

— Finally, we use fault monitoring and failure detection to obtain a protocol that in
many runs will include events in the core within much fewer than 7 + 1 rounds
of their discovery by a correct process. This protocol (called VC-CC) is based on
the construction of a conflict graph [5l6l7] and an analysis of failures in such a
graph. Intuitively, this is a graph whose nodes are process names, and where an
edge appears if there is an inconsistency between the two nodes implying that at
least one of them must be faulty. The faulty processes must at all times form a vertex
cover of the (edges of the) conflict graph. The correctness of the VC-CC protocol
depends on a nontrivial graph-theoretical result that shows the following: If the size
of the minimal vertex cover of a graph is b, then the size of the union of all minimal
vertex covers of G is at most 2b (see Appendix C).

To this end, we present two types of protocols. One type consists of compu-
tationally efficient protocols that have good behavior in the best case, and more
theoretical protocols that make use of an NP oracle and produce good performance
much more often.

— We then turn to consider the problem of obtaining uniform solutions to CC. In the
simpler crash and sending omission failure models [1]], the basic optimum protocol
is enhanced to yield an optimum solution for uniform CC. The resulting protocol
guarantees that all processes—both faulty and nonfaulty—have the same core at
all times. Moreover, the core contains exactly what it would under the optimal
(non-uniform) protocol. In the general omission and the authenticated Byzantine
models, solutions to CC in which all processes have the same core are shown to
be impossible. Essentially, if a faulty process might be blocked from receiving any
messages for arbitrarily long periods, then there is no way to ensure that it will
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maintain a growing core with useful and up-to-date information. We define weaker
notion of uniformity that requires the cores of the faulty processes to always be a
subset of those of the nonfaulty ones, and show that this version is attainable.

2 Continuous Consensus in the Generalized Omission Model

Using Authentication

Our analysis of the CC problem in the generalized omission model uses an authen-
tication scheme. Pease, Shostak and Lamport [2] presented an algorithm that reaches
agreement in a fault-prone system using authentication. Since the generalized omis-
sions model is in fact a simplified private case of the authenticated Byzantine model,
this analysis is valid in the generalized omissions model as well. Thus, our algorithms
in this section are presented for the authenticated Byzantine model.

We assume that all messages sent in the system are authenticated by unforgeable
signatures that enable processes to verify the source of the information they send and
receive. Since there are no “liars” in the generalized model, a process may sign a mes-
sage by simply adding its name to the message. In the authenticated Byzantine model,
it is assumed that the signatures are unforgeable despite the fact that some of the pro-
cesses may be “liars”, and thus the signatures are also used to verify the reliability of
the informationEl

Adding signatures to the data sent in the system enables each process to keep track
of the knowledge of other processes. When a process receives a piece of information, it
can deduce about which processes have received and signed this piece of information
by observing the signatures added to this information by other processes.

Notation

We now present some terminology and definitions referring to the usage of authenti-
cation in our system. Similar to the notation in [I]], our logical language consists of
propositions referring to a set of monitored events in our system. For simplicity, we
identify the set of monitored events E with a subset @ C @, and restrict monitored
events to depend only on the external inputs in the current run.

Define SENT;(k) as the message that process i sends in round k to each of the other
processes. We assume that each message is a sequence of atomic messages called data-
grams. A datagram is either a proposition, ¢ € @, or a signed proposition. A signed
proposition consists of a proposition and a list of process signatures. Denote by ¥ as
the set of all possible datagrams in the system. Clearly, ®z C V. We also define the
operation sign; : ¥ — W for a process i, so that if oo € ¥ then sign;(0) is a datagram
containing the information in o signed by process i. Notice that ‘¥’ is defined inductively
with primitive elements @, and is closed under the operations sign;(-) for all i € P. In
a given run, we denote by RCVD; (k) the set of datagrams received by i in round .

UIn practice, by having a public-key infrastructure in our system, one may produce crypto-
graphic signatures which are unforgeable with a very high degree of probability.
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Let oo be a datagram such that o = sign,,(...signp, (signy, (9))) with d > 1. If
P1,-.., Pa are pairwise distinct processes, then o is a d-signed datagram, and ¢ is d-
authenticated by o. We further define a function ¥ : ¥ — ®¢. Intuitively, F (o) is
the proposition embedded in the datagram o. Formally, for every datagram o, we have
F (o) = @ if there exists a sequence of processes (not necessarily distinct), (p1, ..., ps),
such that oo = sign, (... signp, (sign,, (9))).

A CC Protocol with Authentication

In this subsection we present two protocols that solve the continuous consensus problem
in the generalized omissions model using Authentication.

In Figure 1 we present the first protocol, ACC (which stands for Authenticated Con-
tinuous Consensus). Each process i runs the protocol individually, and computes a core
M;[k] in every round k. The core is guaranteed to be shared among the nonfaulty pro-
cesses. Process i places a proposition ¢ in its core when it receives a (¢ + 1)-signed
datagram, o, such that F (o) = ¢. Every process sends and receives messages accord-
ing to a protocol we call SFIP, which is a full-information protocol in which signatures
are used to authenticate every piece of information delivered in the system. In SFIP ev-
ery process broadcasts its information adding its signature to it. More formally, an SFIP
is a protocol with the following properties:

— An SFIP is, in particular, a FIP, i.e., in every round, every process sends a message
encoding all of its information to all other processes.

— Every primitive proposition p € @, sent by process i is signed by i.

— Inevery round &, each process i relays all datagrams received in the previous round,
adding its own signature to every datagram.

Acc(i)
M;lk] — 0 forall k> —1
for k > 0 in round &
do
send and receive messages according to SFIP
for oo € RCVD;(k)
if ois a (t + 1)-signed datagram then
Milk] — M U F (a)
end for
M,[k} — Mi[k— 1] UM,‘[H
end for

AN N AW -

Fig. 1. The Acc protocol for process i

Intuitively, once a process receives a sequence of 7 4 1 signatures for ¢, it is guar-
anteed that at least one nonfaulty process has received information about ¢, and has
forwarded it to all nonfaulty processes. These, in turn, are able to sign and forward the
datagram. Thus, as stated in Lemmal[2] all nonfaulty processes will add @ to their cores
simultaneously.
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Lemma 2. Let R be a system with n > 2t. Then ACC solves the continuous consensus
problem in R.

In Figure Pl we present AcCcD, which is a slight variant of Acc. In AccD, for every
datagram ¢ that i receives, it computes the round in which ¢ is expected to become a
(t + 1)-authenticated proposition. In a way, this is a bit similar to the concept of horizon
presented in [1]]: in each round of the CONCON protocol presented there every process
i tries to compute a horizon based on the number of processes known to be faulty.
The idea in AccD also uses a “horizon,” which is defined and computed differently.
While in CONCON the core is uniquely determined by a critical time and a critical set,
our approach in AccD is different; The “horizon” is computed for each proposition
individually, and thus the core cannot be represented by a particular critical time.

AccD(i)
Mi[k] — 0 forall k> —1
for k > 0 in round k
do

1 send and receive messages according to SFIP

2 for 0. € RCVD;(k)

3 if o is a d-signed datagram for some 1 < d <t+1 then
4 Milk+(t+1)—d) — M[k+(t+1)—d|UF ()

5 end for

6 M,[k} HMi[k—l]UMi[k]

end for

Fig. 2. The AccD protocol for process i

Lemma 3. Let R be a system with n > t. Then ACCD solves the continuous consensus
problem in R.

Discussion of AcC and AccD

Lower Bound on n. Notice that while ACC requires n > 2¢, ACCD requires just n > t.
The reason we require n > 2t for ACC is that a proposition is included in the core
once it is signed by ¢ + 1 signatures. Thus, as the proof of Lemma [2] shows, once
a proposition reaches a nonfaulty process, it is forwarded sequentially to other non-
faulty processes, and within at most 7 4+ 1 rounds it is bound to become a (z + 1)-
authenticated proposition. Specifically, an event that occurs at a nonfaulty process i,
must be forwarded through a sequence of ¢ different nonfaulty processes in order for
it to be included in the core. It must therefore by assumed that there are at least # + 1
nonfaulty processes. ACCD, on the other hand, does not require n > 2t, since if a d-
signed datagram o reaches a nonfaulty process at time m, it forwards the datagram to
all nonfaulty processes in round m + 1, enabling them to include ¥ (o) in the core at
m+(t+1)—d.
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More efficient implementations of SFIP. We previously defined a full-information pro-
tocol with signatures, SFIP, as a protocol similar to FIP except that it authenticates all
messages using signatures. While it has been shown in [lL]] that a FIP in our context may
be implemented quite efficiently, a first glance at SFIP shows that the overhead added
by the authentication mechanism may by quite high. Since every datagram in SFIP is
relayed by every process i, adding its own signature, it is easy to see that if a primitive
proposition p is sent by some process i at time 0, then the number of datagrams regard-
ing p in round k is O(n¥). If every signature has length s/, and every datagram has O(k)
signatures, then a message regarding p requires a length of O(sl - k- n¥). Since we have
n such messages in round k, we obtain communication complexity of O(sl -k -n-n*) of
signatures regarding every proposition p in every round. It is possible, though, to derive
a more efficient implementation of SFIP, by applying the following techniques:

(i) Avoid multiple instances: In order to avoid multiple datagrams for every propo-
sition, we can have each process i, relay at most one datagram corresponding to
every primitive proposition, p, in every round. In particular, for every such p,
process i chooses a datagram corresponding to p with the maximal number of
signatures. In addition, i completely ignores datagrams which already include i’s
signature, since they have already been sent by i. Avoiding multiple instances of
the same proposition helps reduce the communication complexity of signatures
regarding p to O(n?) in every round.

(i) Early stopping: Since in ACC we are not interested in datagrams with more than
¢+ 1 signatures, once process i receives a (7 + 1)-signed datagram ¢, it stops send-
ing any datagrams containing F (o). This reduces the communication complexity
of sending p to O(n-r) in every round. As for ACCD, once process i receives a
message containing a datagram @, it relays the datagram just once. In all future
rounds, process i ignores all datagrams 3 with F (o) = 7 (B), which reduces the
communication complexity of signatures about p to O(n).

(iii) Nominating relay processes: In ACC it is possible to nominate 2¢ + 1 processes
to sign the data they send, while the rest of the processes follow the standard FIP.
This allows for a communication complexity of O(¢?), while still enabling the
protocol to work correctly. Similarly, in ACCD we can nominate ¢ + 1 processes,
reducing the comm. complexity to O(r).

Uniformity. The uniform continuous consensus (UCC) problem was presented in [[]].
UCC requires all processes, including the faulty ones, to have the same core at all times.
It is an interesting observation that in the crash and omission models, the protocol ACC
that we presented above solves UCC. Since in these models a faulty process is assumed
to receive all messages sent to it, it is easy to verify that every faulty process receives
a (r+1)-signed datagram o at the exact same time that the nonfaulty processes receive
it, and can thus include o in its core. On the other hand, ACcD is not uniform, since
its correctness depends on the process i running the protocol being nonfaulty; only a
nonfaulty process may assume that a d-signed datagram is guaranteed to be relayed to
all the nonfaulty processes, and become common knowledge in 4+ 1 — d rounds.

In the generalized omissions model, however, we do not have uniformity for Acc,
since a faulty process may fail to receive many or even all of the messages sent to
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it, keeping its core from growing as it should. Consequently, no protocol can guarantee
both Completeness (which is defined for nonfaulty processes) and Uniform Consistency
in the generalized omission model (see [[])). It is possible, however, to obtain a weaker
variant of the Uniform Consistency property. Let j be a nonfaulty process, and let z be
an arbitrary process, then:

Weak Uniform Consistency: M. [k| C M;[k] at all times k.

We say that a protocol solves the weak UCC problem (WUCC for short), if it satisfies
Accuracy, Consistency and Completeness, and in addition it also satisfies Accuracy for
the cores of faulty processes and Weak Uniform Consistency, which is related to the
cores of faulty and nonfaulty processes. It is easy to see that ACC solves the WUCC
problem in the generalized omissions model.

3 CCin the Generalized Omission Model - Improved Protocols

In the previous section we presented ACCD and Acc. Both of these protocols solve
the CC problem in the generalized model. However, in both of these protocols no event
may be included in the core earlier than 7 4 1 rounds after it occurs. In this section we
discuss different solutions to the CC problem, which provide a richer core, and enable
some propositions to join the core earlier than they would in either of the two protocols
above.

Similar to the protocols in the previous section, our protocol uses message authenti-
cation. The idea is that if in round & it is confirmed that a subset S(k) C PP contains at
least s faulty processes, then we know that S(k), the complement of S(k), contains at
most ¢ — s faulty processes, allowing us to add (¢ — s+ 1)-authenticated propositions to
the core.

The Conflict Graph

In [5] Moses and Tuttle prove that the problem of testing for common knowledge in
the generalized omission model is NP-hard by showing a Turing reduction from the
Vertex Cover problem to the problem of testing for common knowledge. It follows by
their analysis that information about the number and identities of faulty processes can
be obtained by a Vertex Cover computation, as we shall now describe.

Assume that at the end of every round k, process i constructs a graph, G;(k) =
(V,E;(k)). V consists of n vertices, each labelled by a unique process name. E;(k) con-
tains an edge {p;, ps} i knows at the end of round & that at least one message between
p;j and ps has not been delivered successfully. G;(k) is called a Conflict Graph, since
each of its edges stands for a conflict between its adjacent nodes: At most one of them
is nonfaulty. It is thus easy to see that the nodes representing the processes which have
displayed faulty behavior up to round k form a vertex cover of G;(k). It follows that if
Gi(k) has a minimum vertex cover of size s, then there must be at least s faulty processes
in 7. Our protocol, VC-CC is based on these properties of the conflict graph.

The analysis in this section uses the conflict graph to solve the CC problem. As we
shall see, since the conflict graph represents information about potential failures in the
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Accl(i)
M;lk] < 0, By[k] — 0 forall k> —1
for k > 0 in round k
do
repeat iteratively until By [k] stabilizes
send and receive messages according to SFIP
for oo € RCVD;(k)
if o is (r — [Buy[k]| + 1)-signed by P\ By [k] then
M;[k] — M;[k]| U F (on)
end for
M;lk] — M;[k—1]UM;[k]
forall jeP
By [k] < j if M;[k] implies that j is faulty
end repeat
end for

S O 0NN R WD

—_

Fig. 3. The Accl protocol for process i in the generalized omission model

system, this information may be used to include some facts in the core earlier than they
would in either ACC or AccD.

A Simple Protocol Using the Conflict Graph

We first present a very simple protocol, which is an extension of ACC. The protocol is
called AcclI (short for Improved Acc). The idea is that instead of defining the core as
all # + 1-signed facts, we allow the information in the core to reduce this t + 1 round
margin. For example, if the fact that process z is faulty is included in the core, then the
fact that there are at most 7 — 1 faulty processes among P\ {z} is also in the core. Thus,
receiving 7 signatures from processes in the set P\ {z} should be enough to include a
fact in the core.

In Accl, in every round, each process constructs a conflict graph according to the
information in the core. We define Bys[k] as the set of processes that are confirmed to be
faulty according to information in M;[k]. Specifically, once the conflict graph contains
edges from a process z to at least ¢ 4 1 different processes, z is confirmed to be faulty,
and thus z € By[k]. More generally, if a process z has at least  — By [k] + 1 conflicts
with processes from P\ By[k], then z must be faulty, and thus we can include z in
By [k]. Notice that updating By[k] may require iterative repetition of the steps above,
until By[k] stabilizes. It is important to note that ACCI has polynomial running time,
since it requires counting the number of edges connected to each node, which requires
polynomial computations.

VC-CC

We now present VC-CC. In each round, every process computes a conflict graph,
Gi(k). Tt is essential that the conflict graphs constructed by all processes are the same in
every round, since the computation of the core is based on the information in the con-
flict graph, G;(k). Thus we require that G; (k) is constructed by i according to M;[k — 1],
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VC-CC(i)
0 Mkl —0 forallk>—1
for k > 1 in round k do
send and receive messages according to SFIP
M;[k] — Mk —1]
{0
compute gl@ (k)
repeat
for o. € RCVD;(k)
if F (o) & M;[k] and AUTHENTICATEDVC(QE” (k), o) then M;[k] «— M;[k|U F (o)
{—1+1
compute gl@ (k)
o (0 -1
until G (k) =G, (k)
end for

AW N =

O 0 3N W

Fig. 4. The VC-CC protocol for process i in the generalized omission model

which guarantees a consistent conflict graph for all nonfaulty processes. The subrou-
tine AUTHENTICATEDVC(G, o) (used on line 6 in the protocol) performs a test on
o according to G, and returns TRUE if o is to be included in the core, and FALSE
otherwise.

After updating the core M;[k] at time k (lines 5 and 6), a new conflict graph, G;(k)
may now be constructed (line 8), based on recent information. Thus we iteratively up-

date M;[k] according to g,@)(k), and construct g,@ (k) according to the recent compu-
tation of M;[k], until a fixed-point of G\ (k) is reached (line 9).

The subroutine AUTHENTICATEDV C(G, o) performs a test on o according to G, the
conflict graph. It returns TRUE if the conflict graph G and the signatures in o verify
that F (o) should be included in the core.

Lemma 4. VC-CC solves the Continuous Consensus problem for n > 3t.

We will now briefly discuss the intuition behind the proof of Lemma[l The challeng-
ing part of the proof is to show that VC-CC satisfies Consistency. There are three
locations where the subroutine AUTHENTICATEDV C(G, o), returns TRUE, indicating
that o should be included in the core. We consider each of these cases separately:

(i) o is a d-signed datagram by a set of processes D, and it is guaranteed that at
least one of the processes in D is nonfaulty (lines 2 to 5 in the AUTHENTICAT-
EDVC subroutine). For every o which is d-signed by a set of processes, D, we
compute the min-VC of the set P\ D. If the size of the min-VC is b, then the set D
contains at most ¢ — b faulty processes, and thus any if d >t — b, then at least one
nonfaulty process exists in D. In this case o is inserted into the core at k+1+1 —d,
i.e., to M;[k+1t+ 1 —d]. Proving consistency for this case is the delicate part of
the proof. It depends on the following graph-theoretical propertyH

2 As with all claims in this paper, the proof of Lemma 5 is deferred to the full paper.
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Lemma 5. [fthe size of the minimum vertex cover of an undirected graph is b, then
the union of all its vertex covers has size 2b at most.

(ii) a is (r — ¢+ 1)-signed by processes from P\ C (lines 6 to 8 in the protocol).
AUTHENTICATEDVC computes all vertex covers of G with at most # nodes. Let

m
Vi,...,Vs be these VC’s. Define C £ () v;, and ¢ £ |C|. The set C is the conjunc-
=1
tion of all vertex covers of size f, ané thus includes all nodes which are guaran-
teed to represent a faulty process. It follows that the set P\ C contains at most
t — ¢ faulty processes, and thus t — ¢ + 1 signatures are enough to authenticate a
datagram and return TRUE.
(iii) o is ¢+ 1-signed (lines 9 and 10).
We note that proving the consistency property in cases (ii) and (iii) above, is
very similar to proving the consistency of ACC.

4 Byzantine Continuous Consensus

So far we discussed the generalized omission model. However, since we are using an
authentication scheme, a natural extension to our analysis is to consider the authenti-
cated Byzantine model. Our assumption in this model is that although faulty processes
may be “liars,” they can only lie about their own local states and inputs, and cannot alter
any relayed information.

When analyzing the CC problem in the context of the authenticated Byzantine model,
we find that satisfying the Accuracy property may prove a bit problematic: a faulty pro-
cess, z, may falsely claim that an event e occurred, without any process ever realizing
that z is faulty. In this case including e in the core would spoil its Accuracy. We solve
this problem by modifying the sets of primitive propositions and monitored events, ®
and ‘E(V), defined above. Let ®” be a set of primitive propositions of the form “pro-
cess i claims that p” for i € P and p € ®. Similar to our definition in Section 2l we
restrict our analysis to a set £® of monitored events that is identified with ®5 C @,
such that monitored events depend only on what processes claim about their inputs.

AUTHENTICATEDV C(G, o)

s

compute C and ¢ according to G

if o is d-signed by a set of processes D such that d <t then
G' —G|P\D
b « size of min-VC of G’
if d >t — b+ 1 then return TRUE

h—t—c

if o is signed by a sequence of processes, at least 1+ 1 of which are from P\ C then
return TRUE

if o is a 7 + 1-signed datagram then
return TRUE

return FALSE

—
— O 0 001N LBk W

—_

Fig. 5. The AUTHENTICATEDV C procedure used in VC-CC



84 T. Mizrahi and Y. Moses

When using authentication, propositions from <I>l% cannot be forged, since when a pro-
cess receives a proposition p € <D%, it may verify its signature. Thus, in this context the
Accuracy property does not present a problem in the authenticated Byzantine model.

By restricting the core to the set E? of monitored events, it is easy to verify that
both the protocols shown in Section 2] as well as the ones shown in Section 3] provide
a solution to the CC problem. The usage of authentication eliminates the possibility of
forging relayed messages, while a message produced by a faulty process j regarding
a proposition g is not considered a lie in our context, since it is indeed true that “;
claims that ¢”. Notice, however, that the core may still contain both “; claims that ¢”
and “j claims that =¢”, provided that j is faulty. Such inconsistencies may be settled by
protocols for Byzantine agreement that are beyond the scope of this work.

5 Conclusion

In this paper we discussed the continuous consensus problem in the generalized omis-
sion model. We presented two very simple protocols, ACC and ACCD, that solve the
CC problem in this model by using an authentication. We showed that these protocols
may be implemented quite efficiently. Whereas ACC requires n > 2t, we have shown
that AccD applies for n > ¢. In addition, we have shown that AccD is early stopping,
and that ACc, on the other hand, satisfies the weak uniformity property.

While Acc and AccD both solve the CC problem in the crash and omission models,
none of them is optimal. In both protocols it takes at least # + 1 rounds from the time
that an event takes place until it is included in the core. As shown in [1], in the crash
and in the sending omission models, some events may enter the core much sooner than
this, by using a protocol called CONCON.

It was shown that by maintaining a conflict graph of the system, processes obtain
information about failures in the run, which allows them to add facts to the core sooner
than 7 + 1 rounds after their occurrence. We showed a very simple protocol called Accl,
which uses the conflict graph to identify a set of confirmed faulty processes, thus en-
abling processes to include in the core datagrams with less than ¢ + 1 signatures.

Finally, we presented VC-CC, which, in addition to the techniques used by the pre-
viously described protocols, uses a subtle vertex-cover computation to obtain further
information about failures in the system. While this solution produces a richer core, it
is computationally problematic, since it requires computing the minimal vertex-cover,
which is an NP-hard computation.
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1

The Problem of Byzantine agreement was proposed by Lamport, Pease and
Shostak[11] in 1980. It was formulated to solve the problem of Byzantine gener-
als, in which, the generals, some of whom may be faulty, try to decide whether or
not to carry out an attack. Some traitorous generals may lie about whether they
will support a particular plan or what other generals told them. Formally, each
player starts with an input value, from a finite set, V' and decides on an output
value from same set. The players have to attain the consensus, given the fact
that some of the players may be faulty and may behave in a malicious manner.
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Abstract. An important problem in the fault tolerant distributed sys-
tems is reaching a consensus among a set of non faulty processes, even
in the presence of some corrupted processes. The problem is couched
in terms of generals attempting to decide on a common plan of attack.
This is in fact the well known Byzantine Generals Problem. We present a
consensus protocol of O(In) communication complexity in asynchronous
networks (there is no common global clock and message delivery time
is indefinite) with a small error probability where n is the number of
players and [ is the length of message, given [ is sufficiently large, such
that [ > n®. This improves the previous result with O(In?) communica-
tion complexity[5]. Further more, we have proposed a reliable broadcast
protocol in asynchronous networks with the assumption that messages
delivery time is finite. Both of our protocols can tolerate up to t < 7%
corrupted players and is computationally secure.

Keywords: Distributed computing, byzantine agreement problem, fault
tolerance, computationally bounded byzantine adversary.

Introduction

The conditions for consensus are specified as follows.

1.
2.

Agreement: No two non faulty players decide on different values.
Validity: If all non-faulty players start with the same initial value, v € V|
then v is the only possible decision value for non-faulty player.
Termination: The termination condition requires that all non-faulty play-
ers must eventually decide.
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Another variant of this problem is the broadcast problem, which aims at achieving
broadcast in the distributed environment. The protocol for solving this problem
is known as the reliable broadcast. A unique player, known as the sender begins
the protocol by sending the message to other players. The reliable broadcast
protocol aims at broadcasting this value to all the players, so that each player
decides on an output value. For broadcast, the agreement and the termination
conditions remain the same but validity condition differs. The conditions for
broadcast are specified as follows.

1. Agreement: No two non faulty players decide on different values.

2. Validity: The players must decide on the sender’s value, if the sender is
honest.

3. Termination: The termination condition requires that all non-faulty play-
ers must eventually decide.

Byzantine fault is an arbitrary fault that occurs during the execution of a pro-
tocol in a distributed system. There are a variety of byzantine faults, like, the
byzantine adversary may not follow the protocol. He may choose either not to
send any values or to send different values to different players. The synchronous
model of underlying network assumes the presence of global clock and has fixed
bound on message delivery times. The asynchronous model assumes no such
bounds. So, messages can be arbitrarily delayed. An adversary can be static
(chooses its victims before the start of the protocol) or dynamic (can chose its
victims during the course of execution of the protocol). Attaining security against
a dynamic adversary is often much harder than against a static adversary.

Related Work

A fundamental result in this area is the impossibility of the byzantine agree-
ment[9] in asynchronous networks which rules out the existence of determinis-
tic protocol. So, to solve the consensus, the asynchronous distributed systems
have to be enriched with additional power. Common coins[12], randomization[1]
(probabilistic protocols) and unreliable failure detectors[7] are some examples of
such additions that make it possible to solve the consensus, despite asynchrony
and failures. Several protocols[2,3,5] in the literature are of O(In?). Recently,
Ramasamy[13] proposed atomic broadcast protocol of O(In), but the worst case
complexity is O(In?) and it works only for static adversary. The atomic broad-
cast protocol can be reduced to consensus|7].

Motivation and Contribution

We attempt to solve the open problem left by Fitzi and Hirt[10]. Their paper
extends the synchronous short message broadcast protocol to the long message
multivalued consensus protocol. We propose the long message multi-valued con-
sensus protocols in the asynchronous networks (there is no common global clock
and messages delivery time is indefinite) using the asynchronous short message
broadcast protocol as a black box. The asynchronous reliable broadcast proto-
col with an assumption that messages delivery time is finite is proposed. The
communication complexity of our protocol is O(In) with a negligibly small error
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probability, given [ is sufficiently large, such that [ > n3. We used the reliable
broadcast protocol proposed by Cachin[4] as a black box. Our reduction protocol
works for byzantine failures, dynamic adversary and is computationally secure.

Model

We propose a solution for the agreement problem in the asynchronous networks.
We assume that underlying network is completely connected and the communi-
cation channel between every pair of players is secure. The Adversary is dynamic,
this means the adversary can choose corrupted players at any time of the pro-
tocol execution. The Adversary is computationally bounded and the byzantine
faults are considered (messages can be delayed, wrongly sent or may not be sent
at all). Adversary controls at most ¢ number of players, in other words there are
at most ¢ malicious players among n players.

Paper Organization

The paper is organized as follows. Section 2 explains the components used by the
protocol: black box, universal hash functions and threshold broadcast() protocol.
Section 3 presents an overview of the proposed protocol. Section 4 elaborates the
consensus protocol and analyzes the security of each stage. Section 5 presents the
reliable broadcast protocol. Sections 6 discusses the communication complexity
of the protocol and finally, Section 7 concludes the paper.

2 Preliminaries

Black box

Any asynchronous reliable broadcast protocol[3,4] with order of O(In?) can be
used as black box. We use the protocol proposed by Cachin et.al.[4] for asyn-
chronous networks as a black box. The communication complexity of this pro-
tocol is O(In?). The Adversary is dynamic, computationally secure and the
protocol works for byzantine faults. Optimal resilience (n > 3t + 1) is achieved.

Universal Hashing[6]

It is a randomized algorithm for selecting a hash function G' with the following
property: for any two distinct inputs x1 and o, the probability that G(z1) =
G(z2) (i.e., there can be a hash collision between z; and x2) is |, where G has
function values in a range of size r.

2.1 Cryptographic Primitives

We use well known digital signature schemes and non-interactive dual threshold
signatures[14]. The Dealer distributes the keys at the beginning of the protocol.

2.1.1 Non-interactive Dual-Threshold Signatures
The (n, K, t)-dual threshold signature scheme[8,14] has n players and at most ¢
malicious players. Every player holds the share of the secret key of the signature
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scheme, and generates the signature share on individual messages. « is the thresh-
old of the signature shares required to construct the signature, t < x <n —t¢.

Generation of keys

Let p1,po, - - - pn be the set of players. The dealer sets up the system, generates a
public key PK, a global verification key V K, the secret key shares SK7,...,SK,
and the local verification keys V K1, ...,V K,,. Initially, each player p; has the
secret key SK; along with the public key PK. The sender sends the message
to all the players at the beginning of the threshold broadcast protocol. The
sender additionally has the verification keys. A practical scheme that satisfies
these definitions in the random-oracle model was proposed by Shoup[14]. In a
non-interactive dual threshold signature scheme, generation and verification of
signatures is non-interactive.

Algorithms involved in (n, x,t)-dual threshold signature scheme

1. The signing algorithm (run by F;)
Input : A message m.
Output : A signature share s, on the submitted message signed by secret key
share SKj;.
2. The share verification algorithm (run by sender)
Input : A message m, a signature share s; on the submitted message signed
by SK; and other keys PK, VK;, VK.
Output : TRUE if and only if the signature share s is valid.
3. The share combining algorithm SCA() (run by sender)
Input : A message m, k valid signature shares on the message, PK, VK,
Output : A valid signature on the message m.
Let shares = { set of all k valid signatures s, }
m' = SCA(m, sy, sh, s, VK1, - VK,)
4. The signature verification algorithm (run by P; other than sender)
Input : A message m, a signature m’ (generated by the share-combining
algorithm), PK.
Output : TRUE iff the signature is valid. Verified by VK.

Security Requirements

1. Robustness: It is computationally infeasible for an adversary to produce s
valid signature shares such that the output of the share combining algorithm is
not a valid signature.

2. Non — forgeability: It is computationally infeasible to output a valid signa-
ture on a message that was submitted as a signing request to less than x — ¢
honest players.

2.1.2 The Threshold broadcast() Protocol
We briefly explain the Threshold broadcast() protocol in this section. To ob-
tain a signature on a message m, the sender broadcasts the message through
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the Threshold broadcast() protocol to all the players and obtains the mes-
sage m’/ with threshold signature. In the proposed protocol, whenever a player
wants to broadcast his value, he obtains signature on the message through
Threshold broadcast(m) protocol. The protocol is similar to consistent broad-
cast protocol found in the literature[4]. The Threshold broadcast(m) protocol
returns the signed message m’. The steps involved in the protocol are as follows:

1. The sender broadcasts the message m to all the players.

2. Every player p; upon receiving the message m from the sender, signs the
message with his secret key share SK; and obtains the signature share s, on
the message m using signing algorithm and sends his share s to the sender.

3. The Sender waits for the arrival of s; and checks the validity of message once
received using share verification algorithm.

4. As soon as the sender receives ["T217 valid shares, he generates valid sig-
nature on the message m using share combining algorithm.

m' = SCA(m, shares, VKy,...,VK,).

5. return(m’).

Lemma 1: The sender definitely gets the message with threshold signature, m’
if he is honest.

Proof: As the sender is honest, he sends the correct message to all the players.
All honest players generate a signature share on m as soon as they receive it
from sender and send back to the sender. Since, at least ["*2*!1] honest play-
ers return their share to the sender, sender can correctly obtain the m’. Hence
proved. O

Lemma 2: The sender can obtain at most one message with threshold signature
wrrespective of whether he is honest or dishonest.

Proof: From lemma 1, if the sender is honest, he can obtain m’. We prove
that even if the sender is dishonest he obtains at most message with threshold
signature, m. We prove this by contradiction. Suppose the sender obtains two
messages with threshold signature, say m/, mj. So, there should be at least
["*1+1] signature shares for each of the messages, that is totally (n +t + 1).
Since there are (n — ¢) honest players, at most n — ¢ signature shares can be
obtained from distinct honest players. The adversary controls at most ¢ players
and therefore they can contribute at most 2t signature shares. Totally, at most
n —t+ 2t = n + t signature shares can be obtained. As sender obtained both
messages, at least one honest party might have signed both m/ and m}, signature
shares, which is impossible according to protocol. Hence, m} = m}. O

Communication Complexity
Given the length of the signature is 7" and length of the message is [, the com-
munication complexity is (I + T')n.
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3 The Byzantine Agreement Protocol Overview

We briefly discuss the major parts of the protocol in this section.
Let P be the set of all players and Pponest be the set of all honest players. The
protocol has 3 important stages: First Stage, Set Creating Stage and Final Stage.

First Stage
Initially, the sender sends the message m and the signature m’ to all the players.
This stage acts as a supporting stage to the set creating stage.

Set Creating Stage
The goal of the set creating stage is to identify a set A C P of size at least
n 417 “such that all the players in A hold the same input message m.
2

— Each player sends the hash value of his message to other players and com-
pares his message with other players and jointly determines the subset.

— If at least f""‘é"‘l] players do not have the same message, then all the players
are set to the predefined default value.

Final Stage

In the Final Stage, every player p; € A distributes his message to all the players in
the set (P—A). In order to keep the communication cost low, every honest player
is distributing only part of the message rather than the full-length message. This
stage will never be aborted. After the final stage all the honest players will have
the same message and the protocol execution completes.

4 The Consensus Protocol

The set creating stage and final stage together will act as the consensus proto-
col. We name our protocol as Hash consensus. Initially, every player p; has his
own value as input, that is m; has some random value at the beginning of the
protocol. The set creating stage and final stage protocols are described below in
detail.

4.1 Set Creating Stage

The goal of the set creating stage is to identify a set A C P of size at least
(n — t), such that all the players in A hold the same input message m. For
the players to mutually agree on the fact that both the players have the same
message, we use universal hash function. We are considering € - almost two
universal hash functions introduced by Carter[6]. This is a family U = {Uy,
kE=0to27—1,q > 1}, where each hash function Uj maps arbitrary strings
(0,1)" to constant length ¢-bit strings. As we are using universal hash function[6],
given two distinct messages, the probability that they have the same hash value
is negligibly small. In other words, for two distinct messages m1 and ms, the
probability that Ug(m1) is equal to Ug(msz) is QEQ, for given message length [
and random key k, ¢ = |Uk(m;)|-
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The Set Creating Stage Protocol

1. Every player p; € P using the key k for a universal hash function Uy, com-
putes hash value of the message, h(m;) = (k, Ux(m;)).

2. By using the reliable broadcast protocol (black box B()), player p; broadcasts

his hash value and other players agree on < k, h(m;) > value, if he is honest.

Otherwise they agree on the default value.

All the players agree on the same set of hash values.

4. For every player, out of the received values, if there are at least f""‘;“]
players with same hash value, then those players belong to the set A and
remaining players belong to the set B. Each player knows, to which set he
belongs to and to which set every other player belongs to. Thus, the set
creating stage succeeds.

5. If there are less than ["*.*!] players with same hash value, then all the
players agree on the default value. Hence, the protocol execution terminates.

©w

In the next stage, every player belonging to A should send their value to every
player belonging to B. A player belonging to the set B trusts a received value
only if it is sent by at least (¢ + 1) players. But if |A| = ¢ + 1, there can be
t dishonest players in the set A and they may not send correct values to the
players of the set B. So, the size of the set A should be at least (2¢ + 1). In the
above case, the size of the set A is [""*'] which is greater than (2t + 1).

Lemma 3: In the consensus protocol, at the end of the set creating stage, at
least f"+§+11 players agree on a common message, m or all the honest players
agree on the default value.

Proof: In the set creating stage, if at least f"+$+11 players start with the same
value, then their hash values will be equal (as m; = m;, h(m;) = h(m;)). Hence,
a set A of players of size at least [""/™'] will be created, such that all players
agree on a common value. If at least [ 2] players do not start with the same
value, then at the end of the set creating stage, all the players agree on the
default value. a

4.2 Final Stage

The players belonging to the set B know the hash value on which the players
belonging to the set A agreed, but they do not know the corresponding message.
In this stage, the players of the set A send the message to the players of the set
B. Let my4 be the value agreed by all the players belonging to the set A. We use
the same universal hash function mentioned in set creating stage.

Every player p; € A sends a share of the message m4 to every player p; € B.
This is done in the following manner. The message m 4 is divided into d pieces
(each of length ["'7) and by using these d values as coefficients, every player
forms a unique polynomial f,, of degree (d — 1), calculates f,,(i) and sends it
to every player p; € B. As the value of ¢ varies from 1 to |A|, z can take a
maximum value of |A]. Let us denote f,, (i) by y;. The maximum length of y; is
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[“311 +dlog |A|. A player p; € B needs d points to compute the polynomial, so
we set d = |A| —t (as at most ¢ players can be malicious). For eg., the message,
ajasasagasae can be divided into 3 pieces and by using them as coefficients, a
polynomial like, a1as2? + asasx + asag can be formed.

The Final Stage Protocol

Exponential Solution

1.

Every player p; € A computes |y;|, d and f,, as described above, and sends
the |y;| bit length piece y; to every player p; belonging to the set B.

Every player p; € B waits for the arrival of at least d values of y; from
players p; belonging to A.

As soon as every player p; € B receives the d values, he forms the polynomial,
retrieves the message m and computes the hash value of message.

If this hash value matches with the hash value received in the set creating
stage, that is, h(ma), then received message is correct, otherwise there is at
least one wrong value of y;, so the player waits for arrival of one more y;.
Every player p; € B, after receiving one more value, forms polynomials
for all combinations of d values. From every combination he retrieves the
message and calculates its hash value and checks whether this hash value
equals to h(m ) value. If all values fails, he waits for the arrival of one more
y; value. For checking all possible combinations it takes exponential time.
Players repeat step 5 until they retrieve the correct message.

Polynomial Solution

1.

2.

Every player p;, € A computes d and f,, as described above, and sends piece
y; to every player p; € B
Every player p; € A selects random key k for a universal hash function Uy,
computes the hash values H; = (k,Uk(y1), ..., Uk(y)4))), and sends them to
every player p; € B.
Every player p; € B waits for arrival of d number of y; values, and (¢ + 1)
number of H values as every H includes Uy (y;)
If
at least (¢ + 1) number of Ug(y;) hash values match with
hash value of y; then the received value is correct.
else
If
at least (¢ + 1) number of Uy (y;) hash values do not
match with hash value of y; then the received value
y; is wrong, so wait for arrival of one more y; value.
else
wait for arrival of one more Uy (y;) hash value. In
other words, wait for arrival of one more H; value.
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5. Step. 3 and Step. 4 are repeated till d number of correct y; values are obtained
and the message is retrieved. The hash value of this message is equal to the
hash value received in set creating stage. It takes polynomial time as we are
not checking all combinations.

Lemma 4: At the end of final stage, all the honest players agree on a common
value.

Proof: The goal of this stage is to transfer the the message agreed by the players
of the set A to the players of the set B. From lemma 3, at least ["*/*!] players
agree on the message m. As ["TIF1] > (2t + 1), it is possible for the players of
set A to send their value to B.

Case 1: Exponential Solution

After this stage, all the players belonging to the set B checks whether the value
obtained in final stage is equal to h(ma) or not, and they retrieve the correct
value with high probability.

Case 2: Polynomial Solution

Every good piece y; of an honest player, p; € A will be confirmed by at least
(t + 1) players (i.e. at least one honest player). Then, every player belonging
to the set B receives d number of correct y; values. All these points indeed lie
on a polynomial and a unique polynomial of degree (d — 1) can be obtained by
interpolation. Hence, the message m is retrieval. O

Theorem 1: The Hash consensus protocol solves the consensus problem with
a small arbitrary error, QZq and can tolerate at most % dishonest players, where
l is the length of the message and q is the length of the hash message.

Proof: As we are using universal hash function, we have a small arbitrary error
probability of qu. We prove that the protocol follows all conditions of the con-
Sensus.

Agreement: From lemma 3, at the end of the set creating stage, either all of the
players agree on the default value or there will be a set A, of size at least ["T/+1]
such that all the honest players € A have the same value. From lemma 4, this
value will be sent to the remaining players. Hence, all the honest players agree
on the same value.

Validity: If all the honest players start with the same value, then there will be a
set A, of size at least (n — t) such that all the players € A have the same value
(as my = ma, h(m1) = h(mz)). From lemma 3, at least ["*/"!] players agree on
the message m. From lemma 4, it is successfully transmitted to the remaining
players. Hence, all the non faulty players agree on m.

Termination: The protocol terminates after either set creating stage or final
stage. u
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5 The Reliable Broadcast Protocol

The reliable broadcast protocol consists of three consecutive stages, first stage,
set creating stage and final stage. The first stage and the set creating stage
together construct a set of players, A of size at least [”*5“1 such that all the
players of set A have the same value. In final stage, this message is sent to the
remaining players. We name our protocol as Byz-hash. The description of each
of the stages is given below.

5.1 First Stage

This stage uses the sub-protocol Threshold broadcast(), mentioned in section 2.3.2,
to obtain the threshold signature on the message m.

The First Stage Protocol

1. Initially every player p; sets his value m; to default value.

2. The sender obtains threshold signature m’ on his message m.
m’ = Threshold broadcast(m)

3. The sender sends the messages < m,m’ > to all the players.

4. If a player p; receives the value < m,m’ >, he checks its validity. If it is valid
then he sets his message m; to m’.

The set creating stage is similar to section 4.1 except that at beginning of the
set creating protocol players assign their message to the value obtained in first
stage. The final stage is similar to section 4.2.

Lemma 5: If the sender is honest, at the end of the first stage all the honest
players learn the message m’ and set their value to m’ (m' is the message with
the threshold signature).

Proof: If the sender is honest, from lemma 1, he gets m’ (message with the
threshold signature) and sends the message m’ to all the players. Because of
finite time message delivery, all the players receives m’ in fixed amount of time
from sender (it is valid as sender is honest). In this way, all the honest players
set their value to m’. O

Lemma 6: If the sender is honest, then after the set creating stage there will
be a set A of size at least (n —t) such that all the honest players € A have the
same value.

Proof: If the sender is honest, then from lemma 5, after the first stage at least
(n —t) players holds the message m’. In the set creating stage, their hash values
will be equal (as m1 = ma, h(mi) = h(msz)). Hence, all the honest players agree
on the value m/. O
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Lemma 7: In the reliable broadcast protocol, at the end of set creating stage,
either there will be set A of size at least f”*;“] such that all of them agree on
same message or all honest players agree on default value.

Proof: If the sender is honest from lemma 6, there will be a set A of size at
least (n —t). If the sender is dishonest, from lemma 2, at most he can obtain one
message with threshold signature. Worst case, sender may not send the messages
in threshold broadcast() protocol or first stage, in that case all players agree on
default value. The sender may sends m’ to few players only, if at least ["T1T1]
players do not have the same value, then all the players agree on default value. O

Theorem 2: The Hash broadcast protocol solves the Asynchronous Multival-

ued Byzantine Agreement problem with a small arbitrary error 2£ « and tolerates

at most % dishonest players (I and k are lengths of message and hash message

respectively).

Proof: We prove that the protocol follows all conditions of reliable broadcast.
Agreement:From lemma 7, after set creating stage either all honest players agree
on default value or there will be set of players of size at least [ "] such that
all the honest players have same value. From lemma 4, this value sent to all the
remaining players. Hence all the honest players agree on same value.

Validity: From lemma 6, if the sender is honest, then after set creating stage
there will be a set A of size at least (n — t) such that all the honest players € A
have the same value. From lemma 4, this value sent to all the remaining players.
Hence all the honest players agree on same value.

Termination: The protocol terminates after either set creating stage or final
stage. O

6 Communication Complexity of the Protocol

For the message length [, number of players n and ¢ is hash value which is of
constant length.

The communication complexity of first stage: O(in).

The communication complexity of set creating stage:

The protocol communicates 2nB(q) bits, where B(b) denotes the communication
complexity for broadcasting a b bit message with the short-message broadcast
protocol. B(q) is of O(ng?). The complexity is O(2n%¢?). As | > n? and q is of
constant length, the communication complexity is of O(In).

The communication complexity of final stage:
The length of the point y; is ['] + dlog |A]
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Case 1: Exponential Solution

As every player p; € A sends y; to every player p; € B, overall communication
complexity is |A|(n—|A|)(["5' ] +dlog|Al). It is of order O((I+1+d?log |A|)n).
As [ > n3, the complexity is O(In).

Case 2: Polynomial Solution

Additionally to the exponential solution every player p; € A sends hash values,
H; = (k,Ur(y1),-..,Uk(y)4))). Its communication complexity is ng and ¢ is of
constant length. Hence, the overall communication complexity is

[Al(n = [ADN(["5M] + dlog |A]) + A (n — |Al)ng.

As | > n?, the complexity is O(In). As the communication complexity of each
stage is O(In), the communication complexity of the entire protocol is O(In).

7 Conclusion

We have proposed an asynchronous (there is no common global clock and mes-
sages delivery time is indefinite) long message consensus protocol using the asyn-
chronous short message reliable broadcast protocol as a black box. The asyn-
chronous reliable broadcast protocol is proposed with an assumption that mes-
sages delivery time is finite. The communication complexity of both the protocols
is O(In), with a small error probability, for | > n3. The reduction can tolerate
up to % corrupted players and is computationally secure. In the Final stage, at
least ["TIT1] players who agree on a common message, send their message to
all the other players with communication complexity of O(In).
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Abstract. The k-set agreement problem is a generalization of the uniform con-
sensus problem: each process proposes a value, and each non-faulty process has
to decide a value such that a decided value is a proposed value, and at most k
different values are decided. It has been shown that any algorithm that solves
the k-set agreement problem in synchronous systems that can suffer up to ¢ crash
failures requires | ; ] + 1 rounds in the worst case. It has also been shown that it is
possible to design early deciding algorithms where no process decides and halts
after min (H: ] +2,[ ;] +1) rounds, where f is the number of actual crashes in
arun (0 < f <t).

This paper explores a new direction to solve the k-set agreement problem in
a synchronous system. It considers that the system is enriched with base objects
(denoted [m, £] SA objects) that allow solving the ¢-set agreement problem in a
set of m processes (m < n). The paper has several contributions. It first proposes
a synchronous k-set agreement algorithm that benefits from such underlying base
objects. This algorithm requires O( ", ) rounds, more precisely, R; = | § | + 1
rounds, where A = m/| % | 4 (k mod £). The paper then shows that this bound,
that involves all the parameters that characterize both the problem (k) and its en-
vironment (¢, m and £), is a lower bound. The proof of this lower bound sheds
additional light on the deep connection between synchronous efficiency and asyn-
chronous computability. Finally, the paper extends its investigation to the early
deciding case. It presents a k-set agreement algorithm that directs the processes
to decide and stop by round Ry = min (| 4 | +2, | 4|+ 1). These bounds gen-
eralize the bounds previously established for solving the k-set problem in pure
synchronous systems.

1 Introduction

Context of the work. The k-set agreement problem generalizes the uniform consen-
sus problem (that corresponds to the case & = 1). That problem has been introduced
by S. Chaudhuri to investigate how the number of choices (k) allowed to the pro-
cesses is related to the maximum number () of processes that can crash during a
run [4]]. The problem can be defined as follows. Each of the n processors (processes)
defining the system starts with a value (called a “proposed” value). Each process that
does not crash has to decide a value (termination), in such a way that a decided value

S. Rao et al. (Eds.): ICDCN 2008, LNCS 4904, pp. 99-[L11] 2008.
(© Springer-Verlag Berlin Heidelberg 2008
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is a proposed value (validity), and no more than £ different values are decided
(agreementﬂ.

When we consider asynchronous systems, the problem can trivially be solved when
k > t. Differently, it has been shown that there is no solution in these systems as soon as
k < t [3U14123]). (The asynchronous consensus impossibility, case k& = 1, was demon-
strated before using a different technique). Several approaches have been proposed to
circumvent the impossibility to solve the k-set agreement problem in asynchronous sys-
tems (e.g., probabilistic protocols [20]], unreliable failure detectors with limited scope
accuracy [12/19], or conditions associated with input vectors [[17]).

The situation is different in synchronous systems where the k-set agreement problem
can always be solved, whatever the respective values of ¢ and k. This has an inherent
cost, namely, the smallest number of rounds (time complexity measured in communi-
cation steps) that have to be executed in the worst case scenario is lower bounded by
| ; |41 [3]. (That bound generalizes the ¢+ 1 lower bound associated with the consensus
problem [1I7].)

Although failures do occur, they are rare in practice. For the uniform consensus prob-
lem (k = 1), this observation has motivated the design of early deciding synchronous
protocols [6IT5], i.e., protocols that can cope with up to ¢ process crashes, but decide
in less than ¢ + 1 rounds in favorable circumstances (i.e., when there are few failures).
More precisely, these protocols allow the processes to decide in min(f + 2,¢ + 1)
rounds, where f is the number of processes that crash during a run, 0 < f < ¢, which
has been shown to be optimal (the worst scenario being when there is exactly one crash
per round).

In a very interesting way, it has also been shown that the early deciding lower bound
for the k-set agreement problem is min(L{J +2,|;] + 1) [I0]. This lower bound,
not only generalizes the corresponding uniform consensus lower bound, but also shows
an “inescapable tradeoff” among the number ¢ of faults tolerated, the number f of
actual faults, the degree k of coordination we want to achieve, and the best running time
achievable. It is important to notice that, when compared to consensus, k-set agreement
divides the running time by k (e.g., allowing two values to be decided halves the running
time).

Related work. To our knowledge, two approaches have been proposed and investigated
to circumvent the min( | iJ +2, ;| +1) lower bound associated with the synchronous
k-set agreement problem.

The first is the fast failure detector approach that has been proposed and developed
in [2]] to expedite decision in synchronous consensus. That approach assumes a special
hardware that allows a process to detect the crash of any process at most d time units
after the crash occurred, where d < D, D being the maximum message delay provided
by the synchronous system. Both d and D are a priori known by the processes. A fast
failure detector-based consensus algorithm that terminates in D + fd is proposed in
[2], where it is also shown that D + fd is a lower bound for any algorithm based on a

! This paper considers the crash failure model. The reader interested by the k-set agreement
problem in more severe send/receive/general omission failure models can consult the intro-
ductory survey [22].
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fast failure detectorfl. To our knowledge, this approach has been considered only for the
consensus problem.

A second approach that has been proposed to circumvent the min(f +2, ¢+ 1) lower
bound is the use of conditions [18]]. That approach considers that the values proposed by
the processes define an input vector with one entry per process. Basically, a condition
C¢ (t and d are two parameters that allow defining instances of the condition) is a set
of input vectors I such that VI € C¢, there is a value that appears in I more than ¢ — d
times. A deterministic way to define which value has to appear enough times in a vector
I (e.g., the maximal value of the vector [16]) allows defining a hierarchy of conditions
suchthat CY C --- C CF C -+ C Cf (where C! is the condition including all the input
vectors).

[18] presents two main results. Let I be the input vector of the considered run, and
C¢ be a condition. The first result is a synchronous consensus algorithm that allows the
processes to decide in (1) one round when I € C’td and f = 0, (2) two rounds when
ITeCland f <t—d,(3)min(d+1,f+2,t+1)roundswhen I € C?and f >t —d,
and (4) min(f + 2,¢ + 1) when I ¢ C{. The second result is a proof showing that
min(dd+117 f + 2,t+ 1) rounds are necessary in the worst case when I € C¢ (and
I¢Ci ).

Problem addressed in the paper. The paper is on the efficiency (measured as the number
of rounds required to decide) of synchronous set agreement algorithms. As it has just
been shown, fast failure detectors and conditions are two ways to circumvent the syn-
chronous lower bound. The paper investigates a third approach. That approach is based
on base objects that allow narrowing the set of proposed values. Their aim is to play a
part similar to fast failure detectors or conditions, i.e., allow expediting consensus.

Let us consider as a simple example a test&set object. This object has consensus
number 2 [11]], which means that it allows solving consensus in an asynchronous system
made up of two processes (where one of them can crash), but not in a system made up
of n > 2 processes (where up to n —1 can crashﬁ. Is it possible to use such base objects
to speed up synchronous set agreement in a system made up of n processes where up
to ¢ may crash? More generally, let [m, £] SA denote an object that allows solving ¢-
set agreement in a synchronous system of m processes. As fast failure detectors or
conditions, these objects are assumed given for free. So, the previous question becomes:

— Is it possible to benefit from [m, £] SA objects to build a t-resilient synchronous
[n, k] SA object (i.e., a k-set agreement object that has to cope with up to ¢ process
crashes)?

— If such a construction is possible, is its cost smaller than L,tfj -+ 1, or smaller than

min( L{J +2, |} ] + 1) if we are interested in an early deciding [n, k] SA object?

If m, ¢, n and k are such that there is an integer a with n < am and af < k, it is
possible to solve the k-set agreement problem without exchanging any value (i.e., in 0

% Without a fast failure detector, the cost would be D x min(f + 2,¢ + 1).

3 The consensus number of a concurrent object type is the maximum number of processes that
can solve consensus (despite any number of process crashes) using only atomic registers and
objects of that type. The consensus number of test&set objects, queues, and stacks is 2 [11]].
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round!) whatever the value of . This is trivially obtained by partitioning the n processes
into a subsets of at most m processes, and using in each subset a [m, £] SA object in
order that each process be provided with a decided value. So, the interesting cases are
when the values m, ¢, n and k do not allow a trivial partitioning such as the previous
one.

Another way to present the previous question is the following: how much crashes
can we tolerate when we want to build a synchronous [10, 3] SA object from [2, 1] SA
objects, if one wants to decide in at most one round? In at most two rounds? In at most
three rounds?

From a more practical point of view, we can see the system as made up of clusters
of m processes, such that an operation involving only processes of a given cluster can
be performed very efficiently, i.e., in a time that is smaller than the maximal message
transfer delay involving processes belonging to different clusters. That is the sense in
which the sentence “the [m, ¢] SA objects are given for free” has to be understood.

Results. The paper presents the following results.

— It first presents a synchronous message-passing algorithm that builds a [n, k] SA
object from [m, ¢] SA objects. This algorithm works for any values of n, k, m, and
¢ (assuming, of course, n > k and m > /).

— The paper then shows that the number of rounds (R;) of the previous algorithm
varies as O(_"* ). This means that R, (1) decreases when the coordination degree
k increases (i.e., when less synchronization is required), or when the number of
processes m involved in each underlying object increases, and (2) increases when
the underlying object is less and less powerful (i.e., when ¢ increases) or when
the number of process crashes that the algorithm has to tolerate increases. More
precisely, we have:

t

= Lm[’ﬂ + (/ﬂmodﬁ)J 1

When we consider the previous example of building, in a synchronous system, a
[10, 3] SA object from [2,1] SA objects, we can conclude that R; = 1 requires
t < 6, while R; = 2 allows t = 9. Moreover, as there are only n = 10 processes,
there is no value of ¢ that can entail an execution in which R; = 3 are required (for
it to occur, we should have 12 < ¢ < 18 and n > t).

To have a better view of Ry, it is interesting to look at special cases.

e Case 1. Build a consensus object in a synchronous system from [1, 1] SA base
objects or [m, m] SA objects (i.e., from base objects that have no power). It is
easy to see that Ry = t+1 (thatis the well-known lower bound for synchronous
t-resilient consensus).

e Case 2. Build a [n, k] SA object in a synchronous system from [1, 1] SA base
objects or [m,m] SA objects (base objects without power). It is easy to see
that R, = [/ | + 1, (that is the lower bound for synchronous ¢-resilient k-set
agreement).

e Case 3. Build a synchronous consensus from [m, 1] SA base objects (i.e., con-
sensus objects). In that case Ry = [ | | + 1.
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e Case 4. Build a synchronous [n, £] SA object from [m, £] SA base objects. In
that case, Ry = [ ! ] + 1.
e Case 5. Build a synchronous [n, k] SA object from [m, 1] SA base objects (i.e.,

consensus objects). We then have R, = [, | + 1.
These particular instances show clearly how the coordination degree and the size of

the base objects (measured by the value m) affect the maximal number of rounds
executed by the algorithm and consequently allow expediting the decision.

— The paper then shows that the value R; is optimal when, one wants to build, in a
synchronous system, an [n, k] SA object from [m, ¢] SA base objects. This opti-
mality result generalizes previous lower bounds proved for special cases such as
consensus [II7IT5]], and set agreement [3]].

The optimality proof relies on two theorems, one from Gafni [9], the other from
Herlihy and Rajsbaum [[13]]. Gafni’s theorem establishes a deep connection between
solvability in asynchronous system and lower bounds (efficiency) in synchronous
systems. Herlihy and Rajsbaum’s theorem is on the impossibility to solve some set
agreement problems in asynchronous systems.

— Finally, the paper extends the algorithm to the early decision case. More specifi-
cally, the maximal number of rounds of the early deciding version of the algorithm
is the following:

Ry = min(LQJ +2, LZJ +1) where A= lezj + (k mod ¢).

It is easy to see that this early decision bound generalizes the lower bounds that are
known for the special consensus and set agreement cases.

This paper is an endeavor to capture the essence of the synchronous set agreement
and provide the reader with a better understanding of it. To that end, it considers design
simplicity as a first-class citizen when both designing algorithms and proving lower
bound resultd].

As already noticed, the lower bound proof relies on previous theorems. We do think
that Gafni’s theorem [9] (that states that an asynchronous system with at most ¢’ crashes
can implement the first | tt,J rounds of a synchronous system with up to ¢ failures) is a
fundamental theorem of fault-tolerant distributed computing. The lower bound proof of
this paper paper shows an application of this powerful theorem.

Roadmap. The paper is made up of ] sections. Section 2 introduces the system model
and definitions. Section [3] presents the algorithm that builds an [n, k] SA object from
[m, €] SA objects in R; synchronous rounds. Sectiond proves that R; is a lower bound
on the number of rounds for any synchronous algorithm that builds an [n, k] SA object
from [m, £] SA objects. Section[3] considers the early decision case.

2 Computation Model and the Set Agreement Problem

The k-set agreement problem. The problem has been informally stated in the Introduc-
tion: every process p; proposes a value v; and each correct process has to decide on

* The paper strives to modestly follow Einstein’s advice “Make it as simple as possible, but no
more”.
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a value in relation to the set of proposed values. More precisely, the k-set agreement
problem [4] is defined by the following three properties (as we can see 1-set agreement
is the uniform consensus problem):

— Termination: Every correct process eventually decides.
— Validity: If a process decides v, then v was proposed by some process.
— Agreement: No more than £ different values are decided.

Process model. The system model consists of a finite set of n processes, namely, I] =
{p1,-..,pn}. A process is a sequence of steps (execution of a base atomic operation).
A process is faulty during an execution if it stops executing steps (after it has crashed a
process executes no step). As already indicated, ¢ is an upper bound on the number of
faulty processes, while f denotes the number of processes that crash during a particular
run, 0 < f <t < n. (Without loss of generality we consider that the execution of a
step by a process takes no time.)

In the following, we implicitly assume &£ < ¢. This is because k-set agreement can
trivially be solved in synchronous or asynchronous systems when ¢ < k [4]].

Communication/coordination model. The processes communicate by sending and re-
ceiving messages through channels. Every pair of processes p; and p; is connected by
a channel. The sending of a message and the reception of a message are atomic opera-
tions. The underlying communication system is assumed to be failure-free: there is no
creation, alteration, loss or duplication of message.

In addition to messages, the processes can coordinate by accessing [m, ] SA ob-
jects. Such an object is a one-shot object that can be accessed by at most m processes.
Its power is to solve the /-set agreement problem among m processes. Let us observe
that, for 1 < m < n, an [m,m] SA object is a trivial object that has no coordination
power.

Round-based synchrony. The system is synchronous. This means that each of its runs
consists of a sequence of rounds. Those are identified by the successive integers 1, 2,
etc. For the processes, the current round number appears as a global variable r that they
can read, and whose progress is given for free: it is managed by an external entity. A
round is made up of two main consecutive phases:

— A send phase in which each process sends zero or one message to each other pro-
cesses. If a process crashes during the send phase of a round, an arbitrary subset of
the processes to which it sent messages will receive these messages.

— A receive phase in which each process receives messages. The fundamental prop-
erty of the synchronous model lies in the fact that a message sent by a process p; to
a process p; at round r, is received by p; at the very same round 7.

Before or after a phase, a process can execute local computations (e.g., process the mes-
sages it received during the current round). It can also invokes an underlying [m, /] SA
base object.
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3 A Synchronous [n, k] SA Algorithm

This section presents a simple algorithm that, when at most ¢ processes may crash,
builds an [n, k] SA object if the system provides the n processes with round-based
synchrony and [m, ] SA base objects.

Notation. In all the rest of the paper we are using the following notations:

- k=al+pBwitha=[%]and 3 =k mod ¢.

-A=am+fandR, =[] +1=] +1.

t
m| 5] +(k mode)J

3.1 The Algorithm

The algorithm is pretty simple. It is described in Figure[Il A process p; invokes the
operation propose,, (v;) where v; is the value it proposes. That value is initially stored
in the local variable est; (line [01)), that afterwards will contain the current estimate of
p;’s decision value (line[I0). The process terminates when it executes the return(est;)
statement.

Each process executes R; rounds (line [02). During any round r, only A processes
are allowed to send their current estimates. These processes are called the senders of
round r. When r = 1, they are the processes p1, ..., pa, during the second round the
Processes pa+1, - - -, p2.a, and so on (lines [04H03).

The A senders of a round  are partitioned into [ 2] subsets of m processes (the last
subset containing possibly less than m processes), and each subset uses an [m, £] SA
object to narrow the set of its current estimates (lines [06HO/)). After this “narrowing”,
each sender process sends its new current estimate to all the processes. A process p; ac-
cesses an [m, £] SA object by invoking the operation propose(est;). The [ 2] [m, £] SA
objects used during a round r are in the array SA[r, 0.. {ﬁ} —1] B. Finally, when during
around, a process p; receives estimates, it updates est; accordingly (line[T0).

It is important to see that, if during a round, at least one sender process does not
crash, at most k = o/ + [ estimates are sent during that round, which means that k-set
agreement is guaranteed as soon as there is a round during which an active process does
not crash.

3.2 Proof of the Algorithm

Lemma 1. Ler nc[r| be the number of processes that crash during the round r. There
is a round r such that r < R, and nc[r] < A.
Proof. Lett = o/ A+ 3/ with o’ = | ] and 3’ = ¢t mod A. The proof is by contra-
diction. let us assume that, V < Ry, we have nc[r] > A. We then have:
Rt t 1
ch[r] ZAxRt:A(LAJ+1):A(a’+LAJ—|—1) =Axad +A>t
r=1
> Actually, only R;| 2 | base [m,£] SA objects are needed. This follows from the following
observation: during each round r, if 5 # 0, the “last” 3 sender processes do not need to use

such an [m, £] SA object because 3 < £. (Let us recall that 0 < 8 < £ and A is defined as
am+ 3.)
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Function propose,, (v;)

01) est; «— v;;

02) forr=1,2,...,R:;do % r: round number %

(03) begin round

(04) first sender «— (r — 1)A 4 1; last sender «— rA;

(05) if first sender < i < last sender then % p; is “sender” at round r %

(06) let y such that first sender + ym < i < last sender + (y + 1)m;
% y is index of the [m, £] SA object used by p; %

07) est; < SA[r,y].propose(est;);

(08) for each j € {1,...,n} do send (est;) to p; end do

(09) end if;

(10) est; «<— any est value received if any, unchanged otherwise

(11) end round;
(12) return(est;)

Fig. 1. [n, k] SA object from [m, £] SA objects in a synchronous system (code for p;)

Consequently, there are more than ¢ processes that crash: a contradiction. a

Lemma 2. Arany round r, at most k different estimate values are sent by the processes.

Proof. Let us recall that k = « £ + 3 (Euclidean division of k by £) and the value A is
am+ f.

Due to the lines [04H0S] at most A processes are sender at each round r. These A
sender processes are partitioned into Lﬁj sets of exactly m processes plus a set of (3
processes. As each underlying [m, £] SA object used during the round r outputs at most
¢ estimates values from the value it is proposed, it follows that at most af + 3 estimates
values can be output by these objects, which proves the lemma. a

Lemma 3. Ar most k different values are decided by the processes.

Proof. At any round the number of senders is at most A (lines[04403). Moreover, due to
lemmalll there is at least one round r < R; during which a correct process is a sender.
If follows from Lemma 2] line [08] and line [I0] that, at the end of such a round r, the
estimates of the processes contain at most & distinct values. O

Theorem 1. The algorithm described in Figure [Il is a synchronous t-resilient k-set
agreement algorithm.

Proof. The termination property follows directly from the synchrony of the model: a
process that does not crash executes R, rounds. The validity property follows directly
from the initialization of the estimate values est;, the correctness of the underlying
[m, €] SA objects (line[07), and the fact that the algorithm exchanges only est; values.
Finally, the agreement property is Lemmal[3l O
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4 Lower Bound on the Number of Rounds

This section proves that the previous algorithm is optimal with respect to the number
of rounds. The proof of this lower bound is based on (1) a deep connection relating
synchronous efficiency and asynchronous computability in presence of failures [9], and
(2) an impossibility result in asynchronous set agreement [13].

4.1 Notation and Previous Results

— 8,,,¢[0] denotes the classical round-based synchronous system model made up of n
processes, where up to ¢ processes may crash.

- Sp.i[m, 0] is the S, ;[0)] system model enriched with [m, ¢] SA objects. This is the
model defined in Section 2] (n processes, at most ¢ process crashes, coordination
possible through [m, £] SA objects).

- AS,, +[0] denotes the classical asynchronous system model (n processes, up to pro-
cesses t may crash, no additional equipment).

— AS,, ¢[m,f] denotes the asynchronous system model AS, .[0)] enriched with
[m, £] SA objects. (From a computability point of view, AS,, ;[] is weaker than
AS,, 1 [m, 0).)

The following theorems are central in proving that R; is a lower bound.

Theorem 2. (Gafni [9]) Let n > t > k > 0. It is possible to simulate in AS,, j;[0] the
first | | | rounds of any algorithm designed for S, 4[0] system model.

The next corollary is a simple extension of Gafni’s theorem suited to our needs.

Corollary 1. Letn >t >k > 0. It is possible to simulate in AS,, [m, (] the first | } |
rounds of any algorithm designed for S, ,[m, (] system model.

Theorem 3. (Herlihy-Rajsbaum [13])) Let .J,,, ¢ be the function defined as follows: v —
21 % | 4+ min(¢, w mod m) — 1. There is no algorithm that solves the K -set agreement
problem, with K = J,, o(t + 1), in AS,, ;[m, £].

4.2 The Lower Bound

Theorem 4. Let 1 < /¢ < m < nandl1 < k <t < n. Any algorithm that solves the
k-set agreement problem in S, [m, £] has at least one run in which at least one process

. _ t
does not decide before the round R; = meH_(k mod e)J + 1

Proof. The proof is by contradiction. let us assume that there is an algorithm A that
solves the k-set agreement problem in at most R < R, rounds in Sy, ;[m, ¢] (this means
that any process decides by at most R rounds, or crashes before). We consider two
cases.

- k<( Wehavethen R < Ry = ;] + 1.
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. As k < £, the (-set agreement can be solved in in AS,, 1[0]. It follows that,

as far as set agreement is concerned, AS, [0] and AS,, 1.[m, ] have the same
computational power.

. It follows from the corollary of Gafni’s theorem that there is, in AS,, 1 [m, ¢], a

simulation of the first | ; | rounds of any algorithm designed for the S, ;[m, /]
system model. It is consequently possible to simulate in AS,, x[m, ] the R <
Ry = | ;] + 1 rounds of the algorithm A. It follows that the k-set agreement
problem can be solved in in AS,, [m, ¢].

. Combining the two previous items, we obtain an algorithm that solves the k-set

agreement problem in AS,, [(D] This contradicts the impossibility to solve the
k-set agreement problem in AS,, 1 [0] [3I14123]]. This proves the theorem for
the case k < /.

- k > ¢. Let us recall the definition A = m |4 | + (k mod £) = a m + j.

1. It follows from the corollary of Gafni’s theorem that at least | | | rounds of

any algorithm designed for the S,, ;[m, £] system model can be simulated in
AS; alm, 1.

So, as the algorithm A solves the k-set agreement problem in S,, +[m, £], in
atmost R < R; = Lij + 1, combining the simulation with A, we obtain an
algorithm that solves the k-set agreement problem in AS,, A[m, ¢].

. Considering the argument used in Herlihy-Rajsbaum’s theorem we have the

following:

Imp(A+1)=1¢ LA+ 1J + min (¢, (A+ 1) mod m) — 1,
m

:gLam-;ﬂ-i-lj+min(€7(am+ﬁ—|—1)m0dm)—1,
:é(oﬁ-[ﬂ;lj)+min(&(ﬁ+l) mod m) — 1.

Let us observe that ¢ < m. Moreover, as 3 = k mod ¢, we also have § < £. To
summarize: 3 < £ < m. There are two cases to consider.
(a) m = [+ 1. Observe that this implies that { = m and ¢/ — 1 = (3.

Jmp(A+1) =€ (a+1)+min (¢,mmodm) — 1,
=la+l—-1=la+ [ =k.

by m>p+1:

Jmp(A+1)=Ca+min ({,(8+ 1) modm) — 1,
=la+pf+1-1=k.
In both cases, Jp, ¢(A + 1) = k. It follows from Herlihy-Rajsbaum’s theorem

that there is no algorithm that solves the J,,, /(A + 1)-set agreement problem
(i.e., the k-set agreement problem) in AS,, A[m, ).

. The two previous items contradict each other, thereby proving the theorem for

the case k < /. a
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Function ED propose,, (v;)
1) est; «— v;;
forr =1,2,..., R; do % r: round number %

(03) begin round

first sender «— (r — 1)A + 1; last sender — rA;

if first sender < i < last sender then % p; is “sender” at round r %

(0 let y such that first sender + ym < i < last sender + (y + 1)m;
% y is index of the [m, £] SA object used by p; %

est; «— SA[r,y].propose(est;);

(08) for each j € {1,...,n} do send (est;) to p; end do

(109) end if;

(A1) if (p; was a sender at round » — 1) then
for each j € {1,...,n} do send (COMMIT) to p; end do end if;

(A2) if (COMMIT received) then return(est;) end if;

(LO) est; «<— any est value received if any, unchanged otherwise

({II) end round;

(@2) return(est;)

Fig. 2. Early-deciding [n, k] SA object from [m, £] SA objects in a synchronous system (p;)

Corollary 2. When k < {, the underlying [m, £] SA objects are useless.

Proof. The corollary follows from the fact that k < { = R, = LZJ + 1, that is the
lower bound when no underlying base object is used. a

This corollary means that no k-set agreement algorithm can benefit from [m, £] SA
objects when k < /.

5 Early Decision

This section extends the algorithm described in Figure [T in order to obtain an early-
deciding algorithm that allows the processes to decide by round Ry = min (| QJ +2,
L 4]+ 1), where A =m|%| + (k mod ¢).

This algorithm is described in Figure 2l (its proof can be found in [21]]). It is obtained
from the base algorithm in a surprisingly simple way: only two new statements are
added to the base algorithm to obtain early decision. These are the new lines, named Al
and A2, inserted between line[09] and line[I0l No statement of the base algorithm has to
be modified or suppressed.

The design principles of this algorithm are very simple. A process p; that is a sender
during a round 7’ and participates in the next round r’ + 1 (so, it has not crashed by
the end of 77), sends to all the processes a control message (denoted COMMIT) during
the round 7’ + 1 (additional line A1). In that way, p; informs all the processes that the
estimate value it sent during the previous round 1’ was received by all the processes (this
follows from the communication synchrony property). Moreover, as at most k different
values are sent during a round (Lemma2), and at least one process (namely, p;) sent a
value to all during 7/, it follows from the fact that p; participates to the round " + 1
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that the estimates of all the processes contain at most k different values at the end of
r’. Consequently, a process that receives a COMMIT message during a round 7’ + 1 can
decide the value of its estimate at the end of the round r’ and stops (additional line A2).

It is easy to see that if at least one process in py, . . ., pa does not crash, the processes
decide in two rounds. If all the processes p1,...,pa crash and at least one process in
PA+1,---,P24 does not crash, the decision is obtained in at most 3 rounds. Etc. It is
interesting to observe that, when m = ¢ = k = 1 we have A = 1 and we obtain a
remarkably simple uniform early deciding consensus algorithm for the classical round-
based synchronous model S,, ¢ [0)].
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Highly-Concurrent Multi-word Synchronization*
(Extended Abstract)

Hagit Attiya and Eshcar Hillel

Department of Computer Science, Technion

Abstract. The design of concurrent data structures is greatly facilitated by the
availability of synchronization operations that atomically modify k arbitrary lo-
cations, such as k-read-modify-write (kRMW). Aiming to increase concurrency in
order to exploit the parallelism offered by today’s multi-core and multiprocess-
ing architectures, we propose a software implementation of KRMW that efficiently
breaks apart delay chains. Our algorithm ensures that two operations delay each
other only if they are within distance O(k) in the conflict graph, dynamically
induced by the operations’ data items.

The algorithm uses double compare-and-swap (DCAS). When DCAS is not
supported by the architecture, the algorithm of Attiya and Dagan [3] can be used
to replace DCAS with (unary) CAS, with only a slight increase in the interference
among operations.

1 Introduction

Multi-word synchronization operations, like k-read-modify-write (kRMW), allow to read
the contents of several memory locations, compute new values and write them back, all in
one atomic operation. A popular special case is k-compare-and-swap (kCAS), where the
values read from the memory locations are compared against specified values, and if they
all match, the locations are updated. Multi-word synchronization facilitates the design
and implementation of concurrent data structures, making it more effective and easier
than when using only single-word synchronization operations. For example, removing a
node from a doubly-linked list and a right (or left) rotation applied on a node in an AVL
tree can easily be implemented with 3CAS and 4CAS, respectively.

Today’s multi-core architectures, however, support in hardware only single-word
synchronization operations like CAS or at best, double compare-and-swap (DCAS). Pro-
viding kRMW or kCAS in software has therefore been an important research topic.

It is crucial to allow many operations to make progress concurrently and complete
without interference, in order to utilize the capabilities of contemporary architectures.
Clearly, when operations need to simultaneously access the same words, an inherent
“hot spot” is created and operations must be delayed. A worse and unnecessary situa-
tion happens in typical kRMW implementations, when the progress of an operation is
hindered also due to operations that do not contend for the same memory words. In
these implementations [14[12}[8.[5,15], an operation tries to lock all the words it needs,

* Supported by the Israel Science Foundation (grant number 953/06). The full version of this paper
is available from ht t p: / / www. ¢s. t echni on. ac. il /™ hagi t/ publications/

S. Rao et al. (Eds.): ICDCN 2008, LNCS 4904, pp. 112-[123] 2008.
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one by one; if another operation already holds the lock on a word, the operation is
blocked and can either wait for the lock to be released (possibly while helping the con-
flicting operation to make progress) or reset the conflicting operation and try to acquire
the lock.

In these schemes, a chain of operations may be created, where each operation in the
chain is either waiting for a word locked by the next operation (possibly while helping
it), or is being reset by the previous operation in the chain. It is possible to construct
recurring scenarios where an operation repeatedly waits, helps, or is reset due to each
operation along the path. In these scenarios, an operation is delayed a number of steps
proportional to the total number of operations in these chains and their length, causing
a lot of work to be invested, while only a few operations complete. Evidently, it is
necessary to bound the length of the chains, in order to improve the concurrency of a
kRMW implementation.

We proceed more precisely, by considering the conflict graph of operations that over-
lap in time; in this graph, vertices represent data items, i.e., memory locations, and edges
connect data items if they are accessed by the same operation. The distance between
two operations in a conflict graph is the length of the path between the operations’ data
items. Thus, two simultaneous operations contending for a data item have zero distance
in the conflict graph. Algorithms of the kind described above guarantee that operations
in disconnected parts of the conflict graph do not delay each other; that is, operations
proceed in parallel if they access disjoint parts of the data structure; that is, they are
disjoint access parallel [12].

Even when operations choose their items uniformly at random, it has been shown [[7]],
both analytically and experimentally, that the lengths of such paths depend on the total
number of operations, and paths of significant length might be created in the conflict
graph. This means that the connected components have non-constant diameter, implying
that an operation in the typical multi-word synchronization algorithms can be delayed
by “distant” operations, even when an algorithm is disjoint access parallel.

The adverse effect of waiting and delay chains can be mitigated, greatly improv-
ing the concurrency, if operations are delayed only due to operations within constant
distance. Informally, an implementation is d-local nonblocking if whenever an opera-
tion op takes an infinite number of steps, some operation, within distance d from op,
completes. This implies that the throughput of the algorithm is localized in compo-
nents of diameter d in the conflict graph, and they are effectively isolated from oper-
ations at distance > d. This extends the notion of nonblocking (also called lock-free)
algorithms.

Our contribution. We present an algorithm for multi-word synchronization, specifi-
cally, kRMW, which is O(k)-local nonblocking. The algorithm is flexible and does not
fix k across operations. We store a constant amount of information (independent of k),
in each data item.

Our main new algorithmic ideas are first explained in the context of a blocking im-
plementation (Section[3), in which the failure or delay of an operation may block oper-
ations that access nearby data items; however, operations that access data items that are
farther than O(k) away in the conflict graph are not affected. (This is a slightly weaker
property than failure locality, suggested by Choy and Singh [6].)
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A key insight of our algorithm is that the length of waiting chains can be bounded,
yielding better concurrency, if an operation decides whether to wait for another
operation or reset it by comparing how advanced they are in obtaining locks on their
data items. If the conflicting operation is more advanced, the operation waits; other-
wise, the operation resets the conflicting operation and seizes the lock on the item.
While a similar approach has been used in many resource allocation algorithms, part of
our contribution is in bounding the locality properties of this approach. A particularly
intricate part of the proof shows that an operation cannot be repeatedly reset, without
some operation in its O(k)-neighborhood completing.

Another novelty of our algorithm is in handling the inevitable situation that happens
when overlapping operations that has made the same progress, that is, locked the same
number of items, create a chain of conflicts. The symmetry inherent in this situation
can, in principle, be broken by relying on operation identifiers, so as to avoid deadlocks
and guarantee progress. However, this can create delay chains that are as long as the
number of operations in this path (which can be n). Instead, we break such ties by
having the conflicting operations try to atomically lock the two objects associated with
the operations, using double compare-and-swap (DCAS). This easily and efficiently
partitions the above kind of path into disjoint chains of length 2, ensuring that operations
are delayed only due to close-by conflicts.

This scheme is made 3k-local nonblocking by helping a blocking operation that is
more advanced, instead of waiting for it to complete; we still reset conflicting opera-
tions that are less advanced (see Section M)). In this algorithm, helping chains replace
delay chains, which intuitively explains how the O(k) failure locality of the blocking
algorithm translates into O(k)-local nonblocking. (This intuition is made concrete in
the proof of the local nonblocking algorithm.)

Our algorithm demonstrates that DCAS provides critical leverage allowing to imple-
ment kRMW, for any k£ > 2, with locality that is difficult, perhaps impossible, to obtain
using only CAS. While few architectures provide DCAS in hardware, DCAS is an ideal
candidate to be supported by hardware transactional memory [10,[13]], being a short
transaction with static data set of minimal size (two). Alternatively, DCAS can be sim-
ulated in software from CAS using the highly-concurrent implementation of Attiya and
Dagan [3]], which is O(log™ n)-local nonblocking. This yields kRMW implementation
from CAS, which is O(k + log™ n)-local nonblocking.

Related work. Afek et al. [1]] present a kRMW algorithm, for any fixed &, which can be
shown to be O(k + log™ n)-local nonblocking. Their implementation works recursively
in k, going through the locations according to their memory addresses, and coloring
the items before proceeding to lock them; at the base of the recursion (for k£ = 2), it
employs the binary algorithm of Attiya and Dagan [3]]. To support the recursion, their
implementation stores O(k) information per location. The recursive structure of their
algorithm makes it very complicated and infeasible as a basis for practical, dynamic
situations, as it requires that £ must be hard-wired, uniformly for all operations. In con-
trast, our algorithm is more flexible, as each operation can access a different numbers of
data items. We store a constant amount of information, independent of k. More impor-
tantly, our algorithm can be modified not to require all the data items when the operation
starts, allowing to extend it to dynamic situations (see Section[3)).



Highly-Concurrent Multi-word Synchronization 115

Afek et al. [1] define two measures in order to capture the locality of nonblocking
algorithm in a more quantitative sense. Roughly, an implementation has d-local step
complexity if the step complexity of an operation is bounded by a function of the num-
ber of operations within distance d of it in the conflict graph; an implementation has
d-local contention if two operations accessing the same memory location simultane-
ously are within distance d. Their implementation has O(k + log" n)-local step com-
plexity and contentionﬂ matching the complexities of our algorithm, when the DCAS is
implemented as proposed in [3]].

The first multi-word algorithms that rely on helping were the “locking without block-
ing” schemes [5L[13], where operations recursively help other operations, without re-
leasing the items they have acquired. These algorithms are O(n)-local nonblocking.
The static software transactional memory (STM) [14] also provides multi-word syn-
chronization. In this algorithm, operations acquire words in the order of their memory
addresses, and help only operations at distance 0; nevertheless, it is O(n)-local non-
blocking. Harris et al. give an implementation of dynamic multi-word operations
with recursive helping, which is O(n)-local nonblocking.

2 Preliminaries

We consider a standard model for a shared memory system [4]] in which a finite set of
asynchronous processes p1, . .., p, communicate by applying primitive operations to
m shared memory locations ly, . .., l,,. A configuration is a vector describing the states
of processes and the values of memory locations. In the (unique) initial configuration,
every process is in its initial state and every location contains its initial value.

An event is a computation step by a process consisting of some local computation
and the application of a primitive to the memory. Besides standard READ and WRITE
primitives, we employ CAS((;, exp, new), which writes the value new to location [; if its
value is equal to exp, and returns a success or failure flag. We also use a DCAS primitive,
which is similar to CAS, but operates on two memory locations atomically.

An execution interval o is an alternating sequence of configurations and events,
where each configuration is obtained from the previous configuration by applying an
event. An execution is an execution interval starting with the initial configuration.

An implementation of a kRMW operation specifies the data representation of opera-
tions and data items, and provides algorithms, defined in terms of primitives applied to
the memory locations, that processes follow in order to execute operations. The imple-
mentation has to be linearizable [11]].

The interval of an operation op, denoted I, is the execution interval between the
first event and last event (if exists) of the process executing the algorithm for op. Two
operations overlap (in time) if their intervals overlap.

The conflict graph of a configuration C, is an undirected graph, in which vertices
represent data items and edges represent operations; it captures the distance between
operations overlapping in time. If C' is a configuration during the execution interval
of an operation op, and op accesses the data items I; and [;, the graph includes an

! Afek et al. [T]] state O(log* n)-local complexities, treating k as a constant.
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Fig. 1. The conflict graph of five overlapping operations: op1 = 3RMW(v1, v2,v6), Op2 =
2RMW(v2, v5), op3 = 2RMW(v1, v3), opa = 2RMW(v3, v4), 0ps = 2RMW(v1, v4)

edge, labeled op, between the vertices v; and v;. (See Fig.[Il) The conflict graph of an
execution interval « is the union of the conflict graphs of all configurations C' in «.

The distance between two operations, op and op’, in a conflict graph, is the length of
the shortest path between an item that is accessed by op and an item that is accessed by
op’. In particular, if the operations access a common item, then the distance between op
and op’ is zero; the distance is oo, if there is no such path. The d-neighborhood of an
operation op contains all the operations within distance < d from op.

We use the following variant on the failure locality definition [6]:

Definition 1. The failure locality of an algorithm is d if some operation in the d-
neighborhood of an operation op completes after a finite number of steps by the process
that invokes op, unless some operation in the d-neighborhood of op fails

The next definition is the nonblocking analogue of failure locality; it grantees progress
within every neighborhood of a small diameter, even when there are failures. This prop-
erty is stronger than requiring the implementation to be nonblocking [9]].

Definition 2. An algorithm is d-local nonblocking if some operation in the
d-neighborhood of an operation op completes after a finite number of steps by the pro-
cess that invokes op.

3 A Blocking Algorithm with 3k Failure Locality

In this section, we present a general scheme for implementing kRMW with bounded
locality; several methods of the scheme are then implemented in a way that yields a
blocking implementation with 3k failure locality. In the next section, these methods are
implemented in a way that yields a local nonblocking implementation.

An operation first acquires locks on its data items, one item after the other, then
applies its changes atomically, and finally, release the locks. A contentious situation
occurs when an operation op is blocked since one of its items is locked by another,
blocking operation op’. Our algorithm uses the number of data items that are already
locked to decide whether to wait for or reset op’, i.e., release all the locks acquired by
op’, and seize the lock on the required item. That is, op waits for op’ only if op’ is more
advanced in acquiring its locks, i.e., op’ has locked more items. Otherwise, if op’ has
locked fewer items than op, op resets op’. Resetting another operation is synchronized

% Choy and Singh [[6] require an operation to complete if no operation fails in its d-neighborhood,
while we only guarantee that some operation in the neighborhood completes.
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through an operation object that can be acquired by operations; an operation resets
another operation only after acquiring ownership on its object.

The crux of the algorithm is in handling the symmetric case, when op and op’ have
locked the same number of items. In this case, the algorithms breaks the symmetry by
applying DCAS to atomically acquire ownership of the two operation objects (op and
op’); the operation that acquires ownership, resets its contender. This breaks apart long
hold-and-wait chains that would deteriorate the locality as well as hold-and-wait cycles
that can cause a deadlock.

Detailed description. Shared memory locations are grouped in contiguous blocks,
called item objects, which are accessed by the processes. Each item object contains
a data attribute and a lock attribute. For each operation, we maintain an operation ob-
Jject containing a dataset, referencing the set of items the operation has to modify, a
count keeper, which is a tuple of a counter holding the number of items locked so far
(initially 0), and a lock referencing the owner of the operation object (L if the object is
released). The object also contains a self pointer, initiator.

The psudocode for the general scheme appears in Algorithm 1, while the methods
for the blocking implementation appear in Algorithm 2. An operation acquires the lock
on its operation object (line 3) before proceeding to acquire the locks on its data items
(lines 8-9). When the operation succeeds in locking an additional item (line 10) it in-
creases the counter (line 11); when all the items are locked, i.e., the counter is equal to
the number of data items, the operation can apply its changes (line 15), and release the
locks on the data items (line 16). When op discovers that it is blocked by another op-
eration op’ (line 12), it calls handleContention, which compares the counters of op and
op'. If the counter of op is higher than (line 22) or equal to (line 27) the counter of op/,
op tries to reset op’ (lines 24, 29)so as to seize the lock on the item. For this purpose, op
needs to hold the locks on the operation objects of both op and op’. When the counter
of op is higher than the counter of op’, op keeps the lock on its operation object, and
tries to acquire the lock on the operation object of op’ (line 23), using CAS suffices in
this case (line 5 in Algorithm 2). When the counters are equal, op releases the lock on
its operation object (line 26)and tries to lock atomically both operation objects (line 28)
by applying DCAS (line 8 in Algorithm 2). If the counter of op is lower (line 31), then
op releases the lock on its operation object (line 26) and tries again.

Outline of correctness proof: Locks on items are acquired and released and counters
are changed either in the locking items loop (lines 9, 11), or during a reset (lines 36, 38,
45). In both cases, locks on data items and counters are modified only after the initiator
acquires the lock on its operation object (lines 3, 23, 28). Moreover, the operation holds
the lock on its operation object when it has locked all its items and cannot be reset. Thus,
changes are applied (line 15) in isolation, implying that the algorithm is linearizable.
Several types of blocking and delay chains might be created during an execution
of the algorithm. Some of these chains are created when an operation fails and causes
other operations to wait. It is intuitively clear why the length of these chains is in O(k).
More intricate delay chains are created when operations reset other operations. For
example, assume an operation op; resets another operation ops, then, a third operation
resets op;. At some later time, ops and op; can reacquire their locks, and the same
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Algorithm 1. Multi-location read-modify-write: general scheme
run() {

1:
2
3
4.
5:
6
7
8

9:
10:
11:
12:
13:
14:
15:
16:
17:

18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:

34:
35:
36:
37:
38:
39:
40:

41:
42:
43:
44.
45:
46:
47

}

while (c <— READ(initiator.countKeeper.counter)) < size do
if initiator.lockOperation(initiator, c) then // lock this operation object
initiator.execute()

execute() {

}

while (¢ «<— READ(initiator.countKeeper.counter)) < size do // more items to lock
item < READ(initiator.dataset|c])
CAS(item.lock, L, initiator) // acquire lock on item

if READ(item.lock) = initiator then
CAS(initiator.countKeeper, {(c.initiator), (c+1,initiator)) ~ // increase counter
else // initiator is not the owner of the item
initiator.handleContention(item)
return
write modified values to the memory locations
initiator.unlockDataset()

handleContention(Item item) {

}

if (conflict + READ(item.lock)) = L then return // no conflict on item
(ic,iowner) <« READ(initiator.countKeeper)
(cc,cowner) < READ(conflict.countKeeper)
if ic > cc then // conflict with an operation with a lower counter
if initiator.lockOperation(conflict, cc) then
initiator.reset(conflict, item)

return
CAS(initiator.countKeeper, (ic,initiator), (ic,.L)) // release this operation object
if i.c = cc then // conflict with an operation with an equal counter

if initiator.lockTwoOperations(initiator, ic, conflict, cc) then
initiator.reset(conflict, item)
return
if ic < cc then // conflict with an operation with a higher counter
initiator.nandleHigherConflict(conflict)

reset(Operation conflict, Item item) {

}

¢ < READ(initiator.countKeeper.counter)

CAS(item.lock, conflict, initiator) // seize lock on item
if READ(item.lock) = initiator then
CAS(initiator.countKeeper, {c,initiator), (c+1,initiator)) // increase counter

conflict.unlockDataset()

unlockDataset() {

}

(c,owner) < READ(initiator.countKeeper)
for i = Otocdo

item «— READ(initiator.dataset[i])

CAS(item.lock, initiator, L) // release lock on item
CAS(initiator.countKeeper, (c,owner), (0,1.)) // reset counter, release operation object
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Algorithm 2. Multi-location read-modify-write: methods for the blocking algorithm

handleHigherConflict(Operation conflict) {
: nop // (blocking) busy wait
)

1
2
3
4: boolean lockOperation(Operation op, int ¢) {

5 return CAS(op.countKeeper, (c, L), (c,initiator))

6: }

7: boolean lockTwoOperations(Operation iop, int ic, Operation cop, int cc) {

8 return DCAS(iop.countKeeper,cop.countKeeper, (ic, L ),{cc, L ),(ic,initiator),(cc,initiator))
9

!

blocking operations

- -~ ~

b b b b
OPg-1 op3 op; opy

k—1 3 2 1

OPf_1 0Pk s op} opy opy

k—1 k—2 2 1 1

~

recurring resets

Fig.2. A recurring resets scenario. The number below an operation indicates its counter; solid
arrows indicate blocking and dashed arrows indicate reset.

scenario may happen over and over again. It may even seem as if a livelock can happen
due to a cycle of resetting operations.

Since this behavior is the least intuitive, we start with the most delicate part of the
proof, bounding the number of times an operation can be reset, before some operation
completes in its k-neighborhood.

Fig. 2l presents an example where the superscript r denotes an operation that applies
(and suffers from) recurring resets, and b denotes blocking operation that cause the
operations in the recurring reset chain to release the locks on their operation objects.
In the example, op}, is blocked by op} with equal counter, 1, holding the lock on the
item 1. So, op}; releases the lock on its operation object (in order to try and reset op$
and seize the lock on ;). op] is blocked by op{, holding the lock on the item sg. op]
resets opy, seizes the lock on sg, and increases its counter to 2. At this point, op] is
blocked by op} with equal counter, 2. In a similar way, op} resets op} (holding the lock
on the item s1) after it releases the lock on its operation object, and opf resets ops. Then
opg and op] are able to reacquire the locks on sy and s; respectively. This scenario is
repeated with longer chains of resets each time. Inspecting the example reveals that
after k/2 resets of opy, op},_, at distance k — 2 from opj; locks all its data items, and it
can complete.
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Fig. 3. The operations opfv create an increasing chain; each opjT operation is blocked by the opera-
tion 0p§+1 holding the lock on the data item ¢; 1. The operations op? create a decreasing chain;

each op? operation is blocked by the operation op ; holding the lock on its operation object.

Let c(op) be the counter of op in a given configuration. For an operation op, k is
the maximal number such that some operation that overlaps op in time, is within the
3k-neighborhood of op and accesses k data items; ny is the number of operations in the
k-neighborhood of op.

Since an item is seized during a reset, we can prove a lemma stating that after each
time an operation is reset, some operation makes progress. This serves as the base case
for another lemma, proving that some set of operations make progress after each reset.
This is used to prove the following lemma, arguing that after an operation is reset a
bounded number of times, some operation in its (k — 1)-neighborhood completes.

Lemma 1. If the operation object of op is released (and re-acquired) (nk)Qk times,
then some operation completes in the (k — 1)-neighborhood of op.

We next describe how to bound the blocking chains created due to failures.

Consider an operation op that fails while holding the lock on its operation object and
a data item. Another operation op’ needing this item cannot complete without resetting
op. If c(op’) > c(op), op’ continues to hold the lock on its operation object, thus it
may block a third operation with higher counter that cannot reset op’, and so on. Fig.
shows such a chain, called a decreasing chain.

A decreasing chain consist of stuck operations, either initiated by a failed process or
unable to increase their counter beyond some value. An operation op considers another
operation op’ stuck at m in an execution interval «, if in any configuration C' during «
in which op needs to reset op’ (since op’ blocks op), c(op’) < m, and some operation
(possibly op’) has the lock on the operation object of op’.

Consider, for example, the operation opZ’ in Fig. 3 that needs to acquire the lock on
a data item sy, is blocked by another operation op?” with a lower counter that has the
lock on its operation object. op?’ does not complete either because it does not take steps
or because it is repeatedly being reset by other operations, and always before op2’ has
a chance to acquire the lock on s1, op? reacquires the lock on its operation object and
on s;. Thus opd’ considers op?’ stuck at 1. For every i, 1 < i < k — 1, the operation
op?., in Fig. Bl considers the operation op? stuck at i, since op?” holds the lock on its
operation object while blocking opﬂl, leading to the decreasing chain.

Another blocking scenario is when an operation op that needs to acquire a lock on a
data item is blocked by another operation whose counter is higher than ¢(op). Moreover,
op may block a third operation with a lower counter, and so on, creating an increasing
chain, also depicted in Fig.[3l Since each operation in an increasing chain has counter
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that is strictly higher than the counter of the operation that it blocks, the length of the
chain can easily be bounded by k.

Decreasing and increasing chains, together with recurring resets may create a longer
delay chain. We show that these are the only ways to combine delay chains. In an
increasing-decreasing chain of operations, every operation op is blocked either by the
next operation in the chain op’ with c(op’) > c(op) or by a decreasing chain that starts
at op’ with ¢(op’) < ¢(op). The next lemma bounds the length of increasing-decreasing
chains and yields the bound on the failure locality.

Lemma 2. Let m, 0 < m < k, be the counter of an operation op, and assume no
operation on an increasing-decreasing chain idc from op fails, and all the operations
that reset an operation on idc complete the reset. Then some operation in the (3k —
m — 2)-neighborhood of op completes after a finite number of steps by op.

Theorem 1. Algorithm 1 with the methods of Algorithm 2 has 3k failure locality.

4 The 3k-Local Nonblocking Algorithm

A 3k-local nonblocking implementation is obtained by incorporating a recursive help-
ing mechanism, as in other multi-word synchronization algorithms [314!15l8]]. When a
process p, executing an operation op, is blocked by another operation op” with a higher
counter, p helps op’ to complete and release the item, instead of waiting for the process
p’ executing op’ to do so by itself (which may never happen due to the failure of p’).
Helping means that p executes the protocol of op’ via the helping method (we say that
op helps op’). Helping is recursive, thus if while executing op’, p discovers that op’ is
blocked by a third operation op”, then p recursively helps op”. Note that op still resets
op’ if the counter of op is equal or higher than the counter of op’. Special care is needed
since op can also be blocked while trying to lock an operation object; in this case also,
op helps the blocking operation.

The methods for the nonblocking algorithm appear in Algorithm 3. The first dif-
ference is that an operation op, blocked by another operation op’ with higher counter
(handleHigherConflict), helps op’ to complete and release its data items (line 2).

While trying to acquire the lock on an operation object (lockOperation or lockTwo-
Operations), an operation op may succeed (line 16) or be blocked by another operation
op’. If op’ is the initiator of this operation (line 18), then op helps op’ to complete,
and release the operation object (line 19); otherwise (line 20), op’ locked the operation
object in order to reset its initiator, so op only helps op’ to complete the reset (line 23).

In the helping scheme, several executing processes execute an operation. Helping is
synchronized with CAS primitives to ensure that only one executing process performs
each step of the operation, and the others have no effect.

The execution interval of an operation in the general scheme is divided into disjoint
rounds, each starting after the lock on its object is released. If an executing process
p discovers (while executing some operation op) that it is blocked by op’ in its r-th
round, it helps op’ only in the context of this round. If the round number of op’ changes,
then op’ released its operation lock, and the set of items locked by op’ might have
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Algorithm 3. Multi-location read-modify-write: methods for the nonblocking algorithm

:handleHigherConflict(Operation conflict) {
: conflict.execute() // help execute the operation
)

1
2
3
4: boolean lockOperation(Operation op, int ¢) {
5 CAS(op.countKeeper, {c, L), (c,initiator))
6 return initiator.verifyLock(op)

7

8

)
: boolean lockTwoOperations(Operation iop, int ic, Operation cop, int cc) {
9: DCAS(iop.countKeeper, cop.countKeeper, (ic,-L), (cc,L), (ic,initiator), (cc,initiator))

10: if initiator.verifyLock(iop) then
11: return initiator.verifyLock(cop)
12: return FALSE
13: }
14: boolean verifyLock(Operation op) {
15: (c,owner) < READ(op.countKeeper)
16: if owner = initiator then
17: return TRUE // succeeded locking the operation object
18: if owner = op.initiator then // the initiator of the operation owns the operation object
19: op.execute() // help execute the operation
20: else // athird operation owns the operation object
21: oc < READ(owner.countKeeper.counter)
22: item < READ(owner.dataset[oc])
23: owner.reset(op,item) // help reset the operation
24: return FALSE // failed locking the operation object
25: }

changed. As in the blocking algorithm, we omit details such as round numbers and
ABA-prevention tags from the code, for clarity.

By showing that the executing processes are correctly synchronized by the round
numbers and ABA-prevention tags, we can prove that the algorithm is linearizable. The
locality properties of the algorithm are proved by reduction to the failure locality of the
blocking algorithm. The next lemma shows that if a process takes many steps, it will
eventually get to help any process that could be blocking it to make progress, thereby
alleviating the effect of their failure.

Lemma 3. If an executing process of an operation op takes an infinite number of steps,
then an executing process of each of the operations on any increasing-decreasing chain
idc from op takes an infinite number of steps and all the operations that reset an oper-
ation on idc complete the reset.

Lemmas[2 and [8limply that the algorithm is local nonblocking; similar ideas show that
the algorithm has 3k-local step complexity and 4k + 1-local contention.

Theorem 2. Algorithm 1 with the methods of Algorithm 3, is 3k-local nonblocking.



Highly-Concurrent Multi-word Synchronization 123

5 Discussion

We have presented a kRMW algorithm with improved throughput even when there is
contention. Like Afek et al. [1l], we can make this algorithm be wait-free by applying a
known technique [2]] while maintaining the locality properties of the algorithm.

Our algorithm has O(k)-locality properties, when using DCAS, and O(k + log" n)-
locality properties, when using only CAS. It is theoretically interesting to obtain locality
properties that are independent of n, without using DCAS. Even more intriguing is to
investigate whether O(k) is the best locality that can be achieved, even with DCAS.

Our algorithmic ideas can serve as the basis for dynamic STM. This is because our
algorithm needs to know the identity of a data item only as it is about to lock it and can
be adapted to work when data items are given one-by-one. Realizing a full-fledged STM
requires to address many additional issues, e.g., handling read-only data, and optimizing
the common case, which are outside the scope of this paper.

Acknowledgements. We thank Rachid Guerraoui, David Hay, Danny Hendler, Alex
Kogan and Alex Shraer for helpful comments.
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Abstract. Given a set of n different deterministic finite state machines (DFSMs),
we examine the problem of tolerating k faults among them. The traditional ap-
proach to this problem involves replication, requiring n k backup DFSMs. For
example, given two state machines, say A and B, to tolerate two faults, this ap-
proach maintains two copies each of A and B, thus resulting in a total of six DF-
SMs in the system. In this paper, we question the optimality of such an approach
and present another approach based on the ‘fusion’ of state machines allowing for
more efficient backups. We introduce the theory of fusion machines and provide
an algorithm which can generate fusion machines corresponding to a given set of
machines. Further, we have implemented this algorithm and tested it for various
examples. It is important to note that our approach requires only k backup DF-
SMs, as opposed to the n k backup DFSMs required by the replication approach.

1 Introduction

In distributed systems, it is often necessary to maintain the execution state of a server
in the event of faults. Hence, designing fault tolerant systems remains an interesting
avenue for research in this field. Traditional approaches to this problem require some
form of replication. One commonly used technique, which forms the basis of the work
done in [TI2I3141516], involves replicating the server DFSMs and sending client requests
in the same order to all the servers. Another approach, seen in [[718], involves designat-
ing one of the servers as the primary and all the others as backups. Client requests are
handled by the primary server, until it fails, and then one of the backups take over. In
both these approaches, given n different DFSMs, in order to tolerate k faults, we need
to maintain k extra copies of each DFSM, resulting in a total of n k backup DFSMs.
We propose an approach called fusion, that allows for more efficient backups. Given
n different DFSMs, we tolerate k faults by having k£ backup DFSMs as opposed to the
n k DFSMs required in the replication based approaches. We assume a system model
that has infrequent fail-stop faults [9]]. The technique discussed in this paper deals with
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was performed when the author was at the University of Texas at Austin.
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recovering the state of the failed machines and not the entire DFSM (which, in almost
all cases, is stored on some form of failure-resistant permanent storage medium).

Figure. [I(i) and Fig. [I(ii) show two mod-3 counters, A and B, acting on different
inputs, Iy and I; respectively. For tolerating two failures, traditional approaches would
require two more copies of each DFSM requiring 6 DFSMs in all. The machine shown
in Fig.[IXiii) is the reachable cross product machine (defined formally in Sect.[3) corre-
sponding to the counters. Each state corresponding to this machine is a tuple, in which
the first element corresponds to the state of A, and the second element corresponds to
the state of B. A simple version of fusion would be to maintain the reachable cross
product of A and B.

In general, the reachable cross product may have a large number of states. However,
for recovery, along with the backup machines, if we use information from the machines
that have not failed, it is often possible to design backup DFSMs that are much smaller
than the reachable cross product.

I Iy

(1) (@) @

I

Iy |
!
(i) A (mod-3 counter) i

I I
' oL
Iy

(ii) B (mod-3 counter)

(iif) R(A, B)(Reachable Cross Product)

I

L O O B

Io/I Iy

(iv) Fy (mod-3 Iy + I, counter) (v) Fy (mod-3 Iy — I counter)

Fig. 1. Mod 3 Counters

In this specific example, we can intuitively see that, instead of two reachable cross
product machines (with nine states each), it is sufficient to maintain just two machines
that compute (/o + 7;) MOD 3 and (I, 1) MOD 3 in order to tolerate two faults. These two
machines are called fusions of A and B and are illustrated in Fig.[[liv) and Fig. [[(v).
We will generate the same machines using our algorithm, as shown in Sec.

The work presented in [10] introduces the idea of fusible data structures. In this
paper, the authors show that commonly used data structures such as arrays, hash ta-
bles, stacks and queues can be fused into a single fusible structure, smaller than the
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combined size of the original structures. Our idea is similar to this approach, in the
sense that we generate a reachable cross product DFSM which contains the information
corresponding to all the DFSMs in our system. The work presented in this paper effec-
tively presents an algorithm to compute a fusion operation given a set of specific input
machines.

Extensive work has been done [I1I12] on the minimization of completely specified
DFSMs. In these approaches, the basic idea is to create equivalence classes of the state
space of the DFSM and then combine them based on the transition functions. Even
though our approach is also focussed on reducing the reachable cross product corre-
sponding to a set of given n machines, it is important to note that the machines we
generate need not be equivalent to the combined DFSM. In fact, we implicitly assume
that the input machines to our algorithm are reduced a priori using these techniques.

In this paper, we develop the theory and algorithms for computing fusions. Note that,
in some cases the most efficient fusion could be the reachable cross product machine.
However, our experiments suggest that there exist efficient fusions for many of the prac-
tical DFSMs that we implemented. This can result in enormous savings in space, espe-
cially when a large number of machines need to be backed up. For example, consider
a sensor network with 100 sensors, each running a mod-3 counter counting different
inputs (for example, parameters like temperature, pressure, humidity and so on). To tol-
erate a fault in such a system, replication would demand 100 new sensors for backup.
Fusion, on the other hand, can tolerate a fault by using only one new backup sensor
with exactly three states.

Summarizing, we make the following contributions through this paper:

— We introduce the idea and theory of the fusion of state machines.

— We present an algorithm to find fusion machines corresponding to a given set of
machines.

— We provide an implementation of this algorithm in Java. We have tested the imple-
mentation with many practical examples of DFSMs. This program is available for
download [13]].

The proofs for all the theorems and lemmas presented in the paper, are provided in the
technical report [14].

2 Model and Notation

We now discuss in detail, the model and notation used in this paper. The system under
consideration consists of deterministic finite state machines (DFSMs) satisfying the
following conditions:

— The DFSMs execute independently with no shared state or communication between
them. Hence there is no way for one DFSM to independently determine the current
state in which any other DFSM is executing.

— The DFSMs act concurrently on the same set of events. If some event e is not
applicable for a certain DFSM, we assume that e is ignored by that DFSM.
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— The system model assumes fail-stop failures [9]. A failure in any of the DFSMs
results in the loss of the current state but the underlying DFSM remains intact. We
assume that this failure can be detected. Hence, if the current state can be regener-
ated, the machine can continue executing.

A DFSM in this system, denoted by A, is a quadruple, (X, 2, «, a%), where,

— X is the finite set of states corresponding to A.

— 2'is the finite set of events common to all the DFSMs in the system.

— a: X X2 — X, is the transition function corresponding to A. If the current state of
A is s, and an event o is applied on it, the next state can be uniquely determined as
als, o).

a’ is the initial state corresponding to A.

A state, s € X, is reachable iff there exists a sequence of events, which, when applied
on the initial state a°, takes the machine to state s. Our model assumes that all the states
corresponding to the machines are reachable.

The size of a machine A, is the number of states in X, and is denoted by |A|.

We now define the concept of homomorphism and isomorphism corresponding
to two machines.

Definition 1. (Homomorphism) A homomorphism from a machine A (X4,2, @4,d°)
onto a machine B (Xg, X, g, b°), is the mapping, ¥ : X4 — Xp, satisfying the following
relationship:

_ w(aO) — b()

— Vs e Xy, Vo e, ylaa(s, o)) = ag(y(s),o)
If such a homomorphism, ¥, exists from X4 onto Xp, B is said to be homomorphic to A
and we denote it as B < A. The mapping, ¥, is called an isomorphsim if it is both one-
one and onto. In this case, B is said to be isomorphic to A and vice-versa. We denote it
as B = A.

Consider the two machines F>(Xz, 2, @2, f7) and R(A, B)(Xg, 2, ag, 1) shown in

Fig.[I(v) and Fig.[IXiii) respectively. Let us define a mapping, ¥ : X, — X, as follows:
W) =yt = (r®) = 75 w0?) = 9 =g(7) = £ 9@ = 9(?) = y(°) = f

Fors =10, o = IO,
Ular(®, 1) = y() = f; and (), 1)) = aa(f3.1y) = fo
It can be verified that,
Vs € Xg, Yo € 2, y(ar(s,0)) = aa(Y(s), o)
Hence, F, is homomorphic to R(A, B) or Fr, < R(A, B). Based on the mapping ¢

defined above, we can represent the states of machine F, as follows:
0 4 0 8 1 2 3 7, f2 6 1 5
f2:{r7r7r}’f2:{rvrar}’ f2:{r’r’r}

Observation 1. Consider two machines A(Xa,Z, a@a,a®) and B(Xp,Z, a4, b°), such
that, there exists a homomorphism ¥ from Xa onto Xp. Every state, b € Xp, can be
represented equivalently by a set of states specified by y ' (b).
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Consider an event sequence “I;,Iy” applied on the initial state of R(A, B). R(A, B)
reaches the state 7*(r" — r! — r*). On applying the same event sequence on the initial
state of F,, F, reaches state f{(fY — f7 — fV). We know that, y(r*) = f0. This

property can be generalized for all event sequences.

Lemma 1. Consider two machines A(Xy, X, @4, a®) and B(Xg, X, ap, b°), such that,
there exists a homomorphism  from Xs onto Xp. On the application of any r events
on a® and b°, if A and B reach states a and b respectively, then, y(a) = b.

0/1 /‘\ 0/1
0 ol @ o 0‘ o/
Q N )
(i) B

0/1 071 0/1
<(I”v b“> @ @

iii) R(A, B)

=3
=

Fig. 2. Reachable Cross Product Machine

3 Reachable Cross Product Machine

In this section, we define the reachable cross product machine corresponding to a set of
machines.

Consider a set of n machines, A = {A;, ,A,}, where machine, A; € A, is rep-
resented by the quadruple (X;, 2, «;, a?). We now define the reachable cross product
machine corresponding to A, denoted R(A). R(A) is a quadruple (Xg, 2, ar, %), where,

Xy is the finite set of states corresponding to R(A). We consider the set X of all
tuples as defined:

X :={(ay, a,, ,a, - a;€X;}
Xg, is the set of states in X, reachable from the initial state (a}, a3, , al).

Consider machines A, B and their reachable cross product R(A, B) shown in

Fig.[l

Xg = {(a’,0%), (a',b'),(a®,b"))
2 is the finite set of events common to all the machines in our system.
— ag : Xg X2 — Xg, is the transition function corresponding to R(A), defined as

follows:
v<al’ a27 > an> € X(Rv o€ 27 a((“]’ az, ’ an)a 0-) = <al(a]’o-)7 ’ a’n(an’ O-)>
- 1V is the initial state of R(A). As mentioned above, 1 := (a9, aJ, , aJ).

Consider machines B and R(A, B), shown in Fig. 2l We can define a homomorphic
mapping ¢ from Xg onto Xp as follows:

Y@, b%) = b°%; w((a®, b'y) = b'; w((a®,b'y) = b

Lemma 2. Consider a set of n machines, A =1{A,, ,A,}, where machine, A; € A, is
represented by the quadruple (X;, 2, «;, a?). Forall A; € A, A; < R(A).
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4 Fusion of DFSMs

In this section, we explain the theory of fusion of DFSMs along with the relevant results.

Definition 2. (Fusion) Given a set of n machines, A = {A1, ,A,}, we call the set of
k machines, ¥ = {F\, ,Fy}, as the k-fusion of A iff the reachable cross product of
any n machines from A\JF is isomorphic to the reachable cross product of all the
machines in A.

Henceforth, any 1-fusion machine is simply referred to as a fusion machine. Note that
the reachable cross product of A, R(A), is always a fusion machine.

Consider the example shown in Fig.[l Machines A(Xy, X, a4, a”) and B(X3, X, a, b°)
are mod-3 counters each acting on inputs /y and I respectively and R(A, B) is the reach-
able cross product machine corresponding to them. The machines F(X;, 2, a1, fl‘)) and
(X5, 2, ay, fzo) are two independently executing machines computing (/o + /;) MOD 3
and (I 1;) MOD 3 respectively. It can be verified that,

R(A, F1) = R(A, F2) = R(B, F1) = R(B, F2) = R(F1, F2) = R(A, B)

Hence, F; and F, form a 2-fusion of A and B. Since, R(F', F») = R(A, B), from
Lemma[2] both F| and F, are homomorphic to R(A). We generalize this result in the
following lemma.

Lemma 3. Given a set of n machines, A =1{A;, ,A,}and a corresponding k-fusion,
F ={F1, ,Fi}, every machine in F is homomorphic to R(A).

As explained in Sect.[3] the reachable cross product machine contains information cor-
responding to all the component machines. Given any two machines A and B, each state
corresponding to R(A, B) is a tuple in which the first state corresponds to the state of A
and the second state corresponds to the state of B. Hence, given the state of R(A, B), we
can uniquely determine the state of both A and B. The converse is trivially true.

Lemma 4. Given a set of n machines, A = {A1, ,A,}, we can uniquely determine
the state of all the machines in AU F, iff we can construct the corresponding state of
R(A).

The four machines (A, B, Fi, F;) can tolerate up to two failures. For example, let us
assume that both A and B fail. Since R(F;, F») = R(A, B), the state of R(A, B) can be
determined using the state of Fy and F,. From Lemma [ the state of both A and B

can be determined. We now generalize this result to n original machines and & fusion
machines.

Theorem 1. Given a set of n machines, A ={A|, ,A,}and a set of k machines, & =
{Fi, ,Fi}, we can uniquely determine the state of any k failed machines belonging to

AUF, ifF is a k-fusion of A.
In the example given in Fig.[Il we saw that,
R(A, F1) = R(A, Fy) = R(B, F1) = R(B, F2) = R(F1, F2) = R(A, B)

Since, R(A, F1) = R(B, F) = R(A, B), F is a 1-fusion of A and B. Similarly, F; is also
a 1-fusion of A and B.
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Lemma 5. Given a set of n machines, A ={A,, Ay}, and a corresponding k-fusion,
F ={F\, ,Fi}, every subset of ¥ of size k' is a k’-fusion of A.

Each state corresponding to R(A) is a n-tuple {a,, ,a,), where g, is a state corre-
sponding to machine A;. Since every fusion machine is homomorphic to R(A), it fol-
lows from Observation[T]that each state in any of the fusion machines can be represented
by a set of n-tuples. We call this the tuple-set of a state and denote itas, T = {t;, ,tn},
where #; (1 < i < m) is a n-tuple corresponding to a state in R(A).

In the example shown in Fig.[Il since F, < R(A), each state can be represented as
follows:

f20 — {l"4, r()’ rS}’ f21 — {r2’ r3, r7}’ f22 — {r6,rl,r5}

Consider a n-tuple set, T = {r°, 7!, 7%}, where, ¥ = (a°,b°), r' = (a°,b") and 1® =
(a2, b%). T can never be a state of any fusion machine F, because, given that F is in state
T and A is in state a°, we cannot uniquely determine whether R(A, B) is in state (a°, b°)
or {(a°,b"). From Lemmal R(A, F) # R(A, B). Hence, for n = 2, we cannot tolerate
even one common element among the states in 7.

We now generalize this result to impose a condition on a tuple-set corresponding to
any state of a fusion machine. We use this condition in the algorithm to generate the
fusion machines by reducing the reachable cross product machine. The intersection of
two n-tuples, denoted by N, is the set containing all the elements common to both the
n-tuples. In the example above, (a’, b°) N (a®, b') = {a°}.

Lemma 6. Let, A=1{A;, ,A,}, bea setofnmachines andlet F(Xp, 2, ar, ﬂ)) be a
1-fusion of A.

For any tuple-set, T = {t|, ,t,}, corresponding to a state from the machine F, for
all t;, tj € Xg, the pairwise intersection of any t;, t; has less than n 1 elements.

We now see the conditions which need to be imposed on fusion machines.

Theorem 2. Given a set of n machines, A = {A;, ,A,}, a machine F(Xp,2, ar, ﬂ))
is a 1-fusion of A iff :

1. F < RA).
2. For any tuple-set, T = {t, ,tn}, corresponding to a state from the machine F,
forallt;, t; € Xg, the pairwise intersection of any t;, t; has less thann 1 elements.

From Lemma [6l we can obtain an upper bound on the size of the tuple-set, T =
{t;, ,tn}, corresponding to the state of any fusion machine. We refer to this size as
Tmax~

Consider the case where A contains two machines A and B, where, X, = {a°,a"}
and Xz = {b°,b', b?}. Let us assume that a machine F(Xp, 2, ar, f°) is a 1-fusion
of A and B. From Lemma |6l the number of common elements between any two n-
tuples corresponding to any state, 7 € X, is less than one. T can be {{(a’, b°), (a', b")}
or {{a°,b"),(a',b%)}. If T contained more than two n-tuples, then, either a° or a' is
repeated more than once. Hence, |T| < 2.

Lemma 7. Let, A = {A1, ,A,)}, be a set of machines and let F(Xp, 2, ar, °) be a
1-fusion of A.
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Without loss of generality let us assume that the elements of A are enumerated in
increasing order of their sizes.

For any tuple-set, T = {t;, ,t,)}, corresponding to a state from Xr, the size of T is
bound by the following expression:
IT] < 114 Al

We now present a lower bound on the size of the fusion machines.

Theorem 3. Let, A ={A;, ,A,}, bea set of machines and let F(Xr, 2, ar, fO) be a
1-fusion of A. The size of F is greater than or equal to '7;(30‘.

max

5 Algorithm to Generate Fusion Machines

Consider a set of n machines, A = {A;, ,A,}, where, A; € A, is represented by the
quadruple (X;, 2, «;, a?). The reachable cross product corresponding to these machines,
R(A), is represented by the quadruple (Xg, 2, ax, )

The goal of the algorithm is to generate k-fusion ( 1 < k < n ) machines corre-
sponding to A. The algorithm generates R(A) and then reduces it to generate machines
homomorphic to R(A) and satisfying Lemmal[6l

We first define the following:

— valid state: A set of n-tuples, T = {t;, ,t,}, where t; (1 < i < m) is a n-tuple
corresponding to a state in Xg, is said to be valid, if it satisfies Lemmal6l

— Set of valid n-tuple sets, V: An element, T € V, can be represented as T =
{ti, ,tn}, where t; (1 < i < m) is a n-tuple corresponding to a state in Xg. In
addition, T needs to be a valid state and ° must belong to 7.

— Transition function, next: We define the transition function, next : 2Xr x ¥ — 2%r_

as follows:
VT € 2%, Vo € X, next(T,0) = { ar(t1,0), ag(tr,0), , ar(tm, )}

— Set of 1-fusions B': Our algorithm generates a set of 1-fusions corresponding to A,
denoted by B!,

The algorithm for generating the 1-fusions is shown in Fig.[3l The input to the algo-
rithm is the set of valid n-tuple sets V. The basic idea is to generate all the n-tuple sets
containing ° and satisfying Lemma [6l Consider the example shown in Fig. Il Since
n = 2, any n-tuple set, 7', is valid, if for any two tuples in 7', the number of common
elements is less than 1.

We first generate R(A, B). As seen in Fig.[I[iii), it has 9 states. Starting from this, we
generate V. Here,

L T N P W Vet W e W Tl N VOl R (R}

Starting with each element, T € V, as the initial state, we generate machines by recur-
sively finding the next state, applying function next. If a machine contains an invalid
state, it is discarded. Finally, we add these machines to B' if they are homomorphic
to R(A).



132 B. Balasubramanian, V. Ogale, and V.K. Garg

function Compute 1-Fusion
Input: V; //set of all valid tuple sets containing r°
Output: B'; /[set of 1-fusions of A
for all (T € V), do

initialState = T;

B = generateMachine(initialState);

if (B # null) and (B < R(A)), then

B' = 8! U{B};//Bis a 1-fusion

function generateMachine

Inputs: initialState;

Output: fusionMachine;

/*

recursively generate fusionMachine starting from
initialState applying the transition function next

*/

if (all states in fusionMachine are valid), then

end if
end for return fusionMachine;
end function else
return null;

end function
Fig. 3. Algorithm to generate 1-fusions

Referring to the example in Fig.[Il we generate fusions starting from the elements in
V. Let us consider an element T = {r°, r*, r8}.

next(T, 1)) = next({r’, 1, r*}, 1) = {ar (1, Ip), ar(r, 1), ar(r®, 1)} = 12,1, 1)
Since {r?, ¥, 7"} is valid, we continue constructing the machine and finally generate
a machine identical to F,, shown in Fig. [[(v). Similarly, starting from {r°, 7/, r°}, we
generate machine Fy, shown in Fig.[I{iv).

Theorem 4. The algorithm in Fig. 5| generates fusions corresponding to a given set of
machines.

Given a set of 1-fusions, B!, we now proceed to see if subsets of B! form k-fusions
(1 < k < n). Any k machines, 8’ C B! is a k-fusion if for all subsets A’ C A, of size
n k,RA UB) = R(A). This simply follows from the definition of k-fusion.

Let us assume that the number of states in R(A) is N,. The time complexity of
the algorithm to generate 1-fusions is given by O(|V|N,|2]) and that of the algorithm
to generate k-fusions is given by O(VIC, "C,, ; N,|X]). For a detailed time complexity
analysis, refer to the technical report.

It is important to note that the algorithm in Fig. [3] creates only a subset of fusion
machines that can be obtained by applying the next transition to all valid initial tuple
sets. An exhaustive algorithm to generate all fusions can be found in the technical report.

6 Implementation and Results

We implemented a fusion machine generator in Java (JDK 6) based on the algorithm
discussed in this paper. The results are shown in the following table. We compare the
number states of the reachable cross product (RCP) with the smallest 1-fusion machine
generated by our algorithm.
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Original Machines RCP Fusion |V|
Divider, One Counter, Zero Counter 27 6 231
Divider, One Counter, Pattern Generator 36 27 33
Even Parity Checker, Odd Parity Checker, Toggle Switch, 32 19 13
Shift Register

One Counter, Zero Counter, Shift Register 72 25 155
TCP, MESI(Cache), Shift Register 340 340 1
Even Parity Checker, Odd Parity Checker, MESI 16 16 3

The time complexity of the algorithm is dominated by the size of V. As seen from the
results, in many practical examples, the size of V is much smaller than the theoretical
complexity. There are many cases in which the smallest fusion machine generated by
our algorithm is considerably smaller than the corresponding reachable cross product
for the given set of machines. However, there are scenarios in which the algorithm
yields no reduction. In such cases replication might be a cheaper approach.

Note that, recovery involves more overhead in our algorithm when compared to repli-
cation, since we need the state of all the n  k machines to recover the state of the k
missing machines.

7 Conclusion

In this paper, we present a new fusion approach to design fault tolerant systems using
a small number of backup machines. In many cases, fusion results in significant space
savings compared to traditional replication based approaches. Though the algorithm
presented in this paper for computing the fusion is expensive, it is important to note
that this needs to be executed only once at design time.

The idea introduced in this paper opens up several interesting avenues for further
research. The minimality of fusion machines seems to be an interesting problem. We
are currently working on a polynomial time algorithm for generating minimal fusions.
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Abstract. We present a wait-free solution to the generalized dining philosophers
problem under eventual weak exclusion in environments subject to crash faults.
Wait-free dining guarantees that every correct hungry process eventually eats, re-
gardless of process crashes. Eventual weak exclusion (OWX') actually allows
scheduling mistakes, whereby mutual exclusion may be violated finitely-many
times; for each run, however, there must exist a convergence point after which live
neighbors never eat simultaneously. Wait-free dining under CWA' is particularly
useful for synchronization tasks where eventual safety is sufficient for correctness
(e.g., duty-cycle scheduling, self-stabilizing daemons, and contention managers).
Unfortunately, wait-free dining is unsolvable in asynchronous systems. As such,
we characterize sufficient conditions for solvability under partial synchrony by
presenting a wait-free dining algorithm for GWWAX using a local refinement of the
eventually perfect failure detector &Py .

Keywords: Dining Philosophers, Failure Detectors, Wait-Freedom.

1 Introduction

The dining philosophers problem (or dining for short) is a fundamental scheduling
paradigm in which processes (called diners) periodically require exclusive access to
a fixed subset of shared resources [[112]]. Each diner is either thinking, hungry, or eating.
These states correspond to three basic phases of computation: executing independently,
requesting resources, and utilizing shared resources in a critical section, respectively.
Potential scheduling conflicts are modeled by a conflict graph in which diners with
overlapping resource requirements are connected as neighbors. As such, dining is a
generalization of the mutual exclusion problem, which corresponds to the special case
where the conflict graph forms a clique.

Wait-free dining guarantees that every correct hungry process eventually eats, even
if other processes fault by crashing. The solvability of wait-free dining depends on two
primary factors: (1) the degree to which concurrency is restricted among eating diners,
and (2) the degree to which crash faults can be detected reliably. The former depends
on the applicable safety specification for local exclusion, while the latter depends on
the degree of synchrony in the system.

* This work was supported by the Advanced Research Program of the Texas Higher Education
Coordinating Board under Project Number 000512-0007-2006.

S. Rao et al. (Eds.): ICDCN 2008, LNCS 4904, pp. 135146l 2008.
(© Springer-Verlag Berlin Heidelberg 2008
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Safety specifications restrict concurrency among eating diners. For example, strong
exclusion prohibits any pair of conflicting neighbors from eating simultaneously, even if
one of them has crashed. This safety property models resources that can be permanently
corrupted by process crashes. Unfortunately, wait-free dining under strong exclusion is
vacuously unsolvable. To see why, consider any diner that crashes while eating. Wait-
freedom guarantees that every correct hungry neighbor will eventually eat, but strong
exclusion prohibits the same. Moreover, this result is independent of whether crashes
can be detected reliably.

A less restrictive model called weak exclusion prohibits only live neighbors from
eating simultaneously. This safety property models resources that are recoverable or
eventually stateless after crash faults. For example, consider a wireless network where
diners broadcast messages over a subset of shared frequencies. If some diner crashes
while eating, then the current transmission terminates. As such, the frequency allocated
to the crashed diner becomes available for subsequent use by neighboring diners.

Wait-free dining for weak exclusion is actually solvable, but it requires substantial
timing assumptions, or, alternatively, access to sufficiently powerful failure detectors.
A failure detector can be viewed as a distributed system service that can be queried
like an oracle for information about process crashes [3]]. Oracle-based algorithms are
decoupled from the underlying timing assumptions about partial or even full synchrony
necessary to implement such fault-detection capabilities in practice. Recent results on
fault-tolerant mutual exclusion indicate that wait-free dining under weak exclusion is
solvable in systems augmented with Trusting failure detectors — a relatively powerful
class of oracles that can reliably detect certain crashes [4].

Unfortunately, trusting oracles require significant assumptions about network tim-
ing parameters to be implemented in practice. By contrast, less powerful oracles that
are implementable in more practical models of partial synchrony — such as those for
solving fault-tolerant consensus — are too weak to solve wait-free dining under weak
exclusion. This problem remains unsolvable even for oracles of intermediate strength.
For example, the eventually perfect failure detector OGP always suspects crashed pro-
cesses, and eventually stops suspecting correct processes [3]]. This oracle, which can
make finitely many false-positive mistakes in any run, is more than sufficient to solve
fault-tolerance consensus. Still, no &’P-based algorithm can solve wait-free dining for
weak exclusion; neighbors of any crashed diner will always be able to starve [3].

Our contribution examines a practical model of exclusion for wait-free dining which
is solvable under modest assumptions of partial synchrony. In particular, we explore
dining under eventual weak exclusion, and show that it is solvable using the afore-
mentioned oracle ¢P. Eventual weak exclusion (abbreviated GWWA hereafter) permits
finitely-many scheduling mistakes whereby conflicting diners eat together. For each
run, however, there exists a time after which no two live neighbors eat simultaneously.

The time to convergence may be unknown, and it may also vary from run to run.
Nevertheless, OWUAX is sufficiently powerful to serve as a useful scheduling abstraction.
For example, OWWAX models recoverable resources where sharing violations precipitate
at worst repairable (transient) faults. G)V A has received considerable attention recently
in the context of shared-memory contention management [6]], conflict managers for self-
stabilizing systems [[7], as well as wait-free eventually fair distributed daemons[8].
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2 Background and Technical Framework

Although originally proposed by Dijkstra for a ring topology [[1I], dining philosophers
was later generalized by Lynch for overlapping local exclusion problems on arbitrary
graphs [2]]. A dining instance is modeled by an undirected conflict graph DP = (II, E),
where each vertex p € IT represents a diner, and each edge (p, q) € F represents a set
resource conflicts between neighbors p and q.

Each diner is either thinking, hungry, or eating, but initially all diners are thinking.
Diners may think forever, but they can also become hungry at any time. By contrast,
eating is always finite (but not necessarily bounded). Hungry neighbors are said to be in
conflict, because they compete for shared but exclusive resources. A correct solution to
wait-free dining under eventual weak exclusion (CWW.X) is an algorithm that schedules
diner transitions from hungry to eating, subject to the following two requirements:

Safety: Every run has an infinite suffix where no two live neighbors eat simultaneously.

Progress: Every correct hungry diner eventually eats, regardless of process crash faults.

Progress ensures fairness among hungry diners. In particular, dining solutions are not
permitted to starve hungry processes by never scheduling them to eat. In the presence of
crash faults, a dining algorithm that satisfies progress is called wait-free [9]]. The safety
requirement of eventual weak exclusion permits finitely many scheduling mistakes. A
mistake occurs when two live neighbors are scheduled to eat simultaneously.

Computational Model. We consider asynchronous environments where message de-
lay, clock drift, and relative process speeds are unbounded. A system is modeled by
a set of n distributed processes I = {p1,pa,...,pn} Which communicate only by
asynchronous message passing. We assume that the dining conflict graph is a subgraph
of the communication graph, so that each pair of neighboring diners is connected by
reliable FIFO channels.

Fault Patterns. Processes may fault only by crashing. A crash fault occurs when a
process ceases execution (without warning) and never recovers [10]. A fault pattern
F models the occurrence of crash faults in a given run. Specifically, F' is a function
from the global time range 7 to the powerset of processes 27, where F'(t) denotes the
subset of processes that have crashed by time ¢. Since crash faults are permanent, F' is
monotonically non-decreasing. We say that p is faulty in F if p € F(t) for some time
t; otherwise, we say that p is correct in F'. Additionally, a process p is live at time t if
p has not crashed by time ¢. That is, p ¢ F'(t). Thus, correct processes are always live,
but faulty processes are live only prior to crashing.

Failure Detectors. An unreliable failure detector can be viewed as a distributed ora-
cle that can be queried for (possibly incorrect) information about crashes in /7. Each
process has access to its own local detector module that outputs the set of processes cur-
rently suspected of having crashed. Unreliable failure detectors are characterized by the
kinds of mistakes they can make. Mistakes can include false-negatives (i.e., not suspect-
ing a crashed process), as well as false-positives (i.e., wrongfully suspecting a correct
process). In Chandra and Toueg’s original definition [3], each oracle class is defined
by two properties: completeness and accuracy. Completeness restricts false negatives,
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while accuracy restricts false positives. More precisely, each oracle class is a func-
tion (defined by the intersection of a completeness property and an accuracy property),
which maps each possible fault pattern to a set of admissible histories.

Our wait-free dining algorithm is based on the eventually perfect failure detector
OP from the original Chandra-Toueg hierarchy [3]]. Informally, OP is a convergent
oracle that always suspects crashed processes and eventually stops suspecting correct
processes. As such, &P may commit finitely-many false positive mistakes during any
run before converging to an infinite suffix during which the oracle provides reliable
information about process crashes. Unfortunately, the time to convergence is not known
and it may vary from run to run.

As originally defined, the scope of &P is global, insofar as it provides informa-
tion about all processes. One drawback of global oracles is that communication over-
head can limit their practicality for large-scale networks. Accordingly, scope-restricted
oracles have been proposed that provide information only about subsets of processes
[TIUT2U13]). Our dining solution uses a variant of OP defined in [14U15]] for which sus-
pect information is only provided about immediate neighbors. This local refinement,
called &Py, satisfies the following completeness and accuracy properties:

Local Strong Completeness — Every crashed process is eventually and permanently
suspected by all correct neighbors.

Local Eventual Strong Accuracy — For every run, there exists a time after which
no correct process is suspected by any correct neighbor.

It is worth noting that &P cannot be implemented in purely asynchronous systems.
Implementations typically use adaptive time-outs based on modest assumptions about
partial synchrony. A simple technique assumes that upper bounds on message delay and
relative process speed exist, but are unknown. Such bounds can be adaptively estimated
by ping-ack protocols which increase a time-out threshold after each false positive.
After finitely-many mistakes, the current time-out will exceed the unknown round-trip
message time, after which false positives desist.

There are known implementations of &P in several other models partial synchrony
as well [BIT6/T7/T8]. The common advantage is that OGP-based algorithms are decou-
pled from explicit commitments to underlying detection mechanisms and/or specific
timing parameters. Additionally, the local refinement &P; can also be implemented
efficiently in sparse, large-scale, and even partitionable networks [13].

3 A Wait-Free Dining Algorithm for SOWX

Our solution is based on the classic hygienic dining algorithm [19]]. In hygienic dining,
a unique fork is associated with each edge in the conflict graph. A hungry process must
collect and hold all shared forks to eat. This provides a simple basis for safety, since at
most one diner can hold a given fork at any time. Fork conflicts are resolved according to
a dynamic partial ordering on process priority. After eating, diners reduce priority below
all neighbors; this ensures progress by yielding to previously lower-priority diners.
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It is easy to see why hygienic dining is not wait-free. Without fault detection, hungry
processes starve whenever missing forks are lost to crashed neighbors. The result is
actually much worse: if no process thinks forever, then the crash of any eating diner
will eventually precipitate global starvation among all processes (not just neighbors).

In our solution, suspicion by &Py serves as a proxy for permanently missing forks.
The completeness property guarantees that every crashed process will be eventually and
permanently suspected by all correct neighbors. As such, hungry neighbors of crashed
diners can avoid starvation by using suspicion as a proxy for permanently missing forks.
Specifically, a hungry diner ¢ can eat if, for every neighbor j, either ¢ holds the fork
shared with j, or the &Py oracle at ¢ suspects j.

Unfortunately, suspicion by &Py is an unreliable proxy for missing forks, because
the eventual accuracy property also allows false-positive mistakes. For example, if live
neighbors falsely suspect each other, they may proceed to eat simultaneously, regardless
of the fork. Ideally, scheduling violations should be limited by the finite number of false-
positive mistakes per run. It remains to show, however, that CWWA will still be satisfied
after Py converges.

A deeper subtlety is the impact of oracular mistakes on maintaining a consistent
ordering of process priorities. In hygienic dining, relative process priorities are typically
encoded directly in the fork variables. As such, it becomes trivial for diners to reduce
their priority below all neighbors after eating, because (1) diners must hold every shared
fork while eating, so (2) the current priority of every neighbor is actually known.

The same technique does not work with &Py, because false-positive mistakes may
enable diners to eat despite missing critical forks. In the worst case, two neighbors can
eat simultaneously even if neither holds the fork. This can occur if the fork is in transit,
but both diners begin eating as the result of mutual suspicion. If the fork is still in
transit when both diners complete eating, then neither diner knows the actual priority
ordering. Unlike hygienic dining, it is impossible for both diners to reduce their own
priority below all neighbors; either one diner will not lower its priority sufficiently, or
both priorities will match (which could lead to symmetries resulting in deadlock).

To circumvent this difficulty, we store process priorities explicitly at each diner,
and assume unique identifiers to break symmetries. Additionally, we establish wait-free
progress even though priorities are reduced by arbitrary values after eating.

3.1 Algorithm Variables

Our algorithm guarantees safety using forks plus the eventual strong accuracy of OP;.
It guarantees wait-free progress using a dynamic ordering on process priorities, plus
the strong completeness of <P;. In addition to the local oracle module, each process
has the following local variables. A trivalent variable state; denotes the current dining
phase: thinking, hungry, or eating. Each process also has a local integer-valued variable
height, (which can grow negatively without bound), and a unique process identifier id;.
Taken together as an ordered pair, (height;,id;) determines the priority, of process i.
Since process identifiers are unique, every pair of priorities,  and y, can be totally
ordered lexicographically as follows:

<y = (xheight < y.height) V ((z.height = y.height) A (z.id < y.id))
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To implement the forks, we introduce two local variables for each pair of neighbors.
For process 7, we associate a boolean variable fork;; for each neighbor j. Symmetrically,
each process j has a boolean variable fork,; corresponding to neighbor i. We interpret
these variables as follows: fork;; is true iff process ¢ holds the unique fork that it shares
with neighbor j. Alternatively, fork;; is true iff j holds the fork. When the fork is in
transit from one neighbor to the other, both local variables are false. Since the fork is
unique and exclusive, it is never the case that both variables are true.

In addition to the forks, we also introduce a request token between each pair of
neighbors. In general, if process ¢ holds a request token, but needs the corresponding
fork from 7, then ¢ can request the missing fork by sending the request token to j.
Request tokens are implemented and interpreted the same as forks. For process i, we
associate a unique boolean variable token;; for each neighbor j. Symmetrically, each
process j has a boolean variable token;; corresponding to neighbor i.

3.2 Algorithm Actions

A thinking process can become hungry at any time by executing Action 1 and selecting
the corresponding alternative. Action 2 is always enabled while hungry. When executed,
it requests every missing fork for which no previous request is currently pending. This
is achieved by sending the request token to the corresponding neighbor, including the
current priority of the requesting process. As a result, the local token variable becomes
false to indicate that a request has been sent.

Action 3 handles fork requests. The requested fork must be sent immediately if the
recipient is thinking, but also if the recipient is hungry but has lower priority than the
requestor. Otherwise, the fork request is deferred until after eating. Deferred requests
are represented by holding both the shared fork and the request token. Note that if a
hungry process loses a requested fork to a higher-priority neighbor in Action 3, the
relinquished fork will be re-requested by subsequently executing Action 2, which is
always enabled while hungry.

Action 4 simply receives forks, and Action 5 determines when a hungry process can
begin eating. A hungry process ¢ can begin eating if, for each neighbor j, process ¢
either holds the shared fork, or currently suspects j. This is the only action that utilizes
the local oracle &P; and it is central to the wait-freedom of the algorithm.

Action 6 exits eating and transits back to thinking. This action reduces the priority of
the diner, and sends forks for any requests that were previously deferred while hungry
or eating. To reduce priority, Action 6 invokes a local procedure called Lower which
reduces only the height component of the diner’s priority by some positive integer. The
magnitude of the reduction is up to the algorithm designer, and can be either statically
fixed or dynamically chosen at runtime.

Action 6 isolates several subtleties. In hygienic dining, a process must reduce its
priority below that of all neighbors after eating. This absolute reduction forms the basis
for progress, because it forces high-priority diners to yield to lower-priority neighbors.
In our algorithm, oracular mistakes may enable some diners to eat without knowing
the priorities of all live neighbors. As such, hygienic reductions cannot be guaranteed.
Our proof of progress shows that reducing priority by an arbitrary amount is sufficient,
because it still reduces the number of times any diner can overtake its live neighbors.
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Code for process i, with unique identifier id; and local set of neighbors N (7)

var state; : {thinking, hungry, eating} init, state; = thinking
height; : integer init, height; = 0
priority, : (height; X process-id) init, priority; = (0, id;)
fork;;  : boolean, foreachj € N(7) init, fork;; = (1> j)
token;; : boolean, foreach j € N (i) init, token;; = (i <j)
OPy : local eventually perfect detector init, OPy C N(3)
1 : {state; = thinking} — Action 1
2: state; := (thinking or hungry) Become Hungry
3 : {state; = hungry} — Action 2
4: Vj € N(i) where (token;; A —fork;;) do Request Missing Forks
5: send-request (priority;) to j
6: token;; := false
7 : {receive-request (priority;) from j € N (i)} — Action 3
8: token;; = true Send Fork or
9: if (state; = thinking V (state; = hungry A (priority; < priority;))) Defer
10 then send-fork(i) to j
11: fork;; := false
12 : {receive-fork (j) fromj € N(i)} — Action 4
13: fork;; := true Obtain Shared Fork
14 : {state; = hungry A (Vj € N (i) :: (fork;; V j € OPy))} — Action 5
15: state; := eating Enter Critical Section
16 : {state; = eating} — Action 6
17: Lower(priority, ) Exit Critical Section
18: state; := thinking Send Deferred Forks
19: Vj € N(i) where (token;; A fork;;) do
20 : send-fork(i) to j
21 : fork;; := false
22 : procedure Lower (p : priority) Reduce Priority
23 : ensures p’ := Lower (p) where Process ID Unchanged
24 : (p’.id = p.id) and (p’.height < p.height) Integer Height Lowered

Algorithm 1. 1. Wait-Free Dining under Eventual Weak Exclusion

4  Proof of Correctness

Lost tokens or forks can compromise progress, while duplicated tokens or forks can
compromise safety. First we prove some basic lemmas which assert that each pair of
live neighbors share a unique fork and a unique request token.
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Lemma 1. There exists exactly one token between each pair of live neighbors.

Proof. For each pair of neighbors, the initialization code creates a unique token at the
lower-priority process. Since communication channels are reliable, this token is neither
lost nor duplicated while in transit. Only Actions 2 and 3 can modify the token vari-
ables. No token is lost, because every token received is locally stored (Action 3), and
no token is locally removed unless it is sent (Action 2). No token is duplicated, because
every token sent is locally removed, and no absent token is ever sent (Action 2). Thus,
token uniqueness is preserved. O

Lemma 2.1. There exists exactly one fork between each pair of live neighbors.

Proof. For each pair of neighbors, the initialization code creates a unique fork at the
higher-priority process. Since communication channels are reliable, this fork is neither
lost nor duplicated while in transit. Only Actions 3, 4, and 6 modify the fork variables.
No fork is lost, because every fork received is locally stored (Action 4), and no fork is
locally removed unless it is sent (Actions 3 & 6). No fork is duplicated, because every
fork sent is locally removed, and no absent fork is ever sent* (Action 3 & 6). Thus, fork
uniqueness is preserved. O

*Action 3 can send forks (Line 11) without verifying their local presence. If such forks
are absent, then this action could compromise WA by duplicating forks. As it turns
out, Action 3 is never enabled unless the requested fork is actually present. This result
may not be obvious from the program text, because it depends explicitly on the assump-
tion of FIFO channels. Consequently, we prove this assertion separately below.

Lemma 2.2. Action 3 is never enabled unless the requested fork is present.

Proof. Suppose for contradiction that Action 3 is enabled at some process 7 at time 5,
but that the requested fork is absent. This action can only be enabled by ¢ receiving a
request token from some neighbor j that executed Action 2 at an earlier time ¢ < ts.
The condition in Line 4 asserts that 7 held the token but not the shared fork at time ;.
Consequently, the fork was already at ¢ or it was in transit at time ¢;.

1. Suppose the fork was in transit from j to 7. By FIFO channels, the fork had to arrive
at 7 before the request token which enabled Action 3 at time ¢5. Only Actions 3 and
6 send forks, but both require the fork and token to be co-located. Thus, the fork
remains at ¢ until Action 3 became enabled at time ¢5.

2. Suppose the fork was in transit from ¢ to j. Then ¢ must have sent the fork by
executing Action 3 or 6 at some earlier time ¢y < ¢;. As mentioned above, the
token must have been co-located with the fork at time y. Again, by FIFO channels,
7 could not execute Action 2 at time ¢1, because the token could not have overtaken
the fork which was still in transit. O

Theorem 1. Algorithm 1 satisfies eventual weak exclusion SWX. That is, for every
execution there exists a time after which no two live neighbors eat simultaneously.
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Proof. The safety proof is by direct construction and uses the local eventually strong
accuracy property of &P;. This property guarantees that for each run there exists a time
t after which no correct process is suspected by any correct neighbor.

We observe that faulty processes cannot prevent CWWA from being established.
Since faulty processes are live for only a finite prefix before crashing, they can eat
simultaneously with live neighbors only finitely many times in any run. Consequently,
we can restrict our focus to correct processes only.

Consider any execution o of Algorithm 1. Let ¢ denote the time in « after which
<&P1 never suspects correct neighbors. Let ¢ be any correct process that begins eating
after time ¢. By Action 5, process ¢ can only transit from hungry to eating if, for each
neighbor j, either 7 holds the shared fork or 7 suspects j. Since &P never suspects
correct neighbors after time ¢ in execution «, process ¢ must hold every fork it shares
with its correct neighbors in order to begin eating.

So long as ¢ remains eating, Actions 3 and 6 guarantee that ¢ will defer all fork re-
quests. As such, p will not relinquish any forks while eating. From Lemma 2.1, we
know that forks cannot be duplicated either. Furthermore, &P; has already converged
in o, so no correct neighbor can suspect p. Thus, Action 5 remains disabled for every
correct hungry neighbor of 7 until after ¢ transits back to thinking. We conclude that no
pair of correct neighbors can begirﬂ overlapping eating sessions after time ¢. O

Next we introduce some definitions to construct a metric function for the progress proof.
First, we measure the priority distance between any two processes ¢ and j as:

0, if (priority; < priority;)
dist(i,j) = { height, — height;, if (priority, > priority;) A (id; < id;)
height; — height; + 1, if (priority; > priority;) A (id; > id;)

Suppose for any pair of processes ¢ and j that dist(i, j) = d in some configuration
where j is hungry. While j remains hungry, priority; remains unchanged. Also, recall
from Action 6 that each process reduces the height component of its priority after eating.
Consequently, d is an upper bound on the maximum number of times that process ¢ can
overtake process j before either j gets scheduled to eat or priority; < priority;.

Now we define a metric function M : II — IN for each diner j € II as follows:

M(j) = dist(i, )
i#j
First, we observe that M is bounded below by 0, and that M (j) = 0 iff j currently
has the highest priority value among all processes in 7. In general, the value of M (j)
depends only on processes that are currently higher-priority than j. This is because

" As a technical point, diners might forestall VWX’ by eating with neighbors that began eating
before &'P1 converged. For example, consider neighbors ¢ and j, where ¢ holds the shared
fork, but j began eating by falsely suspecting 7 before &Py converged. Since j is already
eating, but ¢ holds the shared fork, ¢ might violate exclusion by eating with j even after the
oracle has converged. This can happen multiple times, in fact, so long as j continues to eat.
The phenomenon is temporary, however, because j is either faulty and crashes, or j is correct
and must exit eating within finite time. Thereafter, ¢ and j never eat simultaneously again.
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dist(i, j) = 0 for any process i with priority, < priority;. If M(j) = b, then b is an
upper bound on how many times any higher-priority process can eat before either j gets
scheduled to eat or priority; becomes globally maximal.

We also note that the metric value of each process in a given configuration is unique:
(i # j) = M(i) # M(j). Moreover, M (i) < M(j) < (priority; > priority;). These
properties follow from the fact that priorities are totally ordered.

Finally,the metric value M (j) never increases while process j is thinking or hungry.
M () can only increase by reducing the height component of priority, in Action 6 after
eating. Importantly, this change in relative priority actually causes the metric values of
all other processes to decrease.

We are now prepared to state and prove the following helper lemma for progress:

Lemma 3. Let C be a configuration where some correct process is hungry, and let H
denote the set of all hungry processes in C. The correct process j € H with minimal
metric eventually eats, or some correct process ¢ with M (i) < M (j) becomes hungry.

Proof. Let j be the unique correct hungry process with minimal metric value in H.
In other words, j is the highest-priority correct hungry process in configuration C'.
Lemma 3 holds trivially if j eats or if any correct process ¢ with M (i) < M (j) becomes
hungry. Otherwise, j remains the highest-priority correct hungry process forever. We
will show that this latter case leads to a contradiction.

By definition, every faulty neighbor of j will crash within finite time. By the local
strong completeness of &Py, process j will permanently suspect such processes by
some unknown time ¢. Thereafter, 7 must collect forks only from its correct neighbors.

First, 7 will not lose any such forks. By hypothesis, j is hungry and higher priority
than any correct neighbor, so any fork request received by 7 in Action 3 will be deferred.

Second, j will eventually acquire every fork shared with its correct neighbors. By
Lemma 1, j shares a unique request token with each such neighbor. For any missing
fork, Action 2 guarantees that j will eventually send the corresponding token. Since j
is higher priority than any correct neighbor, these fork requests must be honored unless
the recipient is currently eating. In the latter case, the requested fork will be sent when
the correct neighbor exits eating in Action 6.

We conclude that if j remains hungry indefinitely, then j eventually suspects each
faulty neighbor and eventually holds the shared fork with each correct neighbor. By
Line 14, the guard on Action 5 is enabled. So j eats and Lemma 3 is established. O

Theorem 2: Algorithm 1 satisfies wait-free progress. That is, every correct hungry
process eventually eats.

Proof: We prove wait-freedom by complete (strong) induction on metric values.

Base Case: Let j be a correct hungry process with M () = 0.

By definition, the metric value M (j) is minimal, so Lemma 3 applies to j. There
are only two outcomes: either j eats, or some process ¢ with M (i) < M (j) becomes
hungry. Since metric values are unique and bounded below by 0, no such process @
exists. Consequently, j eventually eats. O
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Inductive Hypothesis: Suppose for & > 0 that every correct hungry process ¢ with
M (i) < k eventually eats. It remains to show that every correct hungry process j with
M (j) = k eventually eats as well.

Let C be a configuration, and let j be a correct hungry process in C' with M (j) = k.
Suppose that £ is the minimal metric value among all correct hungry processes in C.
Then Lemma 3 applies to j, so we conclude that j eventually eats, or some correct
process ¢ with M (i) < M (j) becomes hungry. Alternatively, suppose that & is not
the minimal metric value among all correct hungry processes in C'. Then some correct
hungry process @ with M (i) < k already exists.

Either way, we conclude that j eventually eats or the inductive hypothesis applies to
some correct hungry process ¢ with M (i) < k. In the latter case, process i eats. As a
correct diner, ¢ eventually stops eating by executing Action 6, which thereby lowers the
height component of priority, and decreases dist(i, j) by at least 1. Recall that while j
remains hungry, M (j) does not increase. Thus, any decrease in dist (i, j) will cause the
metric value of M (j) becomes less than k. Since j is now a correct hungry process with
M (j) < k, the inductive hypothesis applies directly to j. We conclude that j eventually
eats, and that Algorithm 1 satisfies wait-free progress by complete induction. O

5 Contributions

We have examined the dining philosophers problem under eventual weak exclusion in
environments subject to permanent crash faults. Eventual weak exclusion (OWX') per-
mits conflicting diners to eat concurrently only finitely many times, but requires that, for
each run, there exists a (potentially unknown) time after which live neighbors never eat
simultaneously. This safety property models systems where resources are recoverable
or where sharing violations precipitate only transient (repairable) faults. Applications
of OWZX include shared-memory contention management [6], conflict managers for
self-stabilizing systems [7], and wait-free eventually fair daemons [§].

Dining under GWWAX is unsolvable in asynchronous environments, where crash faults
can precipitate permanent starvation among live diners. The contribution of our work
is a wait-free dining algorithm for GWWA' in partially synchronous environments which
guarantees that every correct hungry process eventually eats, even in the presence of
arbitrarily many crash faults. Our oracle-based solution uses a local refinement of the
eventually perfect failure detector &P;. This oracle always suspects crashed neigh-
bors, and eventually stops suspecting correct neighbors. &P provides information only
about immediate neighbors, and, as such, it is fundamental to the scalability of our ap-
proach, since it is implementable in partially synchronous environments with sparse
communication graphs that are partitionable by crash faults.

Our work demonstrates that OGP is sufficient for wait-free dining under SWA. Tt
is an open question, however, whether this oracle is actually necessary. This question
goes to the minimality of our assumptions and the portability of our solutions to weaker
models of partial synchrony. On the one hand, wait-free dining under GWAX is a harder
problem than fault-tolerant consensus; the eventually strong oracle ¢S — which is
sufficient for consensus [3]] — is not sufficient for wait-free dining [20]. Thus, the search
for a weakest failure detector is bounded above by &P and below by ©S.
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On the Inherent Cost of Atomic Broadcast and
Multicast in Wide Area Networks*

Nicolas Schiper and Fernando Pedone

University of Lugano, Switzerland

Abstract. In this paper, we study the atomic broadcast and multicast problems,
two fundamental abstractions for building fault-tolerant systems. As opposed to
atomic broadcast, atomic multicast allows messages to be addressed to a subset
of the processes in the system, each message possibly being multicast to a differ-
ent subset. Our study focuses on wide area networks where groups of processes,
i.e., processes physically close to each other, are inter-connected through high
latency communication links. In this context, we capture the cost of algorithms,
denoted latency degree, as the minimum number of inter-group message delays
between the broadcasting (multicasting) of a message and its delivery. We present
an atomic multicast algorithm with a latency degree of two and show that it is op-
timal. We then present the first fault-tolerant atomic broadcast algorithm with a
latency degree of one. To achieve such a low latency, the algorithm is proactive,
i.e., it may take actions even though no messages are broadcast. Nevertheless, it is
quiescent: provided that the number of broadcast messages is finite, the algorithm
eventually ceases its operation.

1 Introduction

Distributed applications spanning multiple geographical locations have become com-
mon in recent years. Typically, each geographical site, or group, hosts an arbitrarily
large number of processes connected through high-end local links; a few groups exist,
interconnected through high-latency communication links. As a consequence, commu-
nication among processes in the same group is cheap and fast; communication among
processes in different groups is expensive and orders of magnitude slower than local
communication. Data is replicated both locally, for high availability, and globally, usu-
ally for locality of access. In this paper we investigate the atomic broadcast and mul-
ticast problems, two communication primitives that offer adequate properties, namely
agreement on the set of messages delivered and on their delivery order, to implement
replication [9].

Ideally, we would like to devise algorithms that use inter-group links as sparingly
as possible, saving on both latency and bandwidth (i.e., number of messages). As we
explain next, however, atomic broadcast and multicast establish an inherent tradeoff
in this context. As opposed to atomic broadcast, atomic multicast allows messages to
be sent to a subset of processes in the system. More precisely, messages can be ad-
dressed to any subset of the system’s groups, each message possibly being multicast

* The work presented in this paper has been partially funded by the SNSF, Switzerland (project
#200021-107824).

S. Rao et al. (Eds.): ICDCN 2008, LNCS 4904, pp. 147-1157] 2008.
(© Springer-Verlag Berlin Heidelberg 2008
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to a different subset. From a problem solvability point of view, atomic multicast can
be easily reduced to atomic broadcast: every message is broadcast to all the groups in
the system and only delivered by those processes the message is originally addressed
to. Obviously, this solution is inefficient as it implies communication among processes
that are not concerned by the multicast messages. To rule out trivial implementations of
no practical interest, we require multicast algorithms to be genuine [7], i.e., only pro-
cesses addressed by the message should be involved in the protocol. A genuine atomic
multicast can thus be seen as an adequate communication primitive for distributed ap-
plications spanning multiple geographical locations in which processes store a subset
of the application’s data (i.e., partial replication).

We show that for messages multicast to at least two groups, no genuine atomic mul-
ticast algorithm can hope to achieve a latency degree lower than two[l This result is
proven under strong system assumptions, namely processes do not crash and links are
reliable. Moreover, this lower bound is tight, i.e., the fault-tolerant algorithm A1 of
Section [ and the algorithm in [3] achieve this latency degree (A1 is an optimized ver-
sion of [3], see Section[d). A corollary of this result is that Skeen’s algorithm, initially
described in [2]] and designed for failure-free systems, is also optimal—a result that has
apparently been left unnoticed by the scientific community for more than 20 years.

We demonstrate that atomic multicast is inherently more expensive than atomic
broadcast by presenting the first fault-tolerant broadcast algorithm with a latency de-
gree of one. To achieve such a low latency, the algorithm is proactive, i.e., it may take
actions even though no messages are broadcast. Nevertheless, we show how it can be
made guiescent: provided that a finite number of messages is broadcast, processes even-
tually cease to communicate. In runs where the algorithm becomes quiescent too early,
that is, a message m is broadcast after processes have decided to stop communicating,
m will not be delivered in a single inter-group message delay, but in two. We show that
this extra cost is unavoidable, i.e., no quiescent atomic broadcast algorithm can hope to
always achieve a latency degree of onefl

These two lower bound results stem from a common cause, namely the reactiveness
of the processes at the time when the message is cast. Roughly speaking, a process p is
said to be reactive when the next message m that p sends is in response either to a local
multicast event or to the reception of another message. In Section[3] we first show that
no atomic broadcast or multicast algorithm can hope to deliver the last cast message
m with a latency degree of one if m is cast at a time when processes are reactive. To
obtain the lower bounds, we then show that (i) in runs of any genuine atomic multicast
algorithm where one message is multicast at time ¢, processes are reactive at ¢ and (ii)
in runs of any quiescent atomic broadcast or atomic multicast algorithm where a finite
number of messages are cast, processes are eventually reactive forever.

These results help better understand the difference between atomic broadcast and
multicast. In particular, they point out a tradeoff between the latency degree and mes-
sage complexity of these two problems. Consider a partial replication scenario where
each group replicates a set of objects. If latency is the main concern, then every

! A precise definition of latency degree is given in Section[2
% This result also holds for quiescent (genuine or non-genuine) atomic multicast algorithms. The
genuine case is already covered by the first lower bound result and is therefore irrelevant here.
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operation should be broadcast to all groups, and only groups concerned by the oper-
ation handle it. This solution, however, has a high message complexity: every operation
leads to sending at least one message to all processes in the system. Obviously, this is
inefficient if the operation only fouches a subset of the system’s groups. To reduce the
message complexity, genuine multicast can be used. However, any genuine multicast
algorithm will have a latency degree of at least two.

The rest of the paper is structured as follows. In Section 2] we present our system
model and definitions. Section 3] shows the genuine atomic multicast latency degree
lower bound and investigates the cost of quiescence in a unified way. In Sections @]
and [5l we present the optimal multicast and broadcast algorithms. Finally, Section
discusses the related work and concludes the paper. The proofs of correctness of the
algorithms can be found in [[12].

2 System Model and Definitions

2.1 Processes and Links

We consider a system IT = {py, ..., p, } of processes which communicate through mes-
sage passing and do not have access to a shared memory or a global clock. We assume
the benign crash-stop failure model, i.e., processes may fail by crashing, but do not be-
have maliciously. A process that never crashes is correct; otherwise it is faulty. The
system is asynchronous, i.e., messages may experience arbitrarily large (but finite) de-
lays and there is no bound on relative process speeds. Furthermore, the communication
links do not corrupt or duplicate messages, and are quasi-reliable: if a correct process
p sends a message m to a correct process ¢, then ¢ eventually receives m. We de-
fine I' = {g1,..., gm } as the set of process groups in the system. Groups are disjoint,
non-empty and satisfy | J ger 9 = I1. For each process p € II, group(p) identifies the
group p belongs to. Hereafter, we assume that in each group: (1) there exists at least one
correct process and (2) consensus is solvable (consensus is defined below).

2.2 Specifications of Agreement Problems

We define the agreement problems considered in this paper, namely consensus, reliable
multicast, and atomic multicast/broadcast. Let .4 be an agreement algorithm. We define
R(A) as the set of all admissible runs of A.

Consensus. In the consensus problem, processes propose values and must reach agree-
ment on the value decided. Uniform consensus is defined by the primitives propose(v)
and decide(v) and satisfies the following properties [8]: (i) uniform integrity: if a pro-
cess decides v, then v was previously proposed by some process, (ii) fermination: every
correct process eventually decides exactly one value, (iii) uniform agreement: if a pro-
cess decides v, then all correct processes eventually decide v.

Reliable Multicast. With reliable multicast, messages may be addressed to any subset
of the processes in II. For each message m, m.dest denotes the processes to which
the message is reliably multicast. Non-uniform reliable multicast is defined by primi-
tives R-MCast(m) and R-Deliver(m), and satisfies the following properties : (i) uniform
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integrity: for any process p and any message m, p R-Delivers m at most once, and
only if p € m.dest and m was previously R-MCast, (ii) validity: if a correct process
p R-MCasts a message m, then eventually all correct processes ¢ € m.dest R-Deliver
m, (iii) agreement: if a correct process p R-Delivers a message m, then eventually all
correct processes ¢ € m.dest R-Deliver m.

Atomic Multicast. Atomic multicast allows messages to be addressed to a subset of
groups in I". For each message m, m.dest denotes the groups to which m is addressed.
Let p be a process. By abuse of notation, we write p € m.dest insteadof dg € [': g €
m.dest A\ p € g. Hereafter, we denote the sequence of messages delivered by p at time
t as S;, and the sequence of messages delivered by p at time ¢ projected on processes
pand q as P, 4(S}), i.e., Py q(S)) is the sequence of messages S}, restricted to the
messages m such that p,q € m.dest. Atomic multicast is defined by the primitives
A-MCast and A-Deliver, and satisfies the uniform integrity and validity properties of
reliable multicast as well as the two following properties: (i) uniform agreement: if a
process p A-Delivers m, then all correct processes ¢ € m.dest eventually A-Deliver m,
(i) uniform prefix order: for any two processes p and g and any time ¢, either vaq(Sf,)
is a prefix of P, 4(S}) or P, 4(S}) is a prefix of P, 4(S}).

We also require atomic multicast algorithms to be genuine [[7]: An algorithm A solv-
ing atomic multicast is said to be genuine iff for any run R € R(.A) and for any process
p, in R if p sends or receives a message then some message m is A-MCast and either p
is the process that A-MCasts m or p € m.dest.

Atomic Broadcast. Atomic broadcast is a special case of atomic multicast. It is defined
by the primitives A-BCast and A-Deliver and satisfies the same properties as atomic
multicast where all A-BCast messages m are such that m.dest = I, i.e., messages are
always A-BCast to all groups in the system.

2.3 Latency Degree

Let .A be a broadcast or multicast algorithm and R be a run of A (R € R(.A)). More-
over, in run R, let m be a message A-XCast (A-BCast or A-MCast) and IT'(m) C IT
be the set of processes that A-Deliver m. Intuitively, the latency degree of R is the min-
imal length of the causal path between the A-XCast of m and the last A-delivery of m
among the processes in IT'(m), when counting inter-group messages only. To define
this latency degree we assign timestamps to process events using a slightly modified
version of Lamport’s logical clocks [9]). Initially, for all processes p € II, p’s logical
clock, LC), is initialized to 0. On process p, an event e is assigned its timestamp as
follows:

1. If eis alocal event, ts(e) = LC,
2. If e is the send event of a message m to a process g,

ts(e) = § LCp H 1S group(p) # group(q)
LC,, otherwise

3. If e is the receive event of a message m, ts(e) = max(LC,, ts(send(m)))
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The latency degree of a message m A-XCast in run R is defined as follows:
A(m, R) = max,e 7 (m) (ts(A-Deliver(m),) — ts(A-XCast(m),))

where A-Deliver(m), and A-X Cast(m), respectively denote the A-Deliver(m) event
on process ¢ and the A-XCast(1m) event on process p. We refer to the latency degree of
an algorithm A as the minimum value of A(m, R) among all admissible runs R of A
and messages m A-XCast in R.

3 The Inherent Cost of Reactiveness

We establish the inherent cost of the genuine atomic multicast problem for messages
that are multicast to multiple groups and we show that quiescence has a cost, i.e., in
runs where a message m is cast at a time when the algorithm is quiescent, there exists
no algorithm that delivers m with a latency degree of one. As explained in Section[I] we
proceed in two steps. We first show that, if processes are reactive when the last message
m is cast, then m cannot be delivered with a latency degree of one. We then prove that
(1) in runs of any genuine atomic multicast algorithm where one message is multicast at
time ¢, processes are reactive at ¢ and (ii) in runs of any quiescent atomic broadcast or
atomic multicast algorithm where a finite number of messages are cast, processes are
eventually reactive forever.

The proofs are done in a model identical to the model of Section 2| except that
processes do not crash and links are reliable, i.e., they do not corrupt, duplicate, or lose
messages.

Definition 1. In a run R of an atomic broadcast or multicast algorithm, we say that a
process p is reactive at time t iff p sends a message m at time t' > t only if p A-XCasts
m or if p received a message sent in the interval [t,t'].

Proposition 1. In a system with at least two groups, for any atomic broadcast or any
atomic multicast algorithm A, there does not exist runs Ry, Ro of A in which processes
are reactive at the time the last messages my, ms are A-XCast to at least two groups,
such that A(mq, Ry) = A(mg, Ra) = 1.

Proof: Suppose, by way of contradiction, that there exist an algorithm 4 and runs R;
of A, i € {1,2}, such that A(m;, R;) = 1. Consider two groups, g; and go. In run R;,
process p; € g; A-XCasts message m; at time ¢ to g; and go. We first show that (*)
in R;, at or after time ¢, processes can only send messages m such that for a sequence
of events e; = A-XCast(m;), ea,...,ex, = send(m), A-XCast(m;) — ez — ... —
send(m)ﬁ Suppose, by way of contradiction, that there exists a process p in R; that
sends a message m at a time ¢, > ¢ such that the event send(m) is not causally linked to
the event A-XCast(m;). We construct a run R} identical to run R; except that message

* Events ey, ..., e can be of four kinds, either send(m), receive(m), A-XCast(m), or A-
Deliver(m) for some message m. Moreover, the relation — is Lamport’s transitive happened
before relation on events [9]. It is defined as follows: e; — e2 <> e1, e2 are two events on
the same process and e; happens before ez or e; = send(m) and ez = receive(m) for some
message m.
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m; is not A-MCast (note that processes are also reactive at time ¢ in R}). Since in R;,
there is no causal chain linking the event A-XCast(m;) with the event send(m), runs R,
and R; are indistinguishable to process p up to and including time ¢}. Therefore, p also
sends m in R}. Hence, since processes are reactive at time ¢ and no message is A-XCast
at or after ¢, p must have received a messag m’ sent at or after ¢ by some process q. Ap-
plying the same reasoning multiple times, we argue that there must exist a process r that
sends a message m” at time ¢ such that for some events e; = send(m”’), e, ..., €51 =
send(m’), e, = send(m), we have send(m”) — ... — send(m’') — send(m). However,
r cannot send m” because no message is A-XCast at or after ¢, a contradiction.

By the validity property of .A and because there is no failure, all processes eventually
A-Deliver m;. Since A(m;, R;) = 1, by (*), processes in g; A-Deliver m; before
receiving any message from processes in gs_; sent at or after time ¢. Let t7 > ¢ be
the time at which all processes in g; have A-Delivered message m;. We now build run
R3 as follows. As in run R;, p; A-XCasts m;. Runs R; and Rj3 are indistinguishable
for processes in group g; up to time ¢}, that is, all messages causally linked to the event
A-XCast(ms_;) (including A-XCast(ms_;) itself) sent from processes in group gs_;
to processes in group g; are delayed until after ¢;. Consequently, processes in group g;
have all A-Delivered m, by time ¢}. By the uniform agreement of A, processes in g;
eventually A-Deliver mgy and processes in go eventually A-Deliver m;, violating the
uniform prefix order property of .A. (]

Proposition 2. For any run R of any genuine atomic multicast algorithm A where one
message is A-MCast at time t, processes are reactive at time t.

Proof: In run R, by the genuineness property of A, for any message m’ sent, there exist
events e; = A-MCast(mn), e, ..., e, = send(m/) such that A-MCast(m) — e — ... —
send(m’) (otherwise, using a similar argument as in Proposition[I] we could build a run
R’ identical to run R, except that no message is A-MCast in R’, such that a process
sends a message anyway, contradicting the fact that in R’ no message is A-MCast and
A is genuine).

Consequently, for any process p, if p sends a message m’ at t’ > t, then p A-MCasts
m’ or p received a message in the interval [¢, ¢']. O

Proposition 3. For any run R of any quiescent atomic broadcast or atomic multicast
algorithm A in which a finite number of messages are A-XCast, there exists a time t
such that for all t' > t, processes are reactive at t'.

Proof: In R, a finite number of messages are A-XCast. Because A is quiescent, there
exists a time ¢ at or after which no messages are sent. It follows directly that for all
t' > t processes are reactive at t’. O

Although our result shows that if the last message m is cast when processes are reac-
tive, then m cannot be delivered in one inter-group message delay, in practice, multiple
messages may bear this overhead. In fact, this might even be the case in runs where
an infinite number of messages are cast. Indeed, to ensure quiescence, processes must
somehow predict whether any message will be cast in the future. Hence, if no mes-
sage is expected to be cast, processes must stop communicating, and this may happen
prematurely.
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4 Atomic Multicast for WANs

In this section, we present a latency degree-optimal atomic multicast algorithm which is
inspired by the one from Fritzke er al. [5]], an adaptation of Skeen’s algorithm for failure-
prone systems. Due to space constraints, we here only present the basic principles of
the algorithm, the pseudo-code as well as a detailed explanation can be found in [12].

4.1 Algorithm Overview

The algorithm associates every multicast message with a timestamp. To ensure agree-
ment on the message delivery order, two properties are ensured: (1) processes agree on
the message timestamps and (2) after a process p A-Delivers a message with timestamp
ts, p does not A-Deliver a message with a smaller timestamp than ts. To satisfy these
two properties, inside each group g, processes implement a logical clock that is used to
generate timestamps—this is g’s clock. To guarantee g’s clock consistency, processes
use consensus to maintain it. Moreover, every message m goes trough the following
four stages:

— Stage so: In every group g € m.dest, processes define a timestamp for m using g’s
clock. This is g’s proposal for m’s final timestamp.

— Stage s1: Groups in m.dest exchange their proposals for m’s timestamp and set
m’s final timestamp to the maximum timestamp among all proposals.

— Stage so: Every group in m.dest sets its clock to a value greater than the final
timestamp of m.

— Stage s3: Message m is A-Delivered when its timestamp is the smallest among all
messages that are in one of the four stages and not yet A-Delivered.

As mentioned above, our algorithm differentiates itself from [15] in several aspects. First,
when a message is multicast, instead of using a uniform reliable multicast primitive, we
use a non-uniform version of this primitive while still ensuring properties as strong as
in [3]]. Second, in contrast to [3]], not all messages go trough all four stages. Messages
that are multicast to only one group can jump from stage sg to stage s3. Moreover,
even if a message m is multicast to more than one group, on processes belonging to
the group that proposed the largest timestamp (i.e., m’s final timestamp), m can skip
stage sa.

4.2 Latency Degree Analysis

Consider a message m that is multicast by a process p. In [12]], we show that if m is
multicast to one group, the latency degree of the algorithm, denoted as A1, is zero if
p € g, and one otherwise. Moreover, if m is multicast to multiple groups, the latency
degree is two, which matches the lower bound of Section 3]

Theorem 1. There exists a run R of algorithm Al in which a message m is A-MCast
to two groups such that A(m, R) = 2.
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5 Atomic Broadcast for WANs

In this section, we present the first fault-tolerant atomic broadcast algorithm that
achieves a latency degree of one. Together with the lower bound of Section [3] this
shows that atomic multicast is more costly than atomic broadcast. Due to space con-
straints, we here only present an overview of the algorithm, the pseudo-code as well as
a detailed explanation can be found in [12].

5.1 Algorithm Overview

To atomically broadcast a message m, a process p reliably multicasts m to the processes
in p’s group. In parallel, processes execute an unbounded sequence of rounds. At the
end of each round, processes deliver a set of messages according to some deterministic
order. To ensure agreement on the messages delivered in round 7, processes proceed in
two steps. In the first step, inside each group g, processes use consensus to define g’s
bundle of messages. In the second step, groups exchange their message bundles. The
set of message delivered at the end of round r is the union of all bundles. Note that
we also wish to ensure quiescence, i.e., if there is a time after which no message is
broadcast, then processes eventually stop sending messages. To do so, processes try to
predict when no further messages will be broadcast. Our prediction strategy is simple,
it consists in checking, at the end of each round, whether any message was delivered
or not. If no messages were delivered, processes stop executing rounds. Note that our
algorithm is indulgent with regards to prediction mistakes, i.e., if processes become
quiescent too early, they can restart so that liveness is still ensured.

5.2 Latency Degree Analysis

In [12], we analyze the latency degree of the algorithm, denoted as A2. We first show
that its best latency degree (among all its admissible runs) is one, which is optimal.
We then consider runs where processes become quiescent too early, i.e., processes stop
executing rounds before a message is broadcast. In these runs, the latency degree of the
algorithm is two.

Theorem 2. There exists a run R of algorithm A2 in which a message m is A-BCast
such that A(m, R) = 1.

Theorem 3. There exists a run R of algorithm A2 in which the last message m is
A-BCast when processes are reactive such that A(m, R) = 2.

It is worth noting that the presented broadcast algorithm never becomes reactive if the
time between two consecutive broadcasts is smaller than the time to execute a round.
Moreover, in this case, all rounds are useful, i.e., they all deliver at least one message.
For example, in a system where the inter-group latency is 100 milliseconds, a broadcast
frequency of 10 messages per second is enough to obtain this desired behavior. In case
the broadcast frequency is too low or not constant, to prevent processes from stopping
prematurely, more elaborate prediction strategies based on application behavior could
be used.
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6 Related Work and Final Remarks

The literature on atomic broadcast and multicast algorithms is abundant [3]. We here
review the most relevant papers to our protocols.

Atomic Multicast. In [[7], the authors show the impossibility of solving genuine atomic
multicast with unreliable failure detectors when groups are allowed to intersect. Hence,
the algorithms cited below circumvent this impossibility result by considering non-
intersecting groups that contain a sufficient number of correct processes to solve con-
sensus. They can be viewed as variations of Skeen’s algorithm [2]], a multicast algorithm
designed for failure-free systems, where messages are associated with timestamps and
the message delivery follows the timestamp order. In [10], the addressees of a mes-
sage m, i.e., the processes to which m is multicast, exchange the timestamp they as-
signed to m, and, once they receive this timestamp from a majority of processes of each
group, they propose the maximum value received to consensus. Because consensus is
run among the addressees of a message and can thus span multiple groups, this algo-
rithm is not well-suited for wide area networks. In [4], consensus is run inside groups
exclusively. Consider a message m that is multicast to groups gy, ..., gx. The first des-
tination group of m, g1, runs consensus to define the final timestamp of m and hands
over this message to group g». Every subsequent group proceeds similarly up to gy.
To avoid cycles in the message delivery order, before handling other messages, every
group waits for a final acknowledgment from group g;.. The latency degree of this algo-
rithm is therefore proportional to the number of destination groups. In [3], to ensure that
processes agree on the timestamps associated to every message and to deliver messages
according to the timestamp order, every message goes through four stages. In contrast
to [3]], the algorithm presented in this paper allows messages to skip stages, therefore re-
ducing the number of intra-group messages sent by sparing the execution of consensus
instances.

Atomic Broadcast. In [1]], the authors consider the atomic broadcast and multicast prob-
lems in a publish-subscribe system where links are reliable, publishers do not crash, and
cast infinitely many messages. Agreement on the message ordering is ensured by using
the same deterministic merge function at every subscriber process. Given the cast rate
of publishers, the authors give optimal algorithms with regards to the merge delay, i.e.,
the time elapsed between the reception of a message by a subscriber and its delivery.
Both algorithms achieve a latency degree of onefl In [13], a time-based protocol is in-
troduced to increase the probability of sponfaneous total order in wide area networks
by artificially delaying messages. Although the latency degree of the optimistic deliv-
ery of a message is one, the latency degree of its final delivery is two. Moreover, their
protocol is non-uniform, i.e., the agreement property of Section2]is only ensured for
correct processes. In [14]], a uniform protocol based on multiple sequencers is proposed.
Every process p is assigned a sequencer that associates sequence numbers to the mes-
sages p broadcasts. Processes optimistically deliver a message m when they receive
m’s sequence number. The final delivery of m occurs when the sequence number of

* Note that this does not contradict the latency degree lower bound of genuine atomic multicast.
Indeed, their assumptions are different than ours, i.e., to ensure liveness of their multicast algo-
rithm, they require that each publisher multicast infinitely many messages to each subscriber.
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Algorithm |latency degree|inter-group msgs.
[4] kE+1 O(kd?)
[10] 4 O(K%d?)
[5] 2 O(K%d?)
Algorithm Al 2 O(k*d?)
[r 1 O(kd)

Algorithm |latency degree|inter-group msgs.
[13]° 2 O(n)
[14] 2 O(n?)
Algorithm A2 1 O(n?)
[y 1 O(n)

(a) Atomic Multicast

(b) Atomic Broadcast

Fig. 1. Comparison of the algorithms (d : nb. of processes per group, k : nb. of destination groups)

m has been validated by a majority of processes. The latency degree of this algorithm
is identical to [[13]].

In Figure[Il we compare the latency degree and the number of inter-group exchanged
messages of the aforementioned algorithms. In this comparison, we consider the best-
case scenario, in particular there is no failure nor failure suspicion. We denote n as the
total number of processes in the system, d as the number of processes in each group,
and k as the number of groups to which a message is cast (k& > 2). To compute the
latency degree and number of inter-group messages sent, we consider the oracle-based
uniform reliable broadcast and uniform consensus algorithms of [6] and [11] respec-
tively (note that [6] can easily be modified to implement reliable multicast). The latency
degrees of [6] and are respectively one and two. Furthermore, considering that a
process p multicasts a message to k groups (we consider that p belongs to one of these
k groups) or that k groups execute consensus, the algorithms respectively send d(k — 1)
and 2kd(kd — 1) inter-group messages.

From Figure[Il we conclude that, among uniform fault-tolerant broadcast protocols,
Algorithm A2 achieves the best latency degree and message complexity. In the case of
the atomic multicast problem, although Algorithm A1 and [3] achieve the best latency
degree among fault-tolerant protocols, [4] has a lower message complexity. Deciding
which algorithm is best is not straightforward as it depends on factors such as the net-
work topology as well as the latencies and bandwidths of links.
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Abstract. Predicate detection in a distributed system is an important
problem. It is useful in debugging and testing of the distributed system.
Two modalities are introduced for predicate detection by Cooper and
Marzullo. They are denoted by Possibly and De finitely. In general, the
complexity of detecting predicates in the two modalities is NP-complete
and coNP-complete. On detecting conjunctive predicates in De finitely
modality, Garg and Waldecker proposed an efficient method. In this pa-
per, we extend the notion of the conjunctive predicate to the notion of
the disjunctive normal form (DNF) predicate, which is a disjunction of
several conjunctive predicates. We are concerned with the problem of
detecting DNF predicates in De finitely modality. We study two classes
of DNF predicates called separation DNF predicates and separation-
inclusion DNF predicates, which can be detected in De finitely modality
using an idea similar to that of Garg and Waldecker.

1 Introduction

Predicate detection in a distributed system is an important problem. It is useful
in debugging and testing of the distributed system. A predicate is an interesting
property that we want to check in the execution of a distributed system. Two
modalities are introduced for predicate detection by Cooper and Marzullo [4].
They are denoted by Possibly and De finitely. We know that the state space of
an execution of a distributed system is a distributive lattice. Given a predicate &,
Possibly(®) means that there exists one path from the initial state to the final
state in the lattice, which passes through a state satisfying @. De finitely(®P)
means that all paths from the initial state to the final state in the lattice pass
through a state satisfying @. Possibly(®) is usually used to check the property
@ that we want to avoid, such as, the number of tokens in a system is less than
a constant. While De finitely(®) is usually used to check the desired property
@ that we want to guarantee, such as, a leader is elected.
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Predicate detection suffers from the state explosion problem. It has been
shown that in general, detection of Possibly(®) is NP-complete [3] and detection
of Definitely(®P) is coNP-complete [I3].

The conjunctive predicate is an important class of predicates. A conjunctive
predicate is a conjunction of local predicates. A local predicate is defined on
only one process. Thus the truth of it can be easily verified by the process.
On detecting conjunctive predicates in Possibly modality, [8] and [9] proposed
efficient algorithms. On detecting conjunctive predicates in De finitely modality,
Garg and Waldecker proposed an efficient method in [7]. The concept of intervals
play an important role in their method. An interval in a process is a sequence
of consecutive events satisfying a local predicate of the conjunctive predicate
®. The essence of the method is choosing one interval from every process and
analyzing the relation of these intervals. An similar method was independently
proposed in [14] by Venkatesan and Dathan.

In this paper, we extend the notion of the conjunctive predicate to the notion
of the disjunctive normal form (DNF) predicate, which is a disjunction of several
conjunctive predicates. From [I3], we know that in general detection of DNF
predicates in De finitely modality is coNP-complete. The purpose of this paper
is to discuss two classes of DNF predicates called separation DNF predicates
and separation-inclusion DNF predicates, which can be detected efficiently in
De finitely modality using an idea similar to that of Garg and Waldecker by
analyzing the relation of intervals.

Given a DNF predicate @ = ¢! V@2V ...V P™, where each & is a conjunctive
predicate, for every conjunctive predicate &' we have a set of intervals. The set
of intervals with respect to @ is the union of these sets of intervals. Separation
DNF predicates and separation-inclusion DNF predicates put some restrictions
on the relationship between these intervals. Informally speaking, both separation
DNF predicates and separation-inclusion DNF predicates require that no two
intervals are adjacent. Besides, separation-inclusion DNF predicates require that
the relation of interval inclusion satisfies certain conditions.

We observe the similarity between the condition on intervals of the method of
Garg and Waldecker in [7] and the concept of inevitable states in [5]. For using the
concept of inevitable states to prove our results, we use the technique of interval
compression. Such ideas were first explored in [I] and [II]. But they concern
the problem of detecting predicates in Possibly modality. In [2] Chakraborty
and Garg prove such an idea can be used for detecting predicates in De finitely
modality.

Then based on the concept of inevitable states, we use a constructive way to
obtain the desired result on separation DNF predicates. And we use an indirect
way to obtain the desired result on separation-inclusion DNF predicates.

The remainder of the paper is organized as follows: Section 2 discusses the
model that we use. In section 3 we introduce the concept of DNF predicates
and discuss the interval compression theorem with respect to DNF predicates.
Section 4 discusses some properties of inevitable states. Section 5 presents the
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main results on detection of separation DNF predicates and separation-inclusion
DNF predicates. Section 6 concludes the paper.

2 Model

We assume a loosely-coupled message-passing asynchronous system. A distri-
buted system consists of n sequential processes denoted by Pi, Ps,..., P,. The
processes do not share a global clock or a global memory. They can communicate
with each other only by exchanging messages through communication channels.
The system is asynchronous, which means that each process executes at its own
speed because of the lack of global clock, and message transition delay is arbitrary
but finite. We assume that the communication channels are reliable. No messages
are lost, altered or spuriously introduced. We do not assume that the channels are
FIFO channels. In this paper, we are concerned with detecting global predicates
in a given execution of a distributed system in an off-line manner.

Each process in the distributed system is sequential. For each process P;, 1 <
i < n, the sequence of events in the process is E}EZE?---. Let E; denote the
set of events in P;. Let F = E1 U E> U ...U E,. We use Lamport’s happened-
before relation [I0] to give an irreflexive partial order — on E. Happened-before
relation is defined as the smallest relation satisfying the following conditions: for
two events e, f € E, (1) if e and f belong to the same process, and e occurs
before f, then e — f; (2) if e is an event which sends a message and f is an
event which receives the message sent by e, then e — f; (3) if there exists an
event g € E such that e — g and ¢ — f, then e — f. Based on the induced
order, we model the given execution of the system as an irreflexive partial order
set (E,—). We call it a computation.

A global state of a computation (F, —) is a subset G of E such that for each
event e in G, any event f occurring before e in the process that e belongs to, is
in G. A global state GG is a consistent global state, if for each event e, any event
f satisfying f — e, is in G. The intuitive meaning of consistent global states is
that for each event in the global state, all the events that should occur before
it have occurred. The set of consistent global states forms a distributive lattice
under the relation of C [12][6]. Let L(E) denote the distributive lattice.

We can represent a global state G by an n-dimension vector S=(s1, sa, ..., Sp),
where for each i, 1 < i < n, if E; NG # (), then E;’ is the greatest el-
ement in F; N G; otherwise s; = 0. The frontier of a global state S is an
n-tuple H = (E*,E3?,...,E"). For two global states S and S’ in L(E),
S < S if and only if 5; < s, for all i, 1 < i < n. S < S if and only
if S <S8 and S # S5.5NS = (min(s1,s)), min(sz, s5),...,min(sp, s,)).
SUS" = (max(s1,sy), max(se, sb),...,maz(sy, s))).

A run of a computation is a total order of the events in F, which is compatible
with —, that is, if e — f, then e comes before f in the run. A run is also a chain
of states from L to T in the lattice L(E).
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When detecting a predicate in a computation, each process has an interest-
ing variable which is used to check some properties of the execution. Given a
consistent global state S = (s1, s2, ..., $n), the value of the variable on P; is the
value of the variable after the occurrence of the event E*| if s; > 0; otherwise,
it is a given initial value. A global predicate is a predicate defined on variables of
processes. If a predicate is defined on the variable on a single process, it is called
a local predicate. An event e satisfies a local predicate defined on the process
that e belongs to, if after the occurrence of e the value of the variable in the
process satisfies the local predicate.

Given a predicate @, two modalities are usually used in predicate detection [4]:

Definitely(®). It is true if for every run of the computation, there exists a
consistent global state satisfying @ on this run.

Possibly(P). Tt is true if there exists a run of the computation such that a
consistent global state on this run satisfies @.

For example, in the computation of figure 1, assume the interesting variables
in P, and P> are x and y respectively and the global predicate we want to
detect is & = x > y. We can see that Possibly(®P) is true, while De finitely(®P)
is false.

@® : O holds
O ® does not hold

Fig. 1. A computation and its corresponding lattice

3 Interval Compression

In [7] Garg and Waldecker proposed a method to detect Definitely(®), where
@ is a conjunctive predicate. A predicate is conjunctive if it is a conjunction of
local predicates. A conjunctive predicate has the form:

b=LPiNLP,AN...NLP,

where LP; is a local predicate defined on P;, for every i, 1 < i < n.
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Now we briefly state their method with a slight modification. The notion
of intervals is important in detecting a conjunctive predicate. An interval is a
maximal sequence of consecutive events in a process P; such that LP; is true for
all the events in the sequence. The beginning event of an interval I is denoted
by I.low and the ending event is denoted by I.high. When there exists only one
event in the interval, the beginning event and the ending event are the same.
For an event e, the immediately next event of e in the process that e belongs
to, is denoted by e.next. In the remainder of the paper, we assume that in every
process, neither the initial value nor the final event satisfies the local predicate
defined on the process.

Theorem 1. [} For a conjunctive predicate & = LP; AN LP, A ...LP,,
Definitely(®P) is true if and only if there exist n intervals, Iy, Ia, ..., I,, each
belonging to a different process such that Ij.low — Ij.high.next, for all i, j,
1<i<n, 1<) <n.

In this paper we extend the notion of conjunctive predicates to the one of dis-
junctive normal form (DNF) predicates. A predicate @ is a disjunctive normal
form predicate if it has the form:

=P ' VP>V .. VP

where @' is a conjunctive predicate, for all 4, 1 <4 < m. Thus @ can be written
in the following form:

&=(LP} ALPyA.. .N\LP)V(LPEALPEA. . .ALP3V.. N(LP"ALPY'A. . .ALPM™)

For using the similar method of theorem 1 to deal with detection of a DNF
predicate in De finitely modality, we extend the notion of intervals.

Definition 1. A maximal sequence of consecutive events in P; is an interval
with respect to D, if all the events in the sequence satisfy LPZ»]“.

Definition 2. An maximal sequence of consecutive events in a process P; is an
interval with respect to a DNF predicate @, if for any two events e and f in the
sequence, for all k, 1 < k < m, we have that if e is in an interval with respect
to @, then f is also in the interval.

Now we will show that an interval with respect to a DNF predicate can be
treated as a single event when we detect the predicate in De finitely modality.
We call this interval compression. Such an idea was proposed by Chakraborty
and Garg in [2].

We collect the beginning events of all intervals with respect to @ on processes
into a set E’. Apparently, we have that £’ C E. From the relation — we can
induce the relation —’. For every e and f, e, f € E', e —' fifand only ife — f.
From the original computation (E, —), we can obtain the reduced computation
(E',—"). In (E',—') events in each process are also indexed by consecutive
natural numbers starting from 1.

The next theorem presents the relation of the two computations.
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Theorem 2. Given a DNF predicate ®, Definitely(®) is true for the origi-
nal computation (E,—), if and only if Definitely(®) is true for the reduced
computation (E',—').

This theorem can be derived from [2] (theorem 4).

4 Inevitable States

In a state space L(FE), inevitable states are some special states. A state is in-
evitable if it is on all the runs of the computation. For example, in the lattice of
figure 1, (2,2) is an inevitable state. Inevitable states are useful in the detection
of certain classes of DNF predicates in De finitely modality. In this section, we
give some properties of inevitable states.

In [B] Fromentin and Raynal proposed a method to determine whether a
consistent global state is inevitable.

Theorem 3. [5] S = (s1,82,...,5,) is an inevitable state if and only if E;* —
E;j.nea:t, foralli,j,1<i<n,1<j<n.

Now we use this result to obtain the following lemma, which is useful in the
detection of certain classes of DNF predicates in De finitely modality.

For a state S, let Level(S) denote Y., s;. We call Level(S) the level value
of S.

Lemma 1. If S is not an inevitable state, there exists a state S’ such that
Level(S) = Level(S"), and S and S’ are different in only two processes i, j, with
|si —sil =1 and [s; — 5| = 1.

5 Detection of Two Classes of DNF Predicates

In this section, we will present the main results in this paper on detection of
two classes of DNF predicates in De finitely modality. The result can be seen as
an extension of theorem 1 to the two classes of DNF predicates. The next two
definitions define two classes of DNF predicates which we are interested in.

For two interval I and I’ which are on the same process P;, let a be the
index of the event I.low and b be the index of I.high, that is, Ef* = I.low and
EY = I.high. And let ' be the index of the event I’.Jlow and b’ be the index
of I'.high. If a = o/ and b = b, we say that I and I’ coincide. If a > b + 1 or
a’ > b+ 1, we say that I and I’ separate. Intuitively, it means that I and I’ have
not any same event and they are not adjacent. If a < a’ <% < b, and I and I’
do not coincide, we say that I includes I’.

Definition 3. Given a computation (E,—) and a DNF predicate ® = &V &? Vv
...V @™, Let A; be the set of intervals that are with respect to ®*, for each i,
1<i<m. Let A= A1 U...UA,,. D is a separation DNF predicate, if for any
two intervals I and I' in A on the same process they coincide or separate.
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Fig. 2. An example of separation DNF predicate

Figure 2 illustrates an example of the separation DNF predicate.

Definition 4. Given a computation (E,—) and a DNF predicate & = &'V
P2V ... VI™. Let A; be the set of intervals that are with respect to ®°, for all
i, 1 <i<m. Let A=A U...UA,. Let R be a binary relation such that
R = {(i,7)| there exist an intervals I with respect to ®* and an interval I' with
respect to ®7 in A such that I and I' are on the same process and I includes I'}.
@ is a separation-inclusion DNF predicate, if the two conditions are satisfied:
(1) for any two intervals I and I' in A on the same process they coincide, or
they separate, or I includes I', or I' includes I; (2) R is acyclic, that is, there
does not exist a sequence biby ... by such that by = by and (bg,bg11) € R for all
E,1<k<Il-1.

Fig. 3. An example of separation-inclusion DNF predicate

Figure 3 illustrates an example of the separation-inclusion DNF predicate.

From the above two definitions, we can see that the separation DNF predicate
is a subclass of the separation-inclusion DNF predicate. Next we will prove that
the two classes can be detected in De finitely modality using a method similar
to that of theorem 1. Both of the proofs are based on inevitable states. We use a
constructive way to prove the first theorem on separation DNF predicates. While
we use an indirect way to prove the second theorem on separation-inclusion DNF
predicates.
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First we give a theorem on separation DNF predicates. Given a DNF predi-
cate, a true state is a consistent global state satisfying the predicate.

Before we present the theorem, given a separation DNF predicate @, we show
a property of L(E’). From the definition of separation DNF predicates, any
two intervals I € A and I’ € A, which are on the same process, coincide or
separate. Thus any I € A is an interval with respect to @. When doing interval
compression, it is compressed to an event.

In (E', —'), in some process P;, if an event f satisfies a local predicate LPF of
some @, then before interval compression it is the beginning event of an interval
with respect to @F. Let f’ € E' is another event in P; such that f' # f and f
satisfies a local predicate of some &7. From the definition of separation DNF
predicates, f and f’ are not adjacent, that is, f.next # f’ and f'.next # f.
Thus we have that in L(E’) for any S = (s1, $2,. .., S,) satisfying & and S =
(s, 85, ...,sh) satisfying @, |s; — si| > 2 or s; = s}, forall i, 1 <i < n.

The idea of the proof is as follows. After interval compression, we obtain
(E',—") from (E,—). Every n intervals with respect to a conjunctive predicate
in different processes is transformed to a state of (E’, —'). We can see that the
n intervals satisfy the relation stated in theorem 1 if and only if the compressed
state is an inevitable state. If one of the compressed states is inevitable, then
Definitely(®) is true. Based on the above property, if none of the compressed
states is inevitable, we can construct a run which does not pass through any true
state. It implies that De finitely(®) is false. Then we can have the next lemma
and theorem.

Lemma 2. Given a separation DNF predicate ® = &' v &2V ...V O™ and a
computation (E,—), De finitely(®P) is true for the reduced computation (E', —'),
if and only if there exists an inevitable state satisfying & in L(E'").

Theorem 4. For a separation DNF predicate @=®'V®?V.. VO™, De finitely(P)
1s true if and only if there exist n intervals, Iy, 15, ..., 1I,, each belonging to a

different process, such that all are intervals with respect to the same ®*, and
Ij.low — Ij.high.next, for all i,5,1 <i<n,1<j<n.

Next we will show theorem 4 can be extended to the case of separation-inclusion
DNF predicates. The case for separation-inclusion DNF predicates is more com-
plex than the one of separation DNF predicates. For separation-inclusion DNF
predicates, when doing interval compression, not all intervals with respect to
some &F can be compressed to an event (because it maybe include other intervals
with respect to other ®7). Thus L(E’) for separation-inclusion DNF predicates
does not have the property of L(E’) for separation DNF predicates as stated
above.

The next definition introduces the concept of zones for depicting basic units
of L(F) for separation-inclusion DNF predicates.

Definition 5. A zone Z[(a1,b1), (a2,b2),...,(an,by)] is a set of states. A state
S =(s1,82,...,8,) € Z if and only if a; < s; <b; for alli,1 <i<n.
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We can see that the states (not restricted to consistent global states) satisfying
¢ =P vP? V...V must be a set of zones Z = {Z1, Za, . ..}. For example, let
I, I, ..., 1, be n intervals with respect to the same ®*, where I; is on process
P;. Let a; be the index of I;.low on P; and b; be the index of I;.high on P;, for
all i, 1 < i < n. Then we get a zone Z[(a1,b1), (az,b2),...,(an,b,)]. Any state
S = (s1,82,...,8,) € Z must satisfy ®F, because Ej satisfies LPF for all i,
1 <1<n.

Given two zones Z and Z'. Let I, I, ..., I, be the corresponding intervals
for Z and I, I}, ..., I be the corresponding intervals for Z’. From the definition
of separation-inclusion DNF predicates, we have that there does not exist such
case that I; includes I]{ in process P;, and I, includes Ij, in process Py. Thus if
;NI #0 forall i, 1 <i < n, there only exist two cases: (1) I; includes I} or I;
coincide with I/, for all 4, 1 < ¢ < n. In this case Z’ C Z; (2) I/ includes I; or I}
coincide with I;, for all 4, 1 < ¢ < n. In this case Z C Z’. Otherwise there exist
It and I}, such that they separate. In this case, Z; N Z; = 0.

Thus there are only three cases for Z and Z': (1) Z;NZ; = 0; (2) Z' C Z; (3)
zZCZ.

Let Z = {Z1,Zs, ...} be the set of zones corresponding to ¢ = ¢! VP2 v ...V
@™, We say a zone Z is a top zone, if no zone Z’ satisfies Z C Z’. Let Z' be a
set of top zones in Z such that U, .z 2" =U,.7 Z.

Some states in the zones are not consistent global states. In predicate detec-
tion, these states are meaningless. Therefore, the zone where none of the states
is consistent, is meaningless. In Z’, such zones can be deleted. Now we redefine
Z={Z|Zc€Z and ZN L(E) # 0}.

Definition 6. A set S of states in L(E) is definite if every run of the compu-
tation (E,—) passes through a state S such that S € S and S € L(E). If a set
of states S is definite, we denote it by De finitely(S).

Because all the true states in L(E) are in Z, we have that De finitely(®) is true
if and only if De finitely(|J, .z Z) is true.

In the previous part of this paper, we define predicates on the interesting
variables on processes. Now we will define predicates on the indices of events.
If e = E;, the index of e is s;. At this time, we can treat the value of the
interesting variable after executing an event e in a process P; is the value of the
index of e in P;. For example, if e = E;*, then after executing e, the value of
the interesting variable in P; is s;.

Now we rewrite the separation-inclusion DNF predicate @ in a new form @
based on indices. For every Zi[(a1,b1), (az,b2), ..., (an, by)] € Z, a corresponding
conjunctive predicate ¢F is defined as &% = A", Zp.a; < s; < Zp.b;. Then
b = Vi_, @, where ¢ is the number of zones in Z. Because a state S(not
restricting to consistent global states) satisfies @ if and only if S € Uzez Z, and
De finitely(®) is true if and only if De finitely((J,.z Z) is true, we have the
next lemma.

Lemma 3. Definitely(®) is true if and only if De finitely(®P) is true.
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Because any interval with respect to some @* must be an interval with respect
to some @7 it is easy to obtain the next lemma.

Lemma 4. If ¢ is a separation-inclusion DNF predicate, @ is also a separation-
inclusion DNF predicate.

The next two lemmas show an interesting property of separation-inclusion DNF
predicates.

Lemma 5. Suppose that in Z there exists a zone Z|[(s1, 51), (S2,52), - -, (Sns Sn)]

containing only one state S = (s1,82,...,8,), and S satisfies that there does

not exist any true state S’ = (s, 85,...,8)) such that 8" # S, and for all i,

1<i<mn, |s; —si| <1.If there exists a path from L to S which does not pass

through any other true state than S, and S” = (s{,sy,...,sll) is a consistent

r n

global state such that for all i, 1 < i < n, s/ = s; or s = s; — 1, then there
exists a path from L to S” which does not pass through any true state.

Lemma 6. Suppose that in Z there exists a zone Z|[(s1, $1), (S2,52), - -, (Sns Sn)]
containing only one state S = (s1,82,...,8,), and S satisfies that there does
not exist any true state S" = (s, 85,...,8)) such that 8" # S, and for all i,

1<i<m, |s;—s;| <1.IfS is not an inevitable state and De finitely(Z), then
Definitely(Z —{Z}) is true.

Now we show that after interval compression, in L(E’) there actually exists such
a zone that satisfies the conditions stated in lemma 5 and lemma 6.

Lemma 7. In Z' there exists a zone Z'[(s1, $1), (82, 82), - - -, (Sn, Sn)] containing
only one state S = (s1,82,...,8n), and in L(E") S satisfies that there does
not exist any true state 8" = (sy,sh,...,s!) such that 8" # S, and for all i,

1<i<n,|s;—si| <1

Theorem 5. For a separation-inclusion DNF predicate ® = 1V P2V ... v d™,
Definitely(®) is true if and only if there exist n intervals, Iy, I, ..., I,, each
belonging to a different process, such that all are intervals with respect to the
same ¢, and I;.low — Ij.high.next, for all i,5, 1 <i<n,1<j<n.

Proof. (=): Assume that De finitely(®) is true and there do not exist n intervals,
I, I5,...,1I,, each belonging to a different process, such that all are intervals
with respect to the same &, and I;.low — Ij.high.next, for all 4,7, 1 <1 < n,
1 <j < n. We can get Z from L(E), and ¢ from Z. From lemma 3, we know
that Definitely(@) is true. From lemma 4, we know that @ is also a separation-
inclusion DNF predicate.

We derive the reduced computation (E’, —') from the original computation
(E,—). We obtain Z’' from Z and @' from &. From theorem 2, we can prove
that Definitely(®) is true for the original computation (E,—), if and only if
De finitely(®') is true for the reduced computation (E’, —'). Then De finitely(®')
is true for the reduced computation (E’,—'). Then Definitely(Z’) is true in
L(FE').
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From lemma 7 we know that there exists a zone Z/,[(s1, 1), (S2,52), - - -, (Sn, Sn)]
satisfying the conditions stated in lemma 5 and lemma 6 after interval compres-
sion. From the assumption and theorem 3 we can conclude that S is not an
inevitable state.

Then from lemma 6, we have that De finitely(Z' — {Z{A}) is true. Then Z/,
can be deleted. Let ¥ be a formula obtained by deleting @ * from the formula
of . Let Z=127'—{Z'}.

Let a new original computation (E,—) be (E',—'), a new & be ¥, a new Z
be Z.

Continue the above process until Z = (). We know that Definitely(@) is true,
which implies that Definitely(Z) is true. Then Definitely() is true. It leads
to a contradiction.

(<): From theorem 1, we have that De finitely(®*) is true. Then De finitely(®)
is true. m|

Now we give the complexity results on separation-inclusion DNF predicates.

According to theorem 5, we know that Definitely(®) is true if and only if
there exists a @* such that Definitely(®*) is true. As shown in [7] the time com-
plexity of detection of De finitely(®*) is O(n?p), where p =max{|E;|}, we have
that the time complexity of using theorem 5 to detection separation-inclusion
DNF predicates in De finitely modality is at most O(mn?p).

6 Conclusion

In this paper we extend the notion of conjunctive predicates to the one of
DNF predicates. In general, detecting DNF predicates in De finitely is coNP-
complete. In this paper, we find two classes of DNF predicates named separation
DNF predicates and separation-inclusion DNF predicates, which can be detected
in Definitely modality in a similar method of Garg and Waldecker’s method for
detecting conjunctive predicates in De finitely modality. We prove the results
based on the concept of inevitable states.
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Abstract. In this paper, | have presented a paradigm based on Smart-M essages.
A Smart-Message is a message that carriesintelligence in the form of a program
element. The paper discusses the anatomy of a Smart-Message aong-with its
application in solving two of the important problems in distributed systems:
Leader election problem and Mutua exclusion problem.

1 Introduction

Distributed computing systems are subjects of great academic and research interests.
Messages in a distributed algorithm simply carry data or state information of a node
or information computed from the local states of n different computing nodes. These
messages can trigger a computation at a node, but they themselves can not be exe-
cuted. A Smart-Message is an executable message that contains a program element
and one or more data elements. A Smart-Message typically contains a program sec-
tion that help the message to route itself to a designated node. A Smart-Message
keeps on forwarding itself along a path (or a cycle) in a connected graph that contains
al nodes of the graph. A Smart-Message while executed at a node can collect node
information that is public, update node information that is public, aggregate local state
data elements from multiple nodes, perform an algorithm that is encoded in the mes-
sage (and triggered on certain inputs) and route itself to the next desired node based
on arouting procedure.

2 System Model and Assumptions

A set of nodes (or processes) are connected over a graph and nodes communicate only
by means of message passing. A node has sufficient computing power to carry alocal
computation.

Nodes do not fail and links between nodes do not crash. Messages may get delayed
finitely but they do not get lost. Message send primitives are non-blocking in nature.
Message receive buffer at a node never overflows.

S. Rao et al. (Eds.): ICDCN 2008, LNCS 4904, pp. 170 2008.
© Springer-Verlag Berlin Heidelberg 2008
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3 Anatomy of a Smart-Message

A Smart-Message is different from a normal data message in the sense that it carriesa
program element that is executable at a site that has sufficient computational power to
carry an execution. A Smart-Message typically consists of a program element and n
number of data elements stored in a local data structure as required by the program
element.

3.1 Program Element

A program element of a Smart-Message typically consists of the following three
program sections.

¢ Interaction with Local Sate of a Node: In this program section a Smart-Message
can read values of node state variables and update node state variables. A node
may decide to enforce an access control policy by exposing only a subset of its
state variables as public. A public state variable can be read by a message or any
other node in the network graph. If a node decides not to expose a hode variable as
public, it may define it as private. Private variables can only be accessed in a com-
putation that is local to a node i.e., private variables can not be accessed in a dis-
tributed computation that requires exchange of state information between nodes. A
public state variable at a node may depend on a private node variable that is gener-
ated using a local computation specific to a node. A Smart-Message reads publicly
accessible variables at a node and copies values of these variables to a local data
structure internal to the message.

e A Smart Algorithm: This program section is the heart of a Smart-Message. Thisis
typically an agorithm that takes the local data structure of the message as input
and performs a computation that often produces new data elements. These data
elements generated from the execution of a Smart Algorithm can be written to lo-
cal node state. In essence, the execution of a Smart Algorithm often happens at a
node when the Smart-Message has a fairly complete global view of all local node
states collected in its local data structure and the Smart-Message is in a position to
deduce a solution or to generate a set of new data elements that represent the solu-
tion of a distributed problem.

e Routing Section: The routing information, i.e. how a Smart-Message propagates
itself to the next desirable node in the system is often encoded as a routing
procedure in this program section. In many cases, the Smart-Message needs a
global view of the local node states to arrive at a conclusion about a distributed
problem. Consequently, a Smart-Message is required to visit al the nodes of a
connected graph at least once. Typicaly, the Smart-Message travels aong a
network path (or cycle) that originates at a node and goes through all the nodes in
the network. A particular node may appear in the Smart-Message path more than
once depending upon the network topology. Finding such a network path (or cycle)
for a connected network graph is outside the scope of the paper and standard
graph-theoretic algorithms exist that can find such a path. The Routing section of a
Smart-Message however should contain this path information. It is not required for
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a Smart-Message to travel along a cycle that goes through all nodes. Depending
upon specific requirements of a distributed problem, routing procedure can be
encoded appropriately for a Smart-Message.

3.2 Local Data Structure

A Smart-Message has a local data structure where it can store a number of data ele-
ments. Public state variables are often read by a Smart-Message (when executed) and
copied as data elements into the local data structure of the Smart-Message. A Smart-
Message thrives to collect relevant local state information from various nodes and
constructs a global view of the system, before the execution of its Smart Algorithm.
The execution of a Smart Algorithm may not produce the desired solution of a dis-
tributed problem, if the constructed global view is not reliable enough. So, for proper
construction of its local data structure and a global view of the system, a Smart-
Message may need to visit the relevant nodes (or al nodes) of the network graph
more than once.

4 Execution of a Smart-Message

The Smart-Message paradigm extents the existing distributed framework of net-
worked nodes communicating via explicit message passing. In Smart-Message para-
digm, communication between nodes is still by means of message passing. It is just
that messages now carry intelligence in the forms of executable program elements.

The successful usage of the Smart-Message framework relies on the execution of a
Smart Algorithm, as mentioned in Section 3.1. The agorithm tries to find a solution
of a given distributed problem by collecting sufficient local state information from
various nodes in the network graph.

Usually, there is an initiator node in the network graph that starts solving a distrib-
uted problem (e.g., a leader election problem) by generating a Smart-Message. The
design of a Smart-Message (specifically the Smart Algorithm) depends on the distrib-
uted problem that is being solved. The initiator node has a copy of the Smart-
Message. For the sake of simplicity, we may assume that all nodes in the network
know how the Smart-Message for the given distributed problem looks like. So any
node, can initiate a computation by generating a Smart-Message, if required. Smart-
Messages typically get forwarded from one node to the next node (along a cycle as
described in Section 3.1) when they are executed. Whenever a node receives a Smart-
Message, it executes it. As part of the execution of a Smart-Message, the program
element in the Smart-Message gets executed.

The three program sections of the program element of a Smart-Message will be
executed at anode. The first program section will collect local node state information
(public node variables) and copy this information to its local data structure. Depend-
ing upon whether the local data structure is complete in terms of relevance or not (a
complete local data structure of a Smart-Message represents a global state view of the
system), the Smart Algorithm (second program section) can be triggered and this
Smart Algorithm can compute new data elements which can then be copied back to
local node state. The execution of the Smart Algorithm is often conditional and is
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driven by the constructed global state view of the system. The third program section
contains a routing procedure which when executed simply forwards the Smart-
Message to the next logical node (can be the next node in the network cycle as men-
tioned in Section 3.1).

The Smart Algorithm of a Smart-Message can generate other ordinary messages
(that carry data elements only) that can be sent by the node that is executing the
Smart-Message. Depending upon the routing procedure, a Smart-Message may be
forwarded to only one node at atime (e.g., the Smart-Message moves in a cycle of al
nodes). This routing mechanism is often more than adequate for a leader-election al-
gorithm or atoken-based mutual exclusion algorithm as described in Section 5.

5 Application of Smart-M essage Paradigm

5.1 A Leader Election Algorithm

A solution using a Smart-Message for leader election in a circular configuration of
nodes (i, i... iy [1] is proposed in this section. The local node state is consisted of
two public variables (Nodep, Current-Leader,p). The Smart-Message that is executed
for this problem has the following anatomy:

Local Data Structure of the Smart-M essage

e Nodep [ ]: Thisisaset that stores the node I1Ds of various nodes.
e |eader-decided: Boolean which is FALSE until a new leader has been chosen.
e Leaderp: This variable holds the identity of the elected leader. Initially it may be
undefined.
e Message-Pass-Number: The pass that the Smart-Message is making. Initially this
isO.
Program Element
Interaction with Local Sate of a Node
I f Not Leader-decided
Then
Read node ID j, and insert i, to Node,, [];
El se

Copy Leader,, to local state of the node;

Smart Algorithm

If the Snart-Message is getting executed at the initia-
tor node